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Ij_^bkeh\b_ d we_dljhgghfm ba^Zgbx

>Zgguc ^hdmf_gl y\ey_lky ^hjZ[hlZgghc \_jkb_c ba^Zgby
©Hkgh\u kh\j_f_gghc djbilh]jZnbbª� \ur_^r_]h \ ba^Zl_evkl-
\_ ©=hjyqZy ebgby ± L_e_dhfª� \ ���� ]h^m� KZfm dgb]m fh`gh
ijbh[j_klb ijZdlbq_kdb \ ex[hf dgb`ghf bgl_jg_l�fZ]Zabg_
�kf� gZijbf_j� www.findbook.ru).

P_evx we_dljhggh]h ba^Zgby y\ey_lky ihimeyjbaZpby l_hj_-
lbq_kdbo hkgh\ kh\j_f_gghc djbilh]jZnbb� \ i_j\mx hq_j_^v \

h[jZah\Zl_evguo aZ\_^_gbyo� >hdmf_gl fh`_l g_h]jZgbq_ggh
dhibjh\Zlvky� >ey jZki_qZldb b dhibjh\Zgby l_dklZ dgb]b g_h[-
oh^bfh ;?KIE:LGH ihemqblv iZjhev� gZijZ\b\ gZ Z^j_k

bars@orc.ruaZijhk k l_fhc ©SVZª� Z \ l_e_ mdZaZ\ p_ev dhibjh\Z-
gby b jZki_qZldb �Z lZd`_ dhe�\h wda_fieyjh\�� :\lhju ijhkyl

\ha^_j`Zlvky hl i_j_^Zqb ihemq_gguo iZjhe_c ^jm]bf ebpZf�
G_ ^himkdZ_lky ihegh_ beb qZklbqgh_ bkihevah\Zgb_ l_dklZ

dgb]b [_a mdZaZgby bklhqgbdZ�

K_j]_c ;Zjbq_\� JhfZg K_jh\
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�� DJBILH=J:NBQ?KDB? KBKL?FU

���� Hkgh\gu_ ihgylby b hij_^_e_gby

Ijh[e_fZ aZsblu bgnhjfZpbb iml_f __ ij_h[jZah\Zgby� bk-
dexqZxs_]h __ ijhql_gb_ ihklhjhggbf ebphf� \hegh\ZeZ q_eh-
\_q_kdbc mf k ^Z\gbo \j_f_g� Bklhjby djbilh]jZnbb ± jh\_kgbpZ
bklhjbb q_eh\_q_kdh]h yaudZ� ;he__ lh]h� i_j\hgZqZevgh ibkv-
f_gghklv kZfZ ih k_[_ [ueZ djbilh]jZnbq_kdhc kbkl_fhc� lZd

dZd \ ^j_\gbo h[s_kl\Zo _x \eZ^_eb lhevdh ba[jZggu_� K\ys_g-
gu_ dgb]b ^j_\g_]h ?]bilZ� ^j_\g_c Bg^bb lhfm ijbf_ju�

K rbjhdbf jZkijhkljZg_gb_f ibkvf_gghklb djbilh]jZnby
klZeZ nhjfbjh\Zlvky dZd kZfhklhyl_evgZy gZmdZ� I_j\u_ djbilh-
kbkl_fu \klj_qZxlky m`_ \ gZqZe_ gZr_c wju� LZd� P_aZjv \

k\h_c i_j_ibkd_ bkihevah\Ze m`_ [he__�f_g__ kbkl_fZlbq_kdbc
rbnj� ihemqb\rbc _]h bfy�

;mjgh_ jZa\blb_ djbilh]jZnbq_kdb_ kbkl_fu ihemqbeb \ ]h^u
i_j\hc b \lhjhc fbjh\uo \hcg� Ihy\e_gb_ \uqbkebl_evguo

kj_^kl\ \ ihke_\h_ggu_ ]h^u mkdhjbeh jZajZ[hldm b kh\_jr_gkl-
\h\Zgb_ djbilh]jZnbq_kdbo f_lh^h\�

Ihq_fm ijh[e_fZ bkihevah\Zgby djbilh]jZnbq_kdbo f_lh^h\

\ bgnhjfZpbhgguo kbkl_fZo �BK� klZeZ \ gZklhysbc fhf_gl
hkh[h ZdlmZevgZ"

K h^ghc klhjhgu� jZkrbjbehkv bkihevah\Zgb_ dhfivxl_jguo
k_l_c� \ qZklghklb� ]eh[Zevghc k_lb Bgl_jg_l� ih dhlhjuf i_j_-
^Zxlky [hevrb_ h[t_fu bgnhjfZpbb ]hkm^Zjkl\_ggh]h� \h_ggh-
]h� dhff_jq_kdh]h b qZklgh]h oZjZdl_jZ� g_ ^himkdZxs_]h \ha-
fh`ghklv ^hklmiZ d g_c ihklhjhggbo ebp�

K ^jm]hc klhjhgu� ihy\e_gb_ gh\uo fhsguo dhfivxl_jh\�
l_ogheh]bc k_l_\uo b g_cjhgguo \uqbke_gbc k^_eZeh \hafh -̀
guf ^bkdj_^blZpbx djbilh]jZnbq_kdbo kbkl_f� _s_ g_^Z\gh

kqblZ\rboky ijZdlbq_kdb g_jZkdju\Z_fufb�
Ijh[e_fhc aZsblu bgnhjfZpbb iml_f __ ij_h[jZah\Zgby aZ-

gbfZ_lky djbilheh]by (κρυπτος - lZcguc� λογος � gZmdZ �keh\h�
�]j_q���� Djbilheh]by jZa^_ey_lky gZ ^\Z gZijZ\e_gby ± djbilh-
]jZnbx b djbilhZgZeba� P_eb wlbo gZijZ\e_gbc ijyfh ijhlb\h-
iheh`gu�

Djbilh]jZnby aZgbfZ_lky ihbkdhf b bkke_^h\Zgb_f f_lh^h\

ij_h[jZah\Zgby bgnhjfZpbb k p_evx kdjulby __ kh^_j`Zgby�



7

Kn_jZ bgl_j_kh\ djbilhZgZebaZ � bkke_^h\Zgb_ \hafh`ghklb
jZkrbnjh\u\Zgby bgnhjfZpbb [_a agZgby dexq_c�

< wlhc dgb]_ [m^ml jZkkfZljb\Zlvky jZaebqgu_ djbilh]jZ�
nbq_kdb_ f_lh^u� Kh\j_f_ggZy djbilh]jZnby \dexqZ_l \ k_[y

q_luj_ djmiguo jZa^_eZ�
1. Kbff_ljbqgu_ djbilhkbkl_fu�
2. Djbilhkbkl_fu k hldjuluf dexqhf�

3. Kbkl_fu we_dljhgghc ih^ibkb�
4. MijZ\e_gb_ dexqZfb�

Hkgh\gu_ gZijZ\e_gby bkihevah\Zgby djbilh]jZnbq_kdbo f_-
lh^h\ ± i_j_^ZqZ dhgnb^_gpbZevghc bgnhjfZpbb ih dZgZeZf
k\yab �gZijbf_j� we_dljhggZy ihqlZ�� mklZgh\e_gb_ ih^ebgghklb

i_j_^Z\Z_fuo khh[s_gbc� ojZg_gb_ bgnhjfZpbb �^hdmf_glh\�
[Za ^Zgguo� gZ ghkbl_eyo \ aZrbnjh\Zgghf \b^_�

BlZd� djbilh]jZnby ^Z_l \hafh`ghklv ij_h[jZah\Zlv bgnhj-
fZpbx lZdbf h[jZahf� qlh __ ijhql_gb_ �\hkklZgh\e_gb_� \ha-
fh`gh lhevdh ijb agZgbb dexqZ�

< dZq_kl\_ bgnhjfZpbb� ih^e_`Zs_c rbnjh\Zgbx b jZkrbn-
jh\Zgbx� [m^ml jZkkfZljb\Zlvky l_dklu� ihkljh_ggu_ gZ g_dh-
lhjhf ZenZ\bl_� Ih^ wlbfb l_jfbgZfb ihgbfZ_lky ke_^mxs__�

:enZ\bl � dhg_qgh_ fgh`_kl\h bkihevam_fuo ^ey dh^bjh\Z-
gby bgnhjfZpbb agZdh\�

L_dkl � mihjy^hq_gguc gZ[hj ba we_f_glh\ ZenZ\blZ�
< dZq_kl\_ ijbf_jh\ ZenZ\blh\� bkihevam_fuo \ kh\j_f_gguo

BK fh`gh ijb\_klb ke_^mxsb_�
- ZenZ\bl Z33 ± �� [md\u jmkkdh]h ZenZ\blZ �bkdexqZy �z��

b ijh[_e�
- ZenZ\bl Z256 ± kbf\heu� \oh^ysb_ \ klZg^Zjlgu_ dh^u

$6&,, b DHB���

- ^\hbqguc ZenZ\bl - Z2 = {0,1};
- \hkvf_jbqguc beb r_klgZ^pZl_jbqguc ZenZ\bl�

AZrbnjh\Zgb_ ± ijhp_kk ij_h[jZah\Zgby hldjuluo ^Zgguo \
aZrbnjh\Zggu_ ijb ihfhsb rbnjZ�

<f_klh l_jfbgZ �hldjulu_ ^Zggu_� qZklh mihlj_[eyxlky

l_jfbgu hldjuluc l_dkl b bkoh^guc l_dkl� Z \f_klh �aZrbn-
jh\Zggu_ ^Zggu_� ± rbnjh\Zgguc l_dkl.

JZkrbnjh\Zgb_ ± ijhp_kk� h[jZlguc rbnjh\Zgbx� l�_ ijh-
p_kk ij_h[jZah\Zgby aZrbnjh\Zgguo ^Zgguo \ hldjulu_ ijb
ihfhsb rbnjZ�
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Ih^ rbnjh\Zgb_f ihgbfZ_lky ijhp_kk aZrbnjh\Zgby beb
jZkrbnjh\Zgby�

Djbilh]jZnbq_kdZy kbkl_fZ� beb rbnj ij_^klZ\ey_l kh[hc
k_f_ckl\h T h[jZlbfuo ij_h[jZah\Zgbc hldjulh]h l_dklZ \

rbnjh\Zgguc� Qe_gu wlh]h k_f_ckl\Z bg^_dkbjmxlky beb h[h-
agZqZxlky kbf\hehf k� iZjZf_lj k h[uqgh gZau\Z_lky dexqhf.
Ij_h[jZah\Zgb_ Tk hij_^_ey_lky khhl\_lkl\mxsbf Ze]hjblfhf b

agZq_gb_f dexqZ k.
Dexq ± dhgdj_lgh_ agZq_gb_ khklhygby g_dhlhjuo iZjZf_ljh\

Ze]hjblfZ djbilh]jZnbq_kdh]h ij_h[jZah\Zgby� h[_ki_qb\Zxs__
\u[hj h^gh]h ij_h[jZah\Zgby ba k_f_ckl\Z�

IjhkljZgkl\h dexq_c K ± wlh gZ[hj \hafh`guo agZq_gbc

dexqZ� H[uqgh dexq ij_^klZ\ey_l kh[hc ihke_^h\Zl_evguc jy^
[md\ ZenZ\blZ�

Djbilhkbkl_fu ih^jZa^_eyxlky gZ kbff_ljbqgu_ b Zkbf-
f_ljbqgu_ �beb k hldjuluf (im[ebqguf) dexqhf).

< kbff_ljbqguo djbilhkbkl_fZo ^ey aZrbnjh\Zgby b ^ey
jZkrbnjh\Zgby bkihevam_lky h^bg b lhl `_ dexq�

< kbkl_fZo k hldjuluf dexqhf bkihevamxlky ^\Z dexqZ ±

hldjuluc (im[ebqguc� b aZdjuluc (k_dj_lguc�� dhlhju_ fZl_-
fZlbq_kdb k\yaZgu ^jm] k ^jm]hf� BgnhjfZpby aZrbnjh\u\Z_lky

k ihfhsvx hldjulh]h dexqZ� dhlhjuc ^hklmi_g \k_f `_eZxsbf�
Z jZkrbnjh\u\Z_lky k ihfhsvx aZdjulh]h dexqZ� ba\_klgh]h
lhevdh ihemqZl_ex khh[s_gby�

L_jfbgu jZkij_^_e_gb_ dexq_c b mijZ\e_gb_ dexqZfb hlgh-
kylky d ijhp_kkZf kbkl_fu h[jZ[hldb bgnhjfZpbb� kh^_j`Zgb_f

dhlhjuo y\ey_lky \ujZ[hldZ b jZkij_^_e_gb_ dexq_c f_`^m
ihevah\Zl_eyfb�

We_dljhgghc (pbnjh\hc) ih^ibkvx gZau\Z_lky ijbkh_^b�

gy_fh_ d l_dklm _]h djbilh]jZnbq_kdh_ ij_h[jZah\Zgb_� dhlhjh_
iha\hey_l ijb ihemq_gbb l_dklZ ^jm]bf ihevah\Zl_e_f ijh\_jblv

Z\lhjkl\h b ih^ebgghklv khh[s_gby�
Dpbilhklhcdhklvx gZau\Z_lky oZjZdl_jbklbdZ rbnjZ� hij_-

^_eyxsZy _]h klhcdhklv d jZkrbnjh\Zgbx [_a agZgby dexqZ �l�_�

djbilhZgZebam�� Bf__lky fgh]h qZklguo ihdZaZl_e_c djbilh-
klhcdhklb� kj_^b dhlhjuo�

- dhebq_kl\h \k_o \hafh`guo dexq_c�
- dhebq_kl\h hi_jZpbc� g_h[oh^bfh_ ^ey \kdjulby rbnjZ�
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- h[t_f \u[hjdb bkoh^gh]h b�beb rbnjh\Zggh]h l_dklZ� g_-
h[oh^bfuc ^ey hij_^_e_gby dexqZ�

- keh`ghklv j_r_gby fZl_fZlbq_kdhc aZ^Zqb� e_`Zs_c \ hk-
gh\_ kbkl_fu rbnjh\Zgby�

H^gZdh ke_^m_l ihgbfZlv� qlh wnn_dlb\ghklv aZsblu bgnhj-
fZpbb djbilh]jZnbq_kdbfb f_lh^Zfb aZ\bkbl g_ lhevdh hl
dSbilhklhcdhklb rbnjZ� gh b hl fgh`_kl\Z ^jm]bo nZdlhjh\�

\dexqZy hj]ZgbaZpbhggu_�

���� Lj_[h\Zgby d djbilh]jZnbq_kdbf kbkl_fZf

Ijhp_kk djbilh]jZnbq_kdh]h aZdjulby ^Zgguo fh`_l hkm�
s_kl\eylvky dZd ijh]jZffgh� lZd b ZiiZjZlgh� :iiZjZlgZy j_Zeb-
aZpby hlebqZ_lky kms_kl\_ggh [hevr_c klhbfhklvx� h^gZdh _c

ijbkmsb b ij_bfms_kl\Z� \ukhdZy ijhba\h^bl_evghklv� ijhklh-
lZ� aZsbs_gghklv b l�^� Ijh]jZffgZy j_ZebaZpby [he__ ijZdlbq-
gZ� ^himkdZ_l ba\_klgmx ]b[dhklv \ bkihevah\Zgbb�

>ey kh\j_f_gguo djbilh]jZnbq_kdbo kbkl_f aZsblu bgnhj-
fZpbb knhjfmebjh\Zgu ke_^mxsb_ h[s_ijbgylu_ lj_[h\Zgby�

- aZrbnjh\Zggh_ khh[s_gb_ ^he`gh ih^^Z\Zlvky ql_gbx
lhevdh ijb gZebqbb dexqZ�

- qbkeh hi_jZpbc� g_h[oh^bfuo ^ey hij_^_e_gby bkihev�
ah\Zggh]h dexqZ rbnjh\Zgby ih njZ]f_glm rbnjh\Zggh]h

khh[s_gby b khhl\_lkl\mxs_]h _fm hldjulh]h l_dklZ�
^he`gh [ulv g_ f_gvr_ h[s_]h qbkeZ \hafh`guo dexq_c�

- qbkeh hi_jZpbc� g_h[oh^bfuo ^ey jZkrbnjh\u\Zgby bg-
nhjfZpbb iml_f i_j_[hjZ \k_\hafh`guo dexq_c ^he`gh
bf_lv kljh]mx gb`gxx hp_gdm b \uoh^blv aZ ij_^_eu

\hafh`ghkl_c kh\j_f_gguo dhfivxl_jh\ �k mq_lhf \ha-
fh`ghklb bkihevah\Zgby k_l_\uo \uqbke_gbc��

- agZgb_ Ze]hjblfZ rbnjh\Zgby g_ ^he`gh \ebylv gZ gZ^_ -̀
ghklv aZsblu�

- g_agZqbl_evgh_ baf_g_gb_ dexqZ ^he`gh ijb\h^blv d km-
s_kl\_gghfm baf_g_gbx \b^Z aZrbnjh\Zggh]h khh[s_gby
^Z`_ ijb rbnjh\Zgbb h^gh]h b lh]h `_ bkoh^gh]h l_dklZ�

- g_agZqbl_evgh_ baf_g_gb_ bkoh^gh]h l_dklZ ^he`gh ijb-
\h^blv d kms_kl\_gghfm baf_g_gbx \b^Z aZrbnjh\Zggh]h
khh[s_gby ^Z`_ ijb bkihevah\Zgbb h^gh]h b lh]h `_ dex-
qZ�
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- kljmdlmjgu_ we_f_glu Ze]hjblfZ rbnjh\Zgby ^he`gu
[ulv g_baf_ggufb�

- ^hihegbl_evgu_ [blu� \\h^bfu_ \ khh[s_gb_ \ ijhp_kk_
rbnjh\Zgby� ^he`_g [ulv iheghklvx b gZ^_`gh kdjulu \

rbnjh\Zgghf l_dkl_�
- ^ebgZ rbnjh\Zggh]h l_dklZ ^he`gZ [ulv jZ\ghc ^ebg_ bk-

oh^gh]h l_dklZ�

- g_ ^he`gh [ulv ijhkluo b e_]dh mklZgZ\eb\Z_fuo aZ\bkb-
fhkl_c f_`^m dexqZfb� ihke_^h\Zl_evgh bkihevam_fufb \

ijhp_kk_ rbnjh\Zgby�
- ex[hc dexq ba fgh`_kl\Z \hafh`guo ^he`_g h[_ki_�

qb\Zlv gZ^_`gmx aZsblm bgnhjfZpbb�

- Ze]hjblf ^he`_g ^himkdZlv dZd ijh]jZffgmx� lZd b ZiiZ-
jZlgmx j_ZebaZpbx� ijb wlhf baf_g_gb_ ^ebgu dexqZ g_

^he`gh \_klb d dZq_kl\_gghfm mom^r_gbx Ze]hjblfZ
rbnjh\Zgby�
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�� KBFF?LJBQGU? DJBILHKBKL?FU

���� Hkgh\gu_ deZkku kbff_ljbqguo djbilhkbkl_f

Ih^ kbff_ljbqgufb djbilh]jZnbq_kdbfb kbkl_fZfb ihgb-
fZxlky lZdb_ djbilhkbkl_fu� \ dhlhjuo ^ey rbnjh\Zgby b

jZkrbnjh\Zgby bkihevam_lky h^bg b lhl `_ dexq� >ey ihevah\Z-
l_e_c wlh hagZqZ_l� qlh ij_`^_� q_f gZqZlv bkihevah\Zlv kbkl_fm�
g_h[oh^bfh ihemqblv h[sbc k_dj_lguc dexq lZd� qlh[u bkdex-
qblv d g_fm ^hklmi ihl_gpbZevgh]h aehmfure_ggbdZ� <k_ fgh-
]hh[jZab_ kbff_ljbqguo djbilhkbkl_f hkgh\u\Z_lky gZ ke_-
^mxsbo [Zah\uo deZkkZo�

Bkoh^gh_

khh[s_gb_

�O� 

HlijZ\bl_ev

�:� 
AZrbnj� 
khh[s_gb_ 
Y=f(K,X)  

 

RbnjZlhRbnjZlhj >_rbnjZlh>_rbnjZlhj X=f -1(K,f(K,X)) 

IhemqZl_ev 

�<� 

Dexq �D� Dexq �D� 

Jbk ���� Ko_fZ kbff_ljbqghc djbilhkbkl_fu� 

Fhgh� b fgh]hZenZ\blgu_ ih^klZgh\db�
FhghZenZ\blgu_ ih^klZgh\db ± wlh gZb[he__ ijhklhc \b^

ij_h[jZah\Zgbc� aZdexqZxsbcky \ aZf_g_ kbf\heh\ bkoh^gh]h
l_dklZ gZ ^jm]b_ �lh]h `_ ZenZ\blZ� ih [he__ beb f_g__ keh`gh-
fm ijZ\bem� < kemqZ_ fhghZenZ\blguo ih^klZgh\hd dZ`^uc

kbf\he bkoh^gh]h l_dklZ ij_h[jZam_lky \ kbf\he rbnjh\Zggh]h
l_dklZ ih h^ghfm b lhfm `_ aZdhgm� Ijb fgh]hZenZ\blghc ih^-
klZgh\d_ aZdhg ij_h[jZah\Zgby f_gy_lky hl kbf\heZ d kbf\hem�
>ey h[_ki_q_gby \ukhdhc djbilhklhcdhklb lj_[m_lky bkihevah-
\Zgb_ [hevrbo dexq_c� D wlhfm deZkkm hlghkblky lZd gZau\Z_fZy

djbilhkbkl_fZ k h^ghjZah\uf dexqhf� h[eZ^ZxsZy Z[khexlghc
l_hj_lbq_kdhc klhcdhklvx� gh� d kh`Ze_gbx� g_m^h[gZy ^ey

ijZdlbq_kdh]h ijbf_g_gby�
I_j_klZgh\db�

LZd`_ g_keh`guc f_lh^ djbilh]jZnbq_kdh]h ij_h[jZah\Zgby�

aZdexqZxsbcky \ i_j_klZgh\d_ f_klZfb kbf\heh\ bkoh^gh]h
l_dklZ ih g_dhlhjhfm ijZ\bem�Rbnju i_j_klZgh\hd \ gZklhys__



12

\j_fy g_ bkihevamxlky \ qbklhf \b^_� lZd dZd bo djbilhklhc-
dhklv g_^hklZlhqgZ�

;ehqgu_ rbnju�

Ij_^klZ\eyxl kh[hc k_f_ckl\h h[jZlbfuo ij_h[jZah\Zgbc

[ehdh\ �qZkl_c nbdkbjh\Zgghc ^ebgu� bkoh^gh]h l_dklZ� NZdlb-
q_kdb [ehqguc rbnj ± wlh kbkl_fZ ih^klZgh\db [ehdh\� < gZ-
klhys__ \j_fy [ehqgu_ rbnju gZb[he__ jZkijhkljZg_gu gZ

ijZdlbd_� Jhkkbckdbc b Zf_jbdZgkdbc klZg^Zjlu rbnjh\Zgby
hlghkylky bf_ggh d wlhfm deZkkm rbnjh\�

=Zffbjh\Zgb_.
Ij_^klZ\ey_l kh[hc ij_h[jZah\Zgb_ bkoh^gh]h l_dklZ� ijb dh-

lhjhf kbf\heu bkoh^gh]h l_dklZ kdeZ^u\Zxlky �ih fh^mex�

jZ\ghfm fhsghklb ZenZ\blZ� k kbf\heZfb ik_\^hkemqZcghc
ihke_^h\Zl_evghklb� \ujZ[Zlu\Z_fhc ih g_dhlhjhfm ijZ\bem�

Kh[kl\_ggh ]h\hjy� ]Zffbjh\Zgb_ g_evay p_ebdhf \u^_eblv \
hl^_evguc deZkk djbilh]jZnbq_kdbo ij_h[jZah\Zgbc� lZd dZd wlZ

ik_\^hkemqZcgZy ihke_^h\Zl_evghklv fh`_l \ujZ[Zlu\Zlvky�
gZijbf_j� k ihfhsvx [ehqgh]h rbnjZ� < kemqZ_� _keb ihke_^h-
\Zl_evghklv y\ey_lky bklbggh kemqZcghc �gZijbf_j� kgylhc k

nbabq_kdh]h ^ZlqbdZ� b dZ`^uc __ njZ]f_gl bkihevam_lky lhevdh
h^bg jZa� fu ihemqZ_f djbilhkbkl_fm k h^ghjZah\uf dexqhf�

���� H[sb_ k\_^_gby h [ehqguo rbnjZo�

Ih^ N-jZajy^guf [ehdhf [m^_f ihgbfZlv ihke_^h\Zl_evghklv
ba gme_c b _^bgbp ^ebgu N:

x = (x0 , x1 , ..., xN-1) ∈ Z2,N;

[ \ =2,N fh`gh bgl_jij_lbjh\Zlv dZd \_dlhj b dZd ^\hbqgh_
ij_^klZ\e_gb_ p_eh]h qbkeZ

||x|| = ∑
−

=

−−
1

0

12
N

i

iN
ix .

GZijbf_j� _keb 1 �� lh

(0,0,0,0)→0 (0,0,0,1)→1 (0,0,1,0)→2 (0,0,1,1)→3
(0,1,0,0)→4 (0,1,0,1)→5 (0,1,1,0)→6 (0,1,1,1)→7
(1,0,0,0)→8 (1,0,0,1)→9 (1,0,1,0)→10 (1,0,1,1)→11
(1,1,0,0)→12 (1,1,0,1)→13 (1,1,1,0)→14 (1,1,1,1)→15.
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;ehqguf rbnjhf [m^_f gZau\Zlv we_f_gl π ∈ SYM(Z2,N):
π: x→y = π(x�� ]^_ x = (x0, x1, ..., xN-1), y = (y0, y1, ..., yN-1�� Ohly

[ehqgu_ rbnju y\eyxlky qZklgufb kemqZyfb ih^klZgh\hd
�lhevdh gZ ZenZ\blZo hq_gv [hevrhc fhsghklb�� bo ke_^m_l
jZkkfZljb\Zlv hkh[h� ihkdhevdm� \h�i_j\uo� [hevrbgkl\h kbf-
f_ljbqguo rbnjh\� bkihevam_fuo \ kbkl_fZo i_j_^Zqb bgnhj-
fZpbb� y\eyxlky [ehqgufb b� \h�\lhjuo� [ehqgu_ rbnju m^h[-
g__ \k_]h hibku\Zlv \ Ze]hjblfbq_kdhf \b^_� Z g_ dZd h[uqgu_
ih^klZgh\db�

Ij_^iheh`bf� qlh

π(xi) = yi , 0 ≤ i < m,

^ey g_dhlhjh]h π ∈ SYM(Z2,N�� bkoh^gh]h l_dklZ X = {x i: xi ∈Z2,N}
b rbnjh\Zggh]h l_dklZ Y = {y i`� Qlh fh`gh kdZaZlv h π([�� _keb
x∉{x i`" Ihkdhevdm π y\ey_lky i_j_klZgh\dhc gZ =2,N � lh ^yi}
jZaebqgu b π(x)∉{y i` ijb x∉{x i`� Qlh `_ _s_ fh`gh kdZaZlv h π?

(2N - P�� ba ��N�� i_j_klZgh\hd \ 6<0�=2,N� m^h\e_l\hjy_l

mjZ\g_gbx

π(xi) = yi , 0 ≤ i < m,

>Zevg_crZy ki_pbnbdZpby π([� ijb hlkmlkl\bb ^hihegbl_evghc

bgnhjfZpbb g_ ij_^klZ\ey_lky \hafh`ghc� Wlh hij_^_ey_lky \

hkgh\ghf l_f h[klhyl_evkl\hf� qlh π y\ey_lky we_f_glhf� ijb-
gZ^e_`Zsbf 6<0�=2,N�� ?keb ba\_klgh� qlh π ijbgZ^e_`bl g_-
[hevrhfm ih^fgh`_kl\m I ba 6<0�=2,N�� lh fh`gh k^_eZlv [he__
hij_^_e_gguc \u\h^� GZijbf_j, _keb

I = {πj : 0≤ j <2N}, πj(i) = (i+j) (mod 2N ), 0 ≤ i <2 ,

lh agZq_gb_ π([� ijb aZ^Zgghf agZq_gbb [ h^ghagZqgh hij_^_ey_l

π� < wlhf kemqZ_ ; y\ey_lky ih^fgh`_kl\hf ih^klZgh\hd P_aZjy

gZ =2,N.
Djbilh]jZnbq_kdh_ agZq_gb_ wlh]h k\hckl\Z ^he`gh [ulv

hq_\b^gh� _keb bkoh^guc l_dkl rbnjm_lky ih^klZgh\dhc π,
\u[jZgghc ba iheghc kbff_ljbq_kdhc ]jmiiu� lh aeh�
mfure_ggbd� bamqZxsbc khhl\_lkl\b_ f_`^m ih^fgh`_kl\Zfb
bkoh^gh]h b rbnjh\Zggh]h l_dklh\

xi ↔ yi , 0 ≤ i < m,
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g_ \ khklhygbb gZ hkgh\_ wlhc bgnhjfZpbb hij_^_eblv bkoh^guc

l_dkl� khhl\_lkl\mxsbc y∉{y i}.
?keb ^ey rbnjh\Zgby bkoh^gh]h l_dklZ bkihevam_lky ih^kbk-

l_fZ π ba I∈SYM(Z2,N�� lh ihemqZxsmxky \ j_amevlZl_ kbkl_fm
ih^klZgh\hd I [m^_f gZau\Zlv kbkl_fhc [ehqguo rbnjh\ beb

kbkl_fhc [ehqguo ih^klZgh\hd� ;ehqguc rbnj ij_^klZ\ey_l
kh[hc qZklguc kemqZc fhghZenZ\blghc ih^klZgh\db k ZenZ\blhf

Z2N = Z2,N � ?keb bgnhjfZpby bkoh^gh]h l_dklZ g_ fh`_l [ulv

ij_^klZ\e_gZ 1�jZajy^gufb [ehdZfb� dZd \ kemqZ_ klZg^Zjlgh]h
ZenZ\blgh�pbnjh\h]h l_dklZ� lh i_j\h_� qlh gm`gh k^_eZlv� wlh

i_j_dh^bjh\Zlv bkoh^guc l_dkl bf_ggh \ wlhl nhjfZl� I_j_dh-
^bjh\Zgb_ fh`gh hkms_kl\blv g_kdhevdbfb kihkh[Zfb b k ijZd-
lbq_kdhc lhqdb aj_gby g_\Z`gh� dZdhc ba kihkh[h\ [ue \u[jZg�

< mklZgh\dZo h[jZ[hldb bgnhjfZpbb [ehqgu_ rbnju [m^ml
bkihevah\Zlvky fgh]bfb ihevah\Zl_eyfb� Dexq_\hc kbkl_fhc

[ehqguo rbnjh\ y\ey_lky ih^fgh`_kl\h I>.@ kbff_ljbq_kdhc
]jmiiu 6<0�=2,N)

I>.@  ^π{ k}: k∈K},

bg^_dkbjm_fh_ ih iZjZf_ljm k ∈ K; k y\ey_lky dexqhf� Z . �
ijhkljZgkl\hf dexq_c� Ijb wlhf g_ lj_[m_lky� qlh[u jZaebqgu_
dexqb khhl\_lkl\h\Zeb jZaebqguf ih^klZgh\dZf =2,N.

Dexq_\Zy kbkl_fZ [ehqguo rbnjh\ I>.@ bkihevam_lky ke_-
^mxsbf h[jZahf� Ihevah\Zl_ev i b ihevah\Zl_ev j g_dhlhjuf
h[jZahf aZdexqZxl kh]eZr_gb_ hlghkbl_evgh dexqZ k ba .�
\u[bjZy� lZdbf h[jZahf� we_f_gl ba I>.@ b i_j_^Z\Zy l_dkl�
aZrbnjh\Zgguc k bkihevah\Zgb_f \u[jZgghc ih^klZgh\db�

AZibkv

y = π{ k, x}

[m^_f bkihevah\Zlv ^ey h[hagZq_gby 1�jZajy^gh]h [ehdZ rbnjh-
\Zggh]h l_dklZ� dhlhjuc ihemq_g \ j_amevlZl_ rbnjh\Zgby 1�
jZajy^gh]h [ehdZ bkoh^gh]h l_dklZ [ k bkihevah\Zgb_f ih^klZ-
gh\db π{ k`� khhl\_lkl\mxs_c dexqm k� Iheh`bf� qlh aehmfur-
e_ggbdm

− ba\_klgh ijhkljZgkl\h dexq_c.�

− ba\_kl_g Ze]hjblf hij_^_e_gby ih^klZgh\db π{ k` ih agZ-
q_gbx dexqZ k;
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− g_ba\_klgh� dZdhc bf_ggh dexq k \u[jZe ihevah\Zl_ev�
DZdbfb \hafh`ghklyfb jZkiheZ]Z_l aehmfure_ggbd" Hg fh-

`_l�

− ihemqblv dexq \ke_^kl\b_ g_[j_`ghklb ihevah\Zl_ey i
beb ihevah\Zl_ey j;

− i_j_o\Zlblv �iml_f i_j_o\ZlZ l_e_nhgguo b dhfivxl_j-
guo khh[s_gbc� rbnjh\Zgguc l_dkl \� i_j_^Z\Z_fuc

ihevah\Zl_e_f i ihevah\Zl_ex j� b ijhba\h^blv ijh[u gZ
\k_ \hafh`gu_ dexqb ba . ^h ihemq_gby qblZ_fh]h kh-
h[s_gby bkoh^gh]h l_dklZ�

− ihemqblv khhl\_lkl\mxsb_ bkoh^guc b rbnjh\Zgguc

l_dklu �x→\� b \hkihevah\Zlvky f_lh^hf ijh[u gZ dexq�

− ihemqblv khhl\_lkl\mxsb_ bkoh^guc b rbnjh\Zgguc

l_dklu b bkke_^h\Zlv khhlghr_gb_ bkoh^gh]h l_dklZ [ b
rbnjh\Zggh]h l_dklZ \ ^ey hij_^_e_gby dexqZ k;

− hj]Zgbah\Zlv dZlZeh] 1�jZajy^guo [ehdh\ k aZibkvx qZk-
lhl bo ihy\e_gby \ bkoh^ghf beb rbnjh\Zgghf l_dkl_�
DZlZeh] ^Z_l \hafh`ghklv ijhba\h^blv ihbkd gZb[he__

\_jhylguo keh\� bkihevamy� gZijbf_j� ke_^mxsmx bg-
nhjfZpbx�

1. ebklbg] gZ yaud_ Zkk_f[e_jZ oZjZdl_jbam_lky kbevgh
\ujZ`_gguf kljmdlmjbjh\Zgguf nhjfZlhf�

2. pbnjh\h_ ij_^klZ\e_gb_ ]jZnbq_kdhc b a\mdh\hc bg-
nhjfZpbb bf__l h]jZgbq_gguc gZ[hj agZdh\�

Ij_^iheh`bf� qlh N  �� b dZ`^uc we_f_gl 6<0�=2,N� fh`_l

[ulv bkihevah\Zg dZd ih^klZgh\dZ� lZd qlh . 6<0�=2,N).
Lh]^Z�

− kms_kl\m_l �64 ���jZajy^guo [ehdh\� aehmfure_ggbd g_

fh`_l ih^^_j`b\Zlv dZlZeh] k �64 ≈1,8⋅1019 kljhdZfb�

− ijh[Z gZ dexq ijb qbke_ dexq_c� jZ\ghf ��64��� ijZdlbq_-
kdb g_\hafh`gZ� khhl\_lkl\b_ bkoh^gh]h b rbnjh\Zggh]h

l_dklh\ ^ey g_dhlhjuo 1�jZajy^guo [ehdh\ π{ k,xi} = y i , 0
≤ i < m� g_ ^Z_l aehmfure_ggbdm bgnhjfZpbb hlghkb-
l_evgh agZq_gby π{ k, [` ^ey x∉{x i}.

Kbkl_fu rbnjh\Zgby k [ehqgufb rbnjZfb� ZenZ\blhf =2,64b
ijhkljZgkl\hf dexq_c . 6<0�=2,64� y\eyxlky g_^_ebfufb \

lhf kfuke_� qlh ih^^_j`Zgb_ dZlZeh]Z qZklhl ihy\e_gby [md\ ^ey
���jZajy^guo [ehdh\ beb ijh[Z gZ dexq ijb qbke_ dexq_c �64
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\uoh^bl aZ ij_^_eu \hafh`ghkl_c aehmfure_ggbdZ� Ke_^m_l
kjZ\gblv wlm ijh[e_fm k lhc aZ^Zq_c� k dhlhjhc klZedb\Z_lky

aehmfure_ggbd \ ijhp_kk_ djbilhZgZebaZ l_dklZ� aZrbnjh\Zg-
gh]h ih^klZgh\dhc P_aZjy k ZenZ\blhf ^$����� Y� B`� ^ey hij_^_-
e_gby dexqZ ih^klZgh\db P_aZjy lj_[m_lky ebrv ORJ2��  � [bl� \
lh \j_fy dZd ^ey ijhkljZgkl\Z dexq_c . 6<0�=2,64� lj_[m_lky

264 [blh\�

D kh`Ze_gbx� jZajZ[hlqbd b aehmfure_ggbd gZoh^ylky \
h^bgZdh\hf iheh`_gbb� jZajZ[hlqbd g_ fh`_l kha^Zlv kbkl_fm� \

dhlhjhc [ueb [u j_Zebah\Zgu \k_ �64� ih^klZgh\hd 6<0�=2,64�� Z
aehmfure_ggbd g_ fh`_l bkiulZlv lZdh_ qbkeh dexq_c� HklZ_l-
ky kh]eZkblvky k l_f� qlh g_ dZ`^uc we_f_gl ba 6<0�=2,64� [m^_l

bkihevah\Zg \ dZq_kl\_ ih^klZgh\db�
LZdbf h[jZahf� lj_[h\Zgby d ohjhr_fm [ehqghfm rbnjm

nhjfmebjmxlky ke_^mxsbf h[jZahf� G_h[oh^bfu�

− ^hklZlhqgh [hevrh_ N ��� beb [he__� ^ey lh]h� qlh[u aZ-
ljm^gblv khklZ\e_gb_ b ih^^_j`Zgb_ dZlZeh]Z� < gh\hf

klZg^Zjl_ rbnjh\Zgby KR: N aZ^Zgh jZ\guf ����

− ^hklZlhqgh [hevrh_ ijhkljZgkl\h dexq_c ^ey lh]h� qlh-
[u bkdexqblv \hafh`ghklv ih^[hjZ dexqZ�

− keh`gu_ khhlghr_gby π{k,x} : x → y=π{N�[` f_`^m bk-
oh^guf b rbnjh\Zgguf l_dklZfb k l_f� qlh[u ZgZeblb-
q_kdb_ b �beb� klZlbklbq_kdb_ f_lh^u hij_^_e_gby bk-
oh^gh]h l_dklZ b �beb� dexqZ gZ hkgh\_ khhl\_lkl\by bk-
oh^gh]h b rbnjh\Zggh]h l_dklh\ [ueb [u ih \hafh`gh-
klb g_j_Zebam_fu�

���� =_g_jbjh\Zgb_ [ehqguo rbnjh\

H^gbf ba gZb[he__ jZkijhkljZg_gguo kihkh[h\ aZ^Zgby [ehq-
guo rbnjh\ y\ey_lky bkihevah\Zgb_ lZd gZau\Z_fuo k_l_c

N_ckl_eZ� K_lv N_ckl_eZ ij_^klZ\ey_l kh[hc h[sbc f_lh^ ij_-
h[jZah\Zgby ijhba\hevghc nmgdpbb �h[uqgh gZau\Z_fhc F-
nmgdpb_c� \ i_j_klZgh\dm gZ fgh`_kl\_ [ehdh\� WlZ dhgkljmdpby
[ueZ bah[j_l_gZ Ohjklhf N_ckl_ehf b [ueZ bkihevah\ZgZ \
[hevrhf dhebq_kl\_ rbnjh\� \dexqZy DESb =HKL ��������� F-
nmgdpby� ij_^klZ\eyxsZy kh[hc hkgh\ghc kljhbl_evguc [ehd
k_lb N_ckl_eZ� \k_]^Z \u[bjZ_lky g_ebg_cghc b ijZdlbq_kdb \h

\k_o kemqZyo g_h[jZlbfhc�
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NhjfZevgh F�nmgdpbx fh`gh ij_^klZ\blv \ \b^_ hlh[jZ`_-
gby

F: Z2,N/2 × Z2, k → Z2,N/2,

]^_ N ± ^ebgZ ij_h[jZam_fh]h [ehdZ l_dklZ �^he`gZ [ulv q_l-
ghc�� k ± ^ebgZ bkihevam_fh]h [ehdZ dexq_\hc bgnhjfZpbb�

Imklv l_i_jv X ± [ehd l_dklZ� ij_^klZ\bf _]h \ \b^_ ^\mo ih^-
[ehdh\ h^bgZdh\hc ^ebgu X = {A, B`� Lh]^Z h^gZ bl_jZpby �beb

jZmg^� k_lb N_ckl_eZ hij_^_ey_lky dZd

X i+1 = Bi||(F(Bi, ki) ⊕ Ai)

]^_ X i = {A i, Bi`� __ hi_jZpby dhgdZl_gZpbb� Z ⊕ – ih[blh\h_
bkdexqZxs__ BEB� KljmdlmjZ bl_jZpbb k_lb N_ckl_eZ ij_^-
klZ\e_gZ gZ jbk ���� K_lv N_ckl_eZ khklhbl ba g_dhlhjh]h nbdkb-
jh\Zggh]h qbkeZ bl_jZpbc� hij_^_ey_fh]h khh[jZ`_gbyfb klhc-
dhklb jZajZ[Zlu\Z_fh]h rbnjZ� ijb wlhf gZ ihke_^g_c bl_jZpbb
i_j_klZgh\dZ f_klZfb iheh\bg [ehdZ l_dklZ g_ ijhba\h^blky� l�d�

wlh g_ \eby_l gZ klhcdhklv rbnjZ�
>ZggZy kljmdlmjZ rbnjh\ h[eZ^Z_l jy^hf ^hklhbgkl\� Z

bf_ggh�
- ijhp_^mju rbnjh\Zgby b jZkrbnjh\Zgby kh\iZ^Zxl� k

l_f bkdexq_gb_f� qlh dexq_\Zy bgnhjfZpby ijb jZk-
rbnjh\Zgbb bkihevam_lky \ h[jZlghf ihjy^d_�

- ^ey ihkljh_gby mkljhckl\ rbnjh\Zgby fh`gh bkihevah-
\Zlv l_ `_ [ehdb \ p_iyo rbnjh\Zgby b jZkrbnjh\Zgby�

G_^hklZldhf y\ey_lky lh� qlh gZ dZ`^hc bl_jZpbb baf_gy_lky
lhevdh iheh\bgZ [ehdZ h[jZ[Zlu\Z_fh]h l_dklZ� qlh ijb\h^bl d

g_h[oh^bfhklb m\_ebqb\Zlv qbkeh bl_jZpbc ^ey ^hklb`_gby
lj_[m_fhc klhcdhklb�

< hlghr_gbb \u[hjZ F�nmgdpbb dZdbo�lh q_ldbo klZg^Zjlh\
g_ kms_kl\m_l� h^gZdh� dZd ijZ\beh� wlZ nmgdpby ij_^klZ\ey_l
kh[hc ihke_^h\Zl_evghklv aZ\bkysbo hl dexqZ g_ebg_cguo

aZf_g� i_j_f_rb\Zxsbo i_j_klZgh\hd b k^\b]h\�
>jm]bf ih^oh^hf d ihkljh_gbx [ehqguo rbnjh\ y\ey_lky

bkihevah\Zgb_ h[jZlbfuo aZ\bkysbo hl dexqZ ij_h[jZah\Zgbc�
< wlhf kemqZ_ gZ dZ`^hc bl_jZpbb baf_gy_lky \_kv [ehd b� khhl-
\_lkl\_ggh� h[s__ dhebq_kl\h bl_jZpbc fh`_l [ulv khdjZs_gh�
DZ`^Zy bl_jZpby ij_^klZ\ey_l kh[hc ihke_^h\Zl_evghklv ij_h[-
jZah\Zgbc �lZd gZau\Z_fuo �keh_\��� dZ`^h_ ba dhlhjuo \uihe-
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gy_l k\hx nmgdpbx� H[uqgh bkihevamxlky kehc g_ebg_cghc
h[jZlbfhc aZf_gu� kehc ebg_cgh]h i_j_f_rb\Zgby b h^bg beb

^\Z kehy ih^f_rb\Zgby dexqZ� D g_^hklZldZf ^Zggh]h ih^oh^Z
fh`gh hlg_klb lh� qlh ^ey ijhp_^mj rbnjh\Zgby b jZkrbnjh\Z-
gby \ h[s_f kemqZ_ g_evay bkihevah\Zlv h^gb b l_ `_ [ehdb� qlh
m\_ebqb\Z_l ZiiZjZlgu_ b�beb ijh]jZffgu_ aZljZlu gZ j_ZebaZ-
pbx�

 

Jbk� ���� KljmdlmjZ bl_jZpbb k_lb N_ckl_eZ� 

B 

B A⊕ F(B) 

A 

F 

k 

���� :e]hjblfu [ehqgh]h rbnjh\Zgby

������ :e]hjblf DESb _]h fh^bnbdZpbb
:f_jbdZgkdbc klZg^Zjl djbilh]jZnbq_kdh]h aZdjulby ^Zgguo

DES (Data Encryption Standard�� ijbgyluc \ ���� ]�� y\ey_lky
lbibqguf ij_^klZ\bl_e_f k_f_ckl\Z [ehqguo rbnjh\� Wlhl
rbnj ^himkdZ_l wnn_dlb\gmx ZiiZjZlgmx b ijh]jZffgmx
j_ZebaZpbx� ijbq_f \hafh`gh ^hklb`_gb_ kdhjhkl_c rbnjh\Z-
gby ^h g_kdhevdbo f_]Z[Zcl \ k_dmg^m� Rbnj DES ij_^klZ\ey_l
kh[hc j_amevlZl �� hlh[jZ`_gbc�

DES = IP-1×
116 TT π×θ××θ×π .  × IP,                     (2.1)

]^_ ,3 �Initial Permutation± bkoh^gZy i_j_klZgh\dZ� ij_^klZ\ey_l
kh[hc ijh\hehqgmx dhffmlZpbx k bg\_jkb_c ,3-1:

58, 50, 42, 34, 26, 18, 10, 2, 60, 52, 44, 36, 28, 20, 12, 4,
62, 54, 46, 38, 30, 22, 14, 6, 64, 56, 48, 40, 32, 24, 16, 8,
57, 49, 41, 33, 25, 17, 9, 1, 59, 51, 43, 35, 27, 19, 11, 3,



19

61, 53, 45, 37, 29, 21, 13, 5, 63, 55, 47, 39, 31, 23, 15, 7,
dhfihabpby

iTπ×θ � ]^_ θ ± i_j_klZgh\dZ f_klZfb ijZ\hc b e_\hc

iheh\bg [ehdZ ^Zgguo� ij_^klZ\ey_l kh[hc h^gm bl_jZpbx N_c-
kl_eZ� Hlf_lbf� qlh \ ihke_^g_f pbde_ rbnjh\Zgby ih Ze]hjbl-
fm DESi_j_klZgh\dZ f_klZfb iheh\bg [ehdZ g_ ijhba\h^blky�
Ih^klZgh\db

iTπ , 1≤ i ≤ ��� hibku\Zxlky ke_^mxsbf h[jZahf�

RZ] �� GZ i�f pbde_ \oh^ghc [ehd xi ^ebghc �� kbf\heZ

xi = (xi,0, xi,1 ..., xi,63)

^_eblky gZ ^\Z [ehdZ ih �� kbf\heZ X = (xi,0, xi,1 ..., xi,31� b
X'  = (x'i,0, x'i,1 ..., x'i,31).

IjZ\uc [ehd X' jZa[b\Z_lky gZ \hk_fv [ehdh\ ih q_luj_ kbf-
\heZ�

x'i,0 x'i,1 x'i,2 x'i,3
x'i,4 x'i,5 x'i,6 x'i,7
x'i,8 x'i,9 x'i,10 x'i,11

x'i,12 x'i,13 x'i,14 x'i,15

x'i,16 x'i,17 x'i,18 x'i,19

x'i,20 x'i,21 x'i,22 x'i,23

x'i,24 x'i,25 x'i,26 x'i,29

x'i,28 x'i,29 x'i,30 x'i,31

Wlb \hk_fv [ehdh\ iml_f dhibjh\Zgby djZcgbo we_f_glh\ ij_h[-
jZamxlky \ \hk_fv [ehdh\ ba r_klb kbf\heh\�

xi,31 xi,0 xi,1 xi,2 xi,3 xi,4

xi,3 xi,4 xi,5 xi,6 xi,7 xi,8

xi,7 xi,8 xi,9 xi,10 xi,11 xi,12

xi,11 xi,12 xi,13 xi,14 xi,15 xi,16

xi,15 xi,16 xi,17 xi,18 xi,19 xi,20

xi,19 xi,20 xi,21 xi,22 xi,23 xi,24

xi,23 xi,24 xi,25 xi,26 xi,27 xi,28

xi,27 xi,28 xi,29 xi,30 xi,31 xi,0
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1,2,…,                                                                          64 

1,2,…                      32 1,2,…                      32 

K1 

Ki 

K2 

 

<oh^gZy ihke_^h\Zl_evghklv [blh\ 

GZqZevgZy i_j_klZgh\dZ J  

L0 R0 

f 

f 

f 

L1=R0 R1=L0      f(R0,K1) 

f 

Dhg_qgZy i_j_klZgh\dZ IP
-1 

<uoh^gZy ihke_^h\Zl_evghklv [blh\ �rbnjl_dkl)

R16=L15  ⊕  f(R15,K16) L16=R15 

K16 

Jbk ���� Ko_fZ Ze]hjblfZ rbnjh\ZgbyDES
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RZ] �� GZ i�pbdebq_kdhc bl_jZpbb �� jZajy^h\ dexqZ

(ki,0, ki,1, ... , ki,47).

ihjZajy^gh kmffbjmxlky �ih fh^mex �� k ihemq_ggufb \ur_ ��
jZajy^Zfb ^Zgguo�

RZ] �� j-c [ehd ba r_klb kbf\heh\ ��≤ j ��� ih^Z_lky gZ \oh^
[ehdZ ih^klZgh\db �6�[hdk� 6>j@ bf__l r_klbjZajy^guc \oh^ b
q_luj_ojZajy^guc \uoh^ b ij_^klZ\ey_l kh[hc q_luj_ ij_h[jZ-
ah\Zgby ba Z2,4 \ Z2,4� ^\Z djZcgbo jZajy^Z \oh^gh]h [ehdZ kem`Zl
^ey \u[hjdb h^gh]h ba wlbo ij_h[jZah\Zgbc� DZ`^Zy ba \hkvfb
ih^klZgh\hd 6>�@� 6>�@����� 6>�@ hkms_kl\ey_lky k bkihevah\Zgb_f
q_luj_o kljhd b �� klhe[ph\ fZljbpu k we_f_glZfb ^����������`�

DZ`^uc ba fZkkb\h\ jZaf_jghklvx �×�� hij_^_ey_l ih^klZgh\dm
gZ fgh`_kl\_ Z2,4 ke_^mxsbf h[jZahf� ?keb \oh^hf y\ey_lky
[ehd ba r_klb kbf\heh\ �z0, z1, z2, z3, z4, z5�� lh ^\_ djZcgb_ ihab-
pbb �z0, z5� bgl_jij_lbjmxlky dZd ^\hbqgh_ ij_^klZ\e_gb_ p_euo
qbk_e ba gZ[hjZ ^�������`�

Wlb p_eu_ hij_^_eyxl ghf_j kljhdb �hl � ^h ��� HklZ\rb_ky
q_luj_ kbf\heZ �z1, z2, z3, z4� bgl_jij_lbjmxlky dZd ^\hbqgh_
ij_^klZ\e_gb_ p_euo qbk_e ba gZ[hjZ ^����������` b kem`Zl ^ey
hij_^_e_gby klhe[pZ \ fZkkb\_ �hl � ^h ���� LZdbf h[jZahf�
\oh^ghc [ehd ������������� khhl\_lkl\m_l kljhd_ � b klhe[pm ��

RZ] �� �� jZajy^Z� khklZ\eyxsb_ \uoh^ 6�[hdkZ� ih^Zxlky gZ
\oh^ [ehdZ ijh\hehqghc dhffmlZpbb �3�[hdkZ��

16, 7, 20, 21, 29, 12, 28, 17, 1, 15, 23, 26, 5, 18, 31, 10,
2, 8, 24, 14, 32, 27, 3, 9, 19, 13, 30, 6, 22, 11, 4, 25

RZ] �� Dhfihg_glu ijZ\h]h \oh^gh]h ���jZajy^gh]h [ehdZ
X' � ij_h[jZah\Zggh]h \ 7�X' �� ihjZajy^gh kmffbjmxlky ih fh^m-
ex � k dhfihg_glZfb e_\h]h \oh^gh]h ���jZajy^gh]h [ehdZ X.

GZ dZ`^hc bl_jZpbb bkihevam_lky ���jZajy^guc ih^dexq �ki,0,
ki,1 ..., ki,47�� Ihkdhevdm \oh^guf dexqhf '(6 y\ey_lky ���
jZajy^guc [ehd k = = (ki,0, ki,1 ..., ki,55�� lh dZ`^uc _]h jZajy^ bk-
ihevam_lky fgh]hdjZlgh�

DZdb_ bf_ggh jZajy^u dexqZ bkihevamxlky gZ i�pbdebq_kdhc
bl_jZpbb� hij_^_ey_lky ih ke_^mxs_fm Ze]hjblfm�

ij_`^_ \k_]h �� jZajy^Z dexqZ ij_h[jZamxlky \ �� iml_f \u-
[jZku\Zgby dZ`^h]h \hkvfh]h [blZ �dhlhjuc fh`_l bkihevah-
\Zlvky ^ey dhgljhey p_ehklghklb dexqZ��
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ijhba\h^blky gZqZevgZy i_j_klZgh\dZ KP�� ���jZajy^gh]h
dexqZ ihevah\Zl_ey k = (ki,0, ki,1 ..., ki,55):

57, 49, 41, 33, 25, 17, 9, 1, 58, 50, 42, 34, 26, 18,
10, 2, 59, 51, 43, 35, 27, 19, 11, 3, 60, 52, 44, 36,
63, 55, 47, 39, 31, 23, 15, 7, 62, 54, 46, 38, 30, 22,
14, 6, 61, 53, 45, 37, 29, 21, 13, 5, 28, 20, 12, 4.

IhemqZ_fuc \ j_amevlZl_ ���jZajy^guc [ehd jZkkfZljb\Z_lky
dZd ^\Z ���jZajy^guo [ehdZ� e_\uc ± &0 b ijZ\uc ± '0;

ijhba\h^blky e_\uc pbdebq_kdbc k^\b] [ehdh\&0 b '0 V>�@ jZa
^ey ihemq_gby [ehdh\ &1 b '1;

ba kp_ie_gby [ehdh\ �&1, D1� \u[bjZxlky �� jZajy^h\ k ihfh-
svx i_j_klZgh\db KP��� Wlb jZajy^u bkihevamxlky gZ i_j\hc
bl_jZpbb�

14, 17, 11, 24, 1, 5, 3, 28, 15, 6, 21, 10,
23, 19, 12, 4, 26, 8, 16, 7, 27, 20, 13, 2,
41, 52, 31, 37, 47, 55, 30, 40, 51, 45, 33, 48,
44, 49, 39, 56, 34, 53, 46, 42, 50, 36, 29, 32

bkihevam_fu_ gZ i�c pbdebq_kdhc bl_jZpbb jZajy^u dexqZ hij_-
^_eyxlky f_lh^hf bg^mdpbb� >ey ihemq_gby [ehdh\ Ci b Di

ijhba\h^bf e_\uc pbdebq_kdbc k^\b] [ehdh\ Ci–1 b Di–1 gZ s[i]
ihabpbc�

i 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
s 1 1 2 2 2 2 2 2 1 2 2 2 2 2 2 1

b \gh\v ijbf_gy_f KP�� ^ey ihemq_gby hq_j_^ghc ihjpbb dexqZ�
Bg\_jkb_c '(6 �h[_ki_qb\Zxs_c jZkrbnjh\Zgb_ aZrbnjh-

\Zgguo ihkj_^kl\hf '(6 ^Zgguo� y\ey_lky

DES = IP-1×
161 TT π×θ××θ×π .  × IP,                      (2.2)

JZkrbnjh\Zgb_ aZrbnjh\Zggh]h ihkj_^kl\hf '(6 l_dklZ
hkms_kl\ey_lky k bkihevah\Zgb_f l_o `_ [ehdh\ [eZ]h^Zjy h[jZ-
lbfhklb ij_h[jZah\Zgby�

LZdh\ h[sbc Ze]hjblf '(6� Ihijh[m_f ijhZgZebabjh\Zlv _]h
wnn_dlb\ghklv�

Ihkdhevdm ^ebgZ [ehdh\ bkoh^gh]h l_dklZ jZ\gZ ��� ih^^_j`-
dZ dZlZeh]h\ qZklhl bkihevah\Zgby [ehdh\ y\ey_lky ^ey aeh-
mfure_ggbdZ aZ^Zq_c� \uoh^ys_c aZ ij_^_eu kh\j_f_gguo
l_ogbq_kdbo \hafh`ghkl_c�
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H^gZdh� ^Zgguc Ze]hjblf� y\eyykv i_j\uf hiulhf klZg^ZjlZ
rbnjh\Zgby bf__l jy^ g_^hklZldh\� AZ \j_fy� ijhr_^r__ ihke_
kha^Zgby '(6� dhfivxl_jgZy l_ogbdZ jZa\beZkv gZklhevdh [ukl-
jh� qlh hdZaZehkv \hafh`guf hkms_kl\eylv bkq_jiu\Zxsbc
i_j_[hj dexq_c b l_f kZfuf jZkdju\Zlv rbnj� Klhbfhklv wlhc
ZlZdb ihklhyggh kgb`Z_lky� < ���� ]� [ueZ ihkljh_gZ fZrbgZ
klhbfhklvx hdheh ������ ^heeZjh\� kihkh[gZy ih ^Zgghc iZj_
�bkoh^guc l_dkl� rbnjh\Zgguc l_dkl! \hkklZgh\blv dexq aZ
kj_^g__ \j_fy \ � kmlhd� LZdbf h[jZahf� '(6� ijb _]h bkihevah-
\Zgbb klZg^Zjlguf h[jZahf� m`_ klZe ^Ze_dh g_ hilbfZevguf
\u[hjhf ^ey m^h\e_l\hj_gby lj_[h\Zgbyf kdjulghklb ^Zgguo�

;ueh \u^\bgmlh [hevrh_ dhebq_kl\h ij_^eh`_gbc ih mkh-
\_jr_gkl\h\Zgbx '(6� dhlhju_ hlqZklb dhfi_gkbjmxl mdZaZg-
gu_ g_^hklZldb�Fu jZkkfhljbf ^\Z ba gbo�

GZb[he__ rbjhdh ba\_klguf ij_^eh`_gb_f ih mkbe_gbx '(6
y\ey_lky lZd gZau\Z_fuc ©ljhcghc '(6ª� h^gZ ba \_jkbc dhlhjh-
]h hij_^_ey_lky nhjfmehc

)))(DES(DES(DES)(3EDE
123321

-1 xx kkkkkk = .

Lh _klv� dexq ^ey ('(� bf__l ^ebgm �� × �  ��� [bl� b rbn-
jh\Zgb_ ���[blh\h]h [ehdZ hkms_kl\ey_lky rbnjh\Zgb_f k
h^gbf ih^dexqhf� jZkrbnjh\Zgb_f k ^jm]bf b aZl_f rbnjh\Z-
gb_f k lj_lvbf� �IjbqbgZ� ih dhlhjhc \lhjuf rZ]hf y\ey_lky

1
2

DES−
k � Z g_

2
DESk � y\ey_lky kh\f_klbfhklv k '(6� _keb \u[jZlv

K=k,k,k� lh ('(�K = DESk� IjbqbgZ bkihevah\Zgby '(6 ljb jZaZ
\f_klh ^\mo aZdexqZ_lky \ kms_kl\h\Zgbb ZlZdb ©\klj_qZ \
k_j_^bg_ª gZ ^\hcghc '(6��

Ijh[e_fZ k ljhcguf '(6 khklhbl \ lhf� qlh hg ]hjZa^h f_^-
e_gg__� q_f kZf '(6 ± _]h kdhjhklv khklZ\ey_l jh\gh h^gm lj_lv
bkoh^ghc� Ijb bkihevah\Zgbb ('(� \ j_`bf_ kp_ie_gby [ehdh\
wlh aZf_^e_gb_ kdZ`_lky dZd gZ ZiiZjZlghf� lZd b gZ ijh]jZff-
ghf �^Z`_ _keb ihiulZlvky dhfi_gkbjh\Zlv _]h ^hihegbl_evghc
ZiiZjZlghc qZklvx� mjh\gyo� <h fgh]bo kemqZyo lZdh_ iZ^_gb_
ijhba\h^bl_evghklb g_ijb_fe_fh�

< ���� ]� Jhg Jb\_kl ij_^eh`be jZkrbj_gb_ '(6� gZau\Z_fh_
DESX (DES eXtended�� k\h[h^gh_ hl g_^hklZldh\ ljhcgh]hDES.

'(6; hij_^_ey_lky dZd
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21,,DES kkk  = k2 ⊕ DESk(k1 ⊕ x)

Lh _klv� dexq '(6; K  = k,k1,k2 khklhbl ba �������� ��� [bl b
\dexqZ_l ljb jZaebqguo ih^dexqZ� dexq ³'(6´ k� ij_^\Zjb-
l_evguc ©aZrmfeyxsbcª dexq k1 b aZ\_jrZxsbc ©aZrmfeyx-
sbcª dexq k2.

>ey rbnjh\Zgby [ehdZ khh[s_gby fu kdeZ^u\Z_f _]h ihjZa-
jy^gh ih fh^mex � k k1� rbnjm_f _]h Ze]hjblfhf '(6 k dexqhf
k b \gh\v ihjZajy^gh kdeZ^u\Z_f _]h ih fh^mex � k k2� LZdbf
h[jZahf� aZljZlu '(6; gZ rbnjh\Zgb_ [ehdZ \k_]h gZ ^\_ hi_-
jZpbb keh`_gby ih fh^mex � [hevr_� q_f aZljZlu bkoh^gh]h
Ze]hjblfZ�

< hlghr_gbb '(6; aZf_qZl_evgh lh� qlh wlb ^\_ hi_jZpbb
©bkdexqZxs__ BEBª ^_eZxl rbnj ]hjZa^h f_g__ mya\bfuf ih
hlghr_gbx d i_j_[hjm dexq_c� MdZ`_f� qlh DESX aZljm^gy_l
ihemq_gb_ ^Z`_ h^ghc iZju �xi, DESXK(xi�! \ lhf kemqZ_� dh]^Z
aehmfure_ggbd hj]Zgbam_l ZlZdm gZ rbnj ih \u[jZgghfm bk-
oh^ghfm l_dklm� ihemqZy fgh`_kl\h iZj �Pj, DESK(Pj)>.

'(6; ij_^gZagZqZeky ^ey m\_ebq_gby aZsbs_gghklb '(6
ijhlb\ i_j_[hjZ dexq_c b khojZg_gby _]h klhcdhklb ijhlb\
^jm]bo \hafh`guo ZlZd� Gh '(6; \ ^_ckl\bl_evghklb lZd`_
m\_ebqb\Z_l klhcdhklv ijhlb\ ^bnn_j_gpbZevgh]h b ebg_cgh]h
djbilhZgZebaZ� m\_ebqb\Zy lj_[m_fh_ dhebq_kl\h ijh[ k \u[jZg-
guf bkoh^guf l_dklhf ^h \_ebqbgu� ij_\urZxs_c �

60
� >Zev-

g_cr__ m\_ebq_gb_ klhcdhklb ijhlb\ wlbo ZlZd fh`_l [ulv
^hklb]gmlh aZf_ghc \ '(6; hi_jZpbb ©bkdexqZxs__ BEBª gZ
keh`_gb_� dZd wlh [ueh k^_eZgh \

21,,PEP-DES kkk  = k2 + DESk(k1 + x)

]^_ keh`_gb_ hij_^_ey_lky ke_^mxsbf h[jZahf� L.R + L'.R' =
(L ◊ L').(R ◊ R'), |L|=|R|=|L'|=|R
_ ��� Z ◊ h[hagZqZ_l keh`_gb_ ih
fh^mex �32.

KdZaZggh_ g_ hagZqZ_l� qlh g_\hafh`gh ihkljhblv fZrbgm�
jZkdju\Zxsmx '(6; aZ ijb_fe_fh_ \j_fy� Gh hgh ih^jZamf_-
\Z_l� qlh lZdZy fZrbgZ ^he`gZ bkihevah\Zlv dZdmx�eb[h jZ^b-
dZevgh gh\mx b^_x� Wlh g_ fh`_l [ulv fZrbgZ� j_ZebamxsZy
i_j_[hj dexq_c \ h[s_ijbgylhf kfuke_�
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LZdbf h[jZahf� ijZdlbq_kdb \h \k_o hlghr_gbyo '(6; hdZ-
au\Z_lky emqr_ '(6� Wlhl Ze]hjblf ijhkl� kh\f_klbf k '(6�

wnn_dlb\gh j_Zebam_f ZiiZjZlgh� fh`_l bkihevah\Zlv kms_kl-
\mxs__ ZiiZjZlgh_ h[_ki_q_gb_ '(6 b \ _]h hlghr_gbb [ueh
^hdZaZgh� qlh hg m\_ebqb\Z_l klhcdhklv d ZlZdZf� hkgh\Zgguf gZ
i_j_[hj_ dexq_c�

������ KlZg^Zjl AES� :e]hjblf Rijndael
< dhgp_ ���� ]� GZpbhgZevguf bgklblmlhf klZg^Zjlh\ KR:

(NIST� [ue h[ty\e_g dhgdmjk gZ kha^Zgb_ gh\h]h h[s_gZpbh-
gZevgh]h klZg^ZjlZ rbnjh\Zgby� dhlhjuc ^he`_g ijbclb gZ
aZf_gm DES� JZajZ[Zlu\Z_fhfm klZg^Zjlm [ueh ijbk\h_gh jZ[h-
q__ gZbf_gh\Zgb_ AES (Advanced Encryption Standard�� Hl[hj
ijhoh^be \ ^\Z wlZiZ� ihke_ i_j\h]h kj_^b ij_l_g^_glh\ hklZehkv
�� dZg^b^Zlh\� ihke_ \lhjh]h ± �� B \hl� � hdly[jy ���� ]h^Z
[ueh ijbgylh hdhgqZl_evgh_ j_r_gb_� < dZq_kl\_ ij_^eZ]Z_fh]h
klZg^ZjlZ [ue \u[jZg Ze]hjblf Rijndael �ijhbaghkblky �J_cg�
^Ze��� Wlhl Ze]hjblf [ue jZajZ[hlZg <bgk_glhf JZcfZghf �Vin-
cent Rijman� b ChZg >Zf_g �Joan Daemen� b ij_^klZ\ey_l kh[hc
Ze]hjblf� g_ bkihevamxsbc k_lb N_ckl_eZ�

Ijb hibkZgbb Ze]hjblfZ bkihevam_lky ihe_ =ZemZ GF(28
�� ih-

kljh_ggh_ dZd jZkrbj_gb_ ihey GF��� ih dhjgyf g_ijb\h^bfh]h
fgh]hqe_gZ m(x) = x8 + x4 + x3 + x � �� >Zgguc fgh]hqe_g \u[jZg
ba khh[jZ`_gbc wnn_dlb\ghklb ij_^klZ\e_gby we_f_glh\ ihey�
We_f_glZjgu_ hi_jZpbb� bkihevamxsb_ky \ Ze]hjblf_� \uihe-
gyxlky \ mdZaZgghf ihe_�

:e]hjblf Rijndaelij_^klZ\ey_l kh[hc [ehqguc rbnj k i_j_-
f_gghc ^ebghc [ehdZ b i_j_f_gghc ^ebghc dexqZ� >ebgu [ehdZ
b dexqZ fh]ml [ulv \u[jZgu g_aZ\bkbfh jZ\gufb ���� ��� beb
��� [bl� Rbnj y\ey_lky ihke_^h\Zl_evghklvx bl_jZpbc� \uihe-
gy_fuo gZ^ g_dhlhjhc ijhf_`mlhqghc kljmdlmjhc� gZau\Z_fhc
khklhygb_f� �WlZ l_jfbgheh]by aZbfkl\h\ZgZ ba l_hjbb dhg_q-
guo Z\lhfZlh\�� Khklhygb_ fh`_l [ulv ij_^klZ\e_gh \ \b^_
ijyfhm]hevgh]h fZkkb\Z [Zclh\� < fZkkb\_ � kljhdb� Z qbkeh
klhe[ph\� h[hagZqZ_fh_ dZd Nb� jZ\gh ^ebg_ [ehdZ� ^_e_gghc gZ
��� Dexq rbnjh\Zgby ZgZeh]bqguf h[jZahf ij_^klZ\ey_lky \
\b^_ ijyfhm]hevgh]h [Zclh\h]h fZkkb\Z k � kljhdZfb� Dhebq_kl-
\h klhe[ph\� h[hagZqZ_fh_ Nk� jZ\gh ^ebg_ dexqZ� ^_e_gghc gZ
��� <oh^gu_ b \uoh^gu_ agZq_gby Ze]hjblfZ ij_^klZ\eyxlky \
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\b^_ h^ghf_jguo [Zclh\uo fZkkb\h\ khhl\_lkl\mxs_c ^ebgu�
Khklhygb_ b dexq_\hc fZkkb\ aZihegyxlky ba wlbo fZkkb\h\
\gZqZe_ ih klhe[pZf� Z aZl_f ih kljhdZf� Dhebq_kl\h bl_jZpbc
h[hagZqZ_lky Nr aZ\bkbl hl Nb b Nk \ khhl\_lkl\bb kh ke_^mxs_c
lZ[ebp_c�

Nr Nb = 4 Nb = 6 Nb = 8
Nk = 4 10 12 14
Nk = 6 12 12 14
Nk = 8 14 14 14

Bl_jZpbhggh_ ij_h[jZah\Zgb_ khklhbl ba q_luj_o jZaebqguo
ij_h[jZah\Zgbc� GZ C�ih^h[ghf ik_\^hdh^_ wlh \u]ey^bl lZd�

   Round (State, RoundKey) {
        ByteSub(State);
        ShiftRow(State);
        MixColumn(State);
        AddRoundKey(State, RoundKey);
   }

Ihke_^gyy bl_jZpby g_kdhevdh hlebqZ_lky hl \k_o hklZevguo�

   FinalRound (State, RoundKey) {
        ByteSub(State);
        ShiftRow(State);
        AddRoundKey(State, RoundKey);
   }

Hl^_evgu_ ij_h[jZah\Zgby hibku\Zxlky gb`_�

ByteSub
Wlh [ehd g_ebg_cghc h[jZlbfhc [Zclh\hc aZf_gu �S�[hdk��

khklhysbc ba ^\mo hi_jZpbc�
1. DZ`^uc [Zcl aZf_gy_lky gZ fmevlbiebdZlb\guc h[jZl-

guc d g_fm \ ihe_ GF(28
�� ;Zcl kh agZq_gb_f 
��
h hlh-

[jZ`Z_lky \ k_[y�
2. GZ^ dZ`^uf [Zclhf \uihegy_lky Znnbggh_ ij_h[jZah-

\Zgb_ \ ihe_ GF���� aZ^Z\Z_fh_ ke_^mxsbf mjZ\g_gb_f�
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y

y

y

y

y

y

y

.

Wlh Znnbggh_ ij_h[jZah\Zgb_ fh`_l [ulv hibkZgh \ ihebghfb-
Zevghf \b^_ dZd b(x) = (x7 + x6 + x2 + x) + a(x)( x7 + x6 + x5 + x4 +1)
mod(x8

���� Ihebghf� gZ dhlhjuc ijhba\h^blky mfgh`_gb_�
\u[jZg \aZbfgh ijhkluf k fh^me_f� lZd qlh mfgh`_gb_ y\ey_lky
h[jZlbfuf�

H[jZlguf d ByteSub[m^_l ij_h[jZah\Zgb_� khklhys__ ba h[-
jZlgh]h Znnbggh]h ij_h[jZah\Zgby b \aylby fmevlbiebdZlb\gh]h
h[jZlgh]h \ GF(28).

ShiftRow
Wlh ij_h[jZah\Zgb_ y\ey_lky pbdebq_kdbf k^\b]hf \e_\h

kljhd fZkkb\Z khklhygby gZ jZaebqgmx \_ebqbgm� KljhdZ � g_
k^\b]Z_lky� kljhdZ � k^\b]Z_lky gZ K� ihabpbc� kljhdZ � ± gZ K� b
kljhdZ � ± gZ K� ihabpbc� <_ebqbgu k^\b]Z ijb\_^_gu \ lZ[ebp_�

Nb K� K� K�
4 1 2 3
6 1 2 3
8 1 3 4

H[jZlguf ij_h[jZah\Zgb_f [m^_l pbdebq_kdbc k^\b] kljhd
fZkkb\Z \ijZ\h gZ lh `_ dhebq_kl\h ihabpbc�

MixColumn
< wlhf ij_h[jZah\Zgbb klhe[pu fZkkb\Z khklhygby jZkkfZl-

jb\Zxlky dZd ihebghfu gZ^ ihe_f GF(28
�� Ij_h[jZah\Zgb_

aZdexqZ_lky \ mfgh`_gbb klhe[pZ ih fh^mex x4
�� gZ nbdkbjh-

\Zgguc ihebghf

c(x) = '03h'x3 + '01h'x2 + '01h'x + '02h'.

Wlhl ihebghf y\ey_lky \aZbfgh ijhkluf k x4
�� b ihwlhfm mf-

gh`_gb_ h[jZlbfh� < fZljbqghc nhjf_ ^Zggh_ ij_h[jZah\Zgb_
fh`gh ij_^klZ\blv dZd
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b

b

b

H[jZlgh_ ij_h[jZah\Zgb_ ij_^klZ\ey_l kh[hc mfgh`_gb_ gZ
ihebghf� fmevlbiebdZlb\gh h[jZlguc d k(x� ih fh^mex x4 +1:

d(x) = '0Bh'x3 + '0Dh'x2 + '09h'x + '0Eh'.

AddRoundKey
>h[Z\e_gb_ dexqZ bl_jZpbb hkms_kl\ey_lky ijhkluf ih[blh-

\uf keh`_gb_f ih fh^mex � dZ`^h]h [ZclZ fZkkb\Z khklhygby k
khhl\_lkl\mxsbf [Zclhf fZkkb\Z dexqZ� Wlh ij_h[jZah\Zgb_
y\ey_lky h[jZlguf kZfhfm k_[_�

:e]hjblf h[jZ[hldb dexqZ�

Dexqb bl_jZpbb ihemqZxlky ba dexqZ rbnjh\Zgby k ihfh-
svx :e]hjblfZ h[jZ[hldb dexqZ� khklhys_]h ba ^\mo dhfih-
g_glh\ ± jZkrbj_gby dexqZ b \u[hjZ dexqZ bl_jZpbb� Hkgh\gu_

ijbgpbiu _]h ihkljh_gby ke_^mxsb_�

• H[s__ qbkeh [bl dexq_c bl_jZpbb jZ\gh ^ebg_ [ehdZ� mf-
gh`_gghc gZ dhebq_kl\h bl_jZpbc iexk h^bg� �GZijbf_j�

^ey [ehdZ ��� [bl b �� bl_jZpbc ihlj_[m_lky ���� [bl
dexq_c bl_jZpbb��

• Dexq rbnjh\Zgby jZkrbjy_lky ^h jZkrbj_ggh]h dexqZ.
• Dexqb bl_jZpbb [_jmlky ba jZkrbj_ggh]h dexqZ ke_^mx-

sbf h[jZahf� i_j\uc dexq bl_jZpbb khklhbl ba i_j\uo Nb
keh\� \lhjhc ± ba ke_^mxsbo Nb keh\ b l�^�

:e]hjblf jZkrbj_gby dexqZ
JZkrbj_gguc dexq ij_^klZ\ey_l kh[hc ebg_cguc fZkkb\ ��

[Zclh\uo keh\ b h[hagZqZ_lky dZd W[Nb * (Nr � ��@� Nmgdpby

jZkrbj_gby dexqZ aZ\bkbl hl Nk� Kms_kl\m_l ^\_ \_jkbb ± ^ey

Nk ≤ � b ^ey Nk > 6.
   KeyExpansion(byte Key[4*Nk], word W[Nb*(Nr+1)]) {
        for(i = 0; i < Nk; i++)
            W[i] = (Key[4*i],Key[4*i+1],Key[4*i+2],Key[4*i+3]);
        for(i = Nk; i < Nb * (Nr + 1); i++) {
            temp = W[i - 1];
            if (i % Nk == 0)
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                temp = SubByte(RotByte(temp)) ^ Rcon[i / Nk];
            W[i] = W[i - Nk] ^ temp;
        }
   }

A^_kv SubByte(W� ± nmgdpby� \ha\jZsZxsZy keh\h� \ dhlhjhf
dZ`^uc [Zcl y\ey_lky j_amevlZlhf ijbf_g_gby [ehdZ aZf_gu
rbnjZ d [Zclm� gZoh^ys_fmky gZ khhl\_lkl\mxs_c ihabpbb \h

\oh^ghf keh\_� Nmgdpby RotByte(W� ± pbdebq_kdbc k^\b] [Zclh\
\ keh\_� lZd qlh \oh^gh_ keh\h �a, b, c, d� ij_h[jZam_lky \ keh\h
(b, c, d, a).

>ey Nk ! � Ze]hjblf \u]ey^bl lZd�
   KeyExpansion(byte Key[4*Nk] word W[Nb*(Nr+1)]) {
        for(i = 0; i < Nk; i++)
            W[i] = (key[4*i],key[4*i+1],key[4*i+2],key[4*i+3]);
        for(i = Nk; i < Nb * (Nr + 1); i++) {
            temp = W[i - 1];
            if (i % Nk == 0)
                temp = SubByte(RotByte(temp)) ^ Rcon[i / Nk];
            else if (i % Nk == 4)
                temp = SubByte(temp);
            W[i] = W[i - Nk] ^ temp;
        }
   }

DhgklZglu bl_jZpbb Rcon g_ aZ\bkyl hl Nk b hij_^_eyxlky

dZd

Rcon[i] = (RC[i], '00', '00', '00'),

]^_ RC[i@ y\eyxlky ij_^klZ\e_gbyfb we_f_glh\ ihey GF(28
� kh

agZq_gbyfb xi – 1
� l�_� RC>�@  � �l�_� 
��
�� b RC[i] = x �l�_� 
��
�⋅RC[i

– 1].
<u[hj dexqZ bl_jZpbb
Dexq bl_jZpbb k ghf_jhf i aZ^Z_lky keh\Zfb ba [mn_jZ jZk-

rbj_ggh]h dexqZ� gZqbgZy k W[Nb * i@ b ^h W[Nb * (i + 1)].
BlZd� ijhp_kk rbnjh\Zgby khklhbl ba lj_o wlZih\�

• gZqZevgh]h ^h[Z\e_gby ih^dexqZ�

• Nr ± � bl_jZpbc�
• dhg_qghc bl_jZpbb�

GZ ik_\^hdh^_ wlh \u]ey^bl ke_^mxsbf h[jZahf�

    Rijndael(State,CipherKey) {
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        KeyExpansion(CipherKey,ExpandedKey) ;
        AddRoundKey(State,ExpandedKey);
        For( i=1 ; i<Nr ; i++ ) Round(State,ExpandedKey + Nb*i) ;
        FinalRound(State,ExpandedKey + Nb*Nr);
    }.

������ :e]hjblf RC6
< dZq_kl\_ h^gh]h ba dZg^b^Zlh\ nbjfhc RSA Data Security,

Inc� [ue ij_^klZ\e_g Ze]hjblf RC� ijhr_^rbc \lhjhc lmj
hl[hjZ� < g_f ij_^mkfZljb\Z_lky bkihevah\Zgb_ q_luj_o jZ[h-
qbo j_]bkljh\� Z lZd`_ \\_^_gZ hi_jZpby p_ehqbke_ggh]h mfgh-
`_gby� iha\heyxsZy kms_kl\_ggh m\_ebqblv \hafms_gby� \gh-
kbfu_ dZ`^uf pbdehf rbnjh\Zgby� qlh ijb\h^bl d m\_ebq_gbx

klhcdhklb b�beb \hafh`ghklb khdjZlblv qbkeh pbdeh\�
RC� y\ey_lky iheghklvx iZjZf_ljbah\Zgguf Ze]hjblfhf

rbnjh\Zgby� Dhgdj_lgZy \_jkby RC� h[hagZqZ_lky dZd RC6–
w/r/b� ]^_ w h[hagZqZ_l ^ebgm keh\Z \ [blZo� r ± g_gme_\h_

dhebq_kl\h bl_jZpbhgguo pbdeh\ rbnjh\Zgby� Z b ± ^ebgm
dexqZ \ [ZclZo� <h \k_o \ZjbZglZo RC6-w/r/b jZ[hlZ_l k
q_lujvfy w�[blh\ufb keh\Zfb� bkihevamy r_klv [Zah\uo

hi_jZpbc� h[hagZqZ_fuo ke_^mxsbf h[jZahf�
a + b ± p_ehqbke_ggh_ keh`_gb_ ih fh^mex �

w;
a – b ± p_ehqbke_ggh_ \uqblZgb_ ih fh^mex �

w;
a ⊕ b ± ih[blh\h_ �bkdexqZxs__ BEB� w�[blh\uo keh\�
a × b ± p_ehqbke_ggh_ mfgh`_gb_ ih fh^mex �

w;
a << b ± pbdebq_kdbc k^\b] w�[blh\h]h keh\Z \e_\h gZ \_eb-

qbgm� aZ^Zggmx log2w feZ^rbfb [blZfb b;
a >> b ± pbdebq_kdbc k^\b] w�[blh\h]h keh\Z \ijZ\h gZ \_eb-

qbgm� aZ^Zggmx log2w feZ^rbfb [blZfb b;
Rbnjh\Zgb_ ijb ihfhsb RC6-w/r/b hibku\Z_lky ke_^mxsbf

h[jZahf�

<oh^� Bkoh^guc l_dkl� aZibkZgguc \ � w-[blh\uo \oh^gu
j_]bkljZo A, B, C, D;
Qbkeh pbdeh\ rbnjh\Zgby r;
Dexq_\Zy lZ[ebpZ S[0; … 2r + 3] w�[blh\uo keh\�

<uoh^� Rbnjh\Zgguc l_dkl \ j_]bkljZo A, B, C, D.

Ijhp_^mjZ� B = B + S[0]
D = D + S[1]
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for i = 1 to r do {
t = (B × (2B + 1)) << log2 w
u = (D × (2D + 1)) << log2 w
A = ((A ⊕ t) << u) + S[2i]
C = ((C ⊕ u) << t) + S[2i + 1]
(A; B; C; D) = (B; C; D; A)

}
A = A + S[2r + 2]
C = C + S[2r + 3]

JZkrbnjh\Zgb_ \ wlbo h[hagZq_gbyo \u]ey^bl hq_gv ihoh`_�

<oh^� Rbnjh\Zgguc l_dkl� aZibkZgguc \ � w-[blh\uo \oh^
guo j_]bkljZo A, B, C, D;
Qbkeh pbdeh\ rbnjh\Zgby r;
Dexq_\Zy lZ[ebpZ S[0; … 2r + 3] w�[blh\uo keh\�

<uoh^� Bkoh^guc l_dkl \ j_]bkljZo A, B, C, D.

Ijhp_^mjZ� C = C – S[2r + 3]
A = A – S[2r + 2]
for i = r downto 1 do {

(A; B; C; D) = (D; A; B; C)
u = (D × (2D + 1)) << log2 w
t = (B × (2B + 1)) << log2 w
C = ((C – S[2i + 1]) >> t) ⊕ u
A = ((A – S[2i]) >> u) ⊕ t

}
D = D – S[1]
B = B – S[0]

:e]hjblf \uqbke_gby dexq_c ^ey RC6-w/r/b \u]ey^bl ke_-
^mxsbf h[jZahf�

Ihevah\Zl_ev aZ^Z_l dexq ^ebghc b [Zclh\� >hklZlhqgh_ qbk-
eh g_gme_\uo [Zclh\ ^hibku\Zxlky \ dhg_p� qlh[u ihemqbehkv
p_eh_ qbkeh keh\� AZl_f wlb [Zclu aZibku\Zxlky gZqbgZy k

feZ^r_]h \ fZkkb\ ba k keh\� l�_� i_j\uc [Zcl dexqZ aZibku\Z_l-
ky \ L>�@� b l�^�� Z L[c – �@ ijb g_h[oh^bfhklb ^hihegy_lky kh

klhjhgu klZjrbo jZajy^h\ gme_\ufb [ZclZfb� < j_amevlZl_
jZ[hlu Ze]hjblfZ ]_g_jZpbb dexq_c [m^_l \uqbke_gh �r + 4
keh\� dhlhju_ [m^ml aZibkZgu \ fZkkb\_ S[0; …; 2r + 3].
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DhgklZglu P32 = B7E15163h and Q32 = 9E3779B9h± wlh dhg-
klZglu� ihemqZ_fu_ ba ^\hbqgh]h ij_^klZ\e_gby e ±�� ]^_ e –
hkgh\Zgb_ gZlmjZevguo eh]Zjbnfh\� b φ – �� ]^_ φ – ahehlh_
k_q_gb_� khhl\_lkl\_ggh� Ih^h[gu_ `_ dhgklZglu fh]ml [ulv

ZgZeh]bqguf h[jZahf ihemq_gu b ^ey RC� k ^jm]bf jZaf_jhf
keh\Z� <u[hj dhgklZgl y\ey_lky \ g_dhlhjhf jh^_ ijhba\hevguf�
b ihwlhfm fh`gh bkihevah\Zlv b ^jm]b_ dhgklZglu� ihemqZy ijb

wlhf �qZklgu_� \_jkbb Ze]hjblfZ�
<oh^� Hij_^_e_gguc ihevah\Zl_e_f b�[Zclh\uc dexq� ij_^

\Zjbl_evgh aZ]jm`_gguc \ fZkkb\ L[0;…c – 1];
Qbkeh pbdeh\ rbnjh\Zgby r.

<uoh^� Dexq_\Zy lZ[ebpZ S[0;…2r ��@ ba w�[blh\uo keh\�

Ijhp_^mjZ: S[0] = Pw

for i = 1 to 2r + 3 do
S[i] = S[i – 1] + Qw

A = B = i = j = 0
v = 3 × max{c, 2r + 4}
for s = 1 to v do {

A = S[i] = (S[i] + A + B) << 3
B = L[j] = (L[j] + A + B) << (A + B)
i = (i + 1) mod (2r + 4)
j = (j + 1) mod c

}
KljmdlmjZ rbnjZ RC� y\ey_lky h[h[s_gb_f k_lb N_ckl_eZ�

;ehd l_dklZ jZa[b\Z_lky g_ gZ �� Z gZ � ih^[ehdZ� b gZ dZ`^hc
bl_jZpbb baf_gyxlky � ih^[ehdZ ba q_luj_o� Ijb wlhf \ dhgp_
bl_jZpbb rbnjh\Zgby ijhba\h^blky pbdebq_kdbc k^\b] ih^[eh-
dh\ \e_\h �ijb jZkrbnjh\Zgbb� khhl\_lkl\_ggh� \ijZ\h�� H^gZdh�
lZdh_ h[h[s_gb_ ijb\_eh d lhfm� qlh [ueh ml_jygh k\hckl\h

bg\ZjbZglghklb [ehdh\ rbnjh\Zgby b jZkrbnjh\Zgby� ohly wlh
b g_ y\ey_lky hij_^_eyxsbf \ hp_gd_ ^Zggh]h Ze]hjblfZ�

������ Jhkkbckdbc klZg^Zjl rbnjh\Zgby =HKL ��������

< Jhkkbckdhc N_^_jZpbb mklZgh\e_g _^bguc klZg^Zjl djbi-
lh]jZnbq_kdh]h ij_h[jZah\Zgby l_dklZ ^ey bgnhjfZpbhgguo

kbkl_f� Hg j_dhf_g^h\Zg d bkihevah\Zgbx ^ey aZsblu ex[uo
^Zgguo� ij_^klZ\e_gguo \ \b^_ ^\hbqgh]h dh^Z� ohly g_ bkdex-
qZxlky b ^jm]b_ f_lh^u rbnjh\Zgby� >Zgguc klZg^Zjl nhjfb-
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jh\Zeky k mq_lhf fbjh\h]h hiulZ b� \ qZklghklb� [ueb ijbgylu
\h \gbfZgb_ g_^hklZldb b g_j_Zebah\Zggu_ \hafh`ghklb Ze]h-
jblfZ '(6� ihwlhfm bkihevah\Zgb_ klZg^ZjlZ =HKL ij_^ihqlb-
l_evg__�

>Zgguc Ze]hjblf lZd`_ ihkljh_g k bkihevah\Zgb_f k_lb N_c-
kl_eZ�
 T0                         N2                                                                                      N1                          Tr  

  32…                  …1 

  32…                  …1 

  32…              …1 

  32…      …1  32…      …1 

X0(K 0) 
X1(K 1) 
X2(K 2) 
X3(K 3) 
X4(K 4) 
X5(K 5) 
X6(K 6) 
X7(K 7) 

S8 S7 S6 S5 S4 S3 S2 S1 

+

S 

CM 1 

CM 2 

R 

DAM  

Jbk ���� :e]hjblf rbnjh\Zgby =HKL �����-89. 
J_`bf ijhklhc aZf_gu � 

<\_^_f ZkkhpbZlb\gmx hi_jZpbx dhgdZl_gZpbb� bkihevamy

^ey g__ fmevlbiebdZlb\gmx aZibkv� Djhf_ lh]h [m^_f bkihevah-
\Zlv ke_^mxsb_ hi_jZpbb keh`_gby�

A ⊕ % ± ih[blh\h_ keh`_gb_ ih fh^mex ��

$ >�@ % ± keh`_gb_ ih fh^mex �
32;

$ ^�` % ± keh`_gb_ ih fh^mex �
32–1;.

:e]hjblf djbilh]jZnbq_kdh]h ij_h[jZah\Zgby ij_^mkfZljb-
\Z_l g_kdhevdh j_`bfh\ jZ[hlu� <h \k_o j_`bfZo bkihevam_lky

dexq : ^ebghc ��� [bl� ij_^klZ\ey_fuc \ \b^_ \hkvfb ���

jZajy^guo qbk_e ;�i).

W = X(7)X(6)X(5)X(4)X(3)X(2)X(1)X(0)
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>ey jZkrbnjh\Zgby bkihevam_lky lhl `_ dexq� gh ijhp_kk
jZkrbnjh\Zgby y\ey_lky bg\_jkguf ih hlghr_gbx d bkoh^ghfm�

;Zah\uf j_`bfhf jZ[hlu Ze]hjblfZ y\ey_lky j_`bf ijhklhc

aZf_gu�

Imklv hldjulu_ [ehdb jZa[blu gZ [ehdb ih �� [bl \ dZ`^hf�
dhlhju_ h[hagZqbf dZd TH.

Hq_j_^gZy ihke_^h\Zl_evghklv [bl TH jZa^_ey_lky gZ ^\_ ih-
ke_^h\Zl_evghklb B��� b A��� ih �� [blZ �e_\uc b ijZ\uc [ehdb��
>Ze__ \uihegy_lky bl_jZlb\guc ijhp_kk rbnjh\Zgby� hibku-
\Z_fuc ke_^mxsbfb nhjfmeZfb�

^ey i = 1÷24





−=
−⊕+−= −

)1()(

)1()][)1(()( )8)(mod1(

iAiB

iBXiARKiA i ;

^ey i = 25÷31





−=
−⊕+−= −

)1()(

)1()][)1(()( )32(

iAiB

iBXiARKiA i ;

b ^ey i = 32





⊕+=
=

)31()][)31(()32(

)31()32(

0 BXARKB

AA

A^_kv i h[hagZqZ_l ghf_j bl_jZpbb� AZf_lbf� qlh ih^h[gh
DES� gZ ihke_^g_f pbde_ i_j_klZgh\dZ iheh\bg [ehdZ g_ ijhba-
\h^blky�

Nmgdpby rbnjh\Zgby \dexqZ_l ^\_ hi_jZpbb gZ^ ���

jZajy^guf Zj]mf_glhf ± K(⋅� b R(⋅).
I_j\Zy hi_jZpby y\ey_lky ih^klZgh\dhc� ;ehd ih^klZgh\db K

khklhbl ba � maeh\ aZf_gu K(1)...K��� k iZfylvx ih �� [blZ dZ`-
^uc� IhklmiZxsbc gZ [ehd ih^klZgh\db ���jZajy^guc \_dlhj

jZa[b\Z_lky gZ � ihke_^h\Zl_evgh b^msbo ��jZajy^guo \_dlhjZ�
dZ`^uc ba dhlhjuc ij_h[jZam_lky \ ��jZajy^guc \_dlhj khhl\_l-
kl\mxsbf maehf aZf_gu� ij_^klZ\eyxsbf ba k_[y lZ[ebpm ba ��
p_euo qbk_e \ ^bZiZahg_ ������� <oh^ghc \_dlhj hij_^_ey_l Z^j_k

kljhdb \ lZ[ebp_� qbkeh ba dhlhjhc y\ey_lky \uoh^guf \_dlhjhf�
AZl_f ihemq_ggu_ ��jZajy^gu_ \_dlhju \gh\v ihke_^h\Zl_evgh
h[t_^bgyxlky \ ���jZajy^guc \uoh^ghc�

<lhjZy hi_jZpby ± pbdebq_kdbc k^\b] ���jZajy^gh]h \_dlhjZ�
ihemq_ggh]h \ j_amevlZl_ ih^klZgh\db K gZ �� rZ]h\ \e_\h�
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���jZajy^guc [ehd aZrbnjh\Zgguo ^Zgguo Lr ij_^klZ\ey_lky
\ \b^_

Lr = :(32)<(32).

HklZevgu_ [ehdb hldjuluo ^Zgguo \ j_`bf_ ijhklhc aZf_gu

aZrbnjh\u\Zxlky ZgZeh]bqgh�
Ke_^m_l mqblu\Zlv� qlh ^Zgguc j_`bf rbnjh\Zgby j_dhf_g-

^m_lky bkihevah\Zlv lhevdh ^ey rbnjh\Zgby dexq_\hc bgnhjfZ-
pbb� >ey rbnjh\Zgby ^Zgguo ke_^m_l bkihevah\Zlv ^\Z ^jm]bo
j_`bfZ�

<lhjhc j_`bf rbnjh\Zgby gZau\Z_lky j_`bfhf ]Zffbjh\Z-
gby.

Hldjulu_ ^Zggu_� jZa[blu_ gZ ���jZajy^gu_ [ehdb )(
O

iT

(i=1,2,...,m�� ]^_ m hij_^_ey_lky h[t_fhf rbnjm_fuo ^Zgguo��
aZrbnjh\u\Zxlky \ j_`bf_ ]Zffbjh\Zgby iml_f ihjZajy^gh]h

keh`_gby ih fh^mex � k ]Zffhc rbnjZ ΓR� dhlhjZy \ujZ[Zlu\Z-
_lky [ehdZfb ih �� [blZ� l�_�

),,( )(
R

)1(
RR

mΓΓ=Γ . .

MjZ\g_gb_ rbnjh\Zgby ^Zgguo \ j_`bf_ ]Zffbjh\Zgby fh-
`_l [ulv ij_^klZ\e_gh \ ke_^mxs_f \b^_�

))}{,][( )(
H1121

)(
O

)(
R

)(
R

i
ii

iii TCZCYAT=T ⊕++=⊕= −− .

< wlhf mjZ\g_gbb )(
R

iT h[hagZqZ_l ���jZajy^guc [ehd aZrbn-

jh\Zggh]h l_dklZ� : ± nmgdpbx rbnjh\Zgby \ j_`bf_ ijhklhc

aZf_gu �Zj]mf_glZfb wlhc nmgdpbb y\eyxlky ^\Z ���jZajy^guo
qbkeZ�� K1 = 01010104hb K2 = 01010101h± dhgklZglu� aZ^Zggu_ \
=HKL ��������� <_ebqbgu Yi b Zi hij_^_eyxlky bl_jZpbhggh ih

f_j_ nhjfbjh\Zgby ]Zffu ke_^mxsbf h[jZahf�

(Y0, Z0) = A(S�� ]^_ S ± ���jZajy^gZy ^\hbqgZy ihke_^h\Zl_ev-
ghklv�

(Yi, Zi) = (Yi–1 [+] C2, Zi–1 {+} C1), i = 1, 2, ..., m.

���jZajy^gZy ihke_^h\Zl_evghklv S� gZau\Z_fZy kbgojhihkue-
dhc� g_ y\ey_lky k_dj_lguf we_f_glhf rbnjZ� gh __ gZebqb_
g_h[oh^bfh dZd gZ i_j_^Zxs_c klhjhg_� lZd b gZ ijb_fghc�
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J_`bf ]Zffbjh\Zgby k h[jZlghc k\yavx hq_gv ihoh` gZ j_-
`bf ]Zffbjh\Zgby� DZd b \ ihke_^g_f� jZa[blu_ gZ ���jZajy^gu_

[ehdb )(
O

iT hldjulu_ ^Zggu_ aZrbnjh\u\Zxlky iml_f ihjZajy -̂

gh]h keh`_gby ih fh^mex � k ]Zffhc rbnjZ ΓR� dhlhjZy \ujZ[Z-
lu\Z_lky [ehdZfb ih �� [blZ�

),,( )(
R

)1(
RR

mΓΓ=Γ . .

MjZ\g_gby rbnjh\Zgby ^Zgguo \ j_`bf_ ]Zffbjh\Zgby k h[-
jZlghc k\yavx \u]ey^yl ke_^mxsbf h[jZahf�

)1(
O

)1(
R

)1(
O

)1(
R

)( TTSAT ⊕Γ=⊕= ,
)(

O
)(
R

)(
O

)1(
R

)(
R

)( iiiii TTTAT ⊕Γ=⊕= − .

2.4.5. :e]hjblfu SAFER+, SAFER++
:e]hjblf SAFER� [ue ij_^eh`_g dZebnhjgbckdhc dhjihjZ-

pb_c Cylink kh\f_klgh k :jfygkdhc ZdZ^_fb_c gZmd dZd h^bg ba

dZg^b^Zlh\ gZ ijbgylb_ \ dZq_kl\_ gh\h]h klZg^ZjlZ rbnjh\Zgby
AES b ijhr_e i_j\uc lmj hl[hjZ� Hg y\ey_lky _s_ h^gbf ijb-
f_jhf rbnjZ� g_ bkihevamxs_]h kljmdlmjm k_lb N_ckl_eZ�
Rbnj jZ[hlZ_l k [ehdZfb ^ebghc ��� [bl b k dexqZfb ^ebghc

���� ��� beb ��� [bl� \ khhl\_lkl\bb k lj_[h\Zgbyfb NIST d
gh\hfm klZg^Zjlm� Ijhp_^mju rbnjh\Zgby b jZkrbnjh\Zgby
ij_^klZ\eyxl kh[hc ihke_^h\Zl_evghklv bl_jZpbc� qbkeh dhlh-
juo aZ\bkbl hl ^ebgu dexqZ b jZ\gh �� �� b �� khhl\_lkl\_ggh�
Ijb rbnjh\Zgbb ihke_ �Z ijb jZkrbnjh\Zgbb ± i_j_^� \k_o

bl_jZpbc ijhba\h^blky _s_ h^gh ih^f_rb\Zgb_ ih^dexqZ�
DZ`^Zy bl_jZpby khklhbl ba q_luj_o keh_\ ± ih^f_rb\Zgby

i_j\h]h ih^dexqZ� g_ebg_cghc h[jZlbfhc aZf_gu� ih^f_rb\Z-
gby \lhjh]h ih^dexqZ b ebg_cgh]h i_j_f_rb\Zgby� Ijb wlhf
bkihevamxlky lhevdh [Zclh\u_ hi_jZpbb� qlh ^_eZ_l wlhl rbnj

hkh[_ggh ijb\e_dZl_evguf ^ey j_ZebaZpbb gZ fbdjhijhp_kkhjZo
fZehc jZajy^ghklb�

Kehb ih^f_rb\Zgby i_j\h]h b \lhjh]h ih^dexqZ bf_xl koh -̂
gmx kljmdlmjm� GZ i-c bl_jZpbb bkihevamxlky ^\Z ih^dexqZ K2i-1

b K2i ^ebghc ih ��� [bl� Ijb ^h[Z\e_gbb i_j\h]h ih^dexqZ

[Zclu �� �� �� �� �� ��� �� b �� l_dklh\h]h [ehdZ kdeZ^u\Zxlky k
khhl\_lkl\mxsbfb [ZclZfb ih^dexqZ ihjZajy^gh ih fh^mex �� Z
[Zclu �� �� �� �� ��� ��� �� b �� kdeZ^u\Zxlky k [ZclZfb ih^dexqZ
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ih fh^mex ���� <lhjhc ih^dexq \ dhgp_ bl_jZpbb ^h[Z\ey_lky
ZgZeh]bqgh� lhevdh l_ [Zclu� dhlhju_ kdeZ^u\Zebkv ihjZajy^gh�

l_i_jv kdeZ^u\Zxlky ih fh^mex ���� b gZh[hjhl�
Kehc g_ebg_cghc aZf_gu mkljh_g ke_^mxsbf h[jZahf� AgZq_-

gb_ x [ZclZ j ij_h[jZam_lky \ ��x (mod���� ^ey [Zclh\ k ghf_jZ-
fb j  �� �� �� �� �� ��� �� b ��� Ijb wlhf _keb x  ���� lh ��128 (mod
����  ��� ij_^klZ\ey_lky gme_f� AgZq_gby [Zclh\ k ghf_jZfb j =
�� �� �� �� ��� ��� �� b �� ij_h[jZamxlky \ log45(x�� ijb wlhf _keb x
 �� lh log45��� ij_^klZ\ey_lky qbkehf ���� G_ljm^gh aZf_lblv�

qlh wlb hi_jZpbb y\eyxlky h[jZlbfufb �\ ^_ckl\bl_evghklb� hgb
h[jZlgu ^jm] ^jm]m�� Ijhba\h^blv \uqbke_gby wdkihg_gl b
eh]Zjbnfh\ ijb rbnjh\Zgbb b jZkrbnjh\Zgbb g_ h[yaZl_evgh ±

fh`gh aZjZg__ \uqbkeblv lZ[ebpu aZf_gu �\k_]h ^ey bo ojZg_-
gby ihlj_[m_lky ��� [Zclh\� b bkihevah\Zlv bo ijb jZ[hl_�

Ebg_cgh_ i_j_f_rb\Zgb_ ij_^klZ\ey_l kh[hc mfgh`_gb_ l_d-
klh\h]h [ehdZ kijZ\Z gZ ki_pbZevgmx g_\ujh`^_ggmx fZljbpm

M� Ijb wlhf \k_ hi_jZpbb \uihegyxlky ih[Zclgh ih fh^mex
256.

Ih^f_rb\Zgb_ ih^dexqZ K2r+1 ijhba\h^blky lZd `_� dZd b

ih^f_rb\Zgb_ i_j\h]h ih^dexqZ \ dZ`^hc bl_jZpbb�
Ijb jZkrbnjh\Zgbb \gZqZe_ ih^f_rb\Z_lky ih^dexq K2r+1,

ijb wlhf hi_jZpby keh`_gby ih fh^mex ��� aZf_gy_lky gZ \uqb-
lZgb_� AZl_f \uihegyxlky bl_jZpbb jZkrbnjh\Zgby�

i�y bl_jZpby jZkrbnjh\Zgby \uihegy_l ij_h[jZah\Zgb_� h[-
jZlgh_ d r-i���c bl_jZpbb rbnjh\Zgby �r ± qbkeh bl_jZpbc� b
lZd`_ kh^_j`bl � kehy� <gZqZe_ l_dklh\uc [ehd mfgh`Z_lky gZ

fZljbpm M – 1 
� h[jZlgmx d fZljbp_ rbnjh\Zgby�

AZl_f ih^f_rb\Z_lky ih^dexq K2r-2i+2� lZd `_� dZd b \lhjhc
ih^dexq \ bl_jZpbb rbnjh\Zgby� lhevdh keh`_gb_ k dexqhf ih

fh^mex ��� aZf_gy_lky \uqblZgb_f�
Ihke_ wlh]h ijhba\h^blky h[jZlgZy g_ebg_cgZy aZf_gZ� l�_� l_

[Zclu� dhlhju_ ijb rbnjh\Zgbb \ha\h^bebkv \ kl_i_gv� eh]Z-
jbnfbjmxlky� b gZh[hjhl�

B� gZdhg_p� ih^f_rb\Z_lky ih^dexq K2r-2i+1 �k mq_lhf l_o `_

aZf_qZgbc� qlh hlghkbebkv d ih^f_rb\Zgbx ih^dexqZ K2r-2i+2).
>ey aZ\_jr_gby hibkZgby Ze]hjblfZ hklZehkv mdZaZlv� dZd ba

dexqZ ihevah\Zl_ey ihemqZxlky ih^dexqb ^ey bl_jZpbc�
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Ijb h[jZ[hld_ dexqZ ihevah\Zl_ey ijbf_gyxlky lZd gZau\Z_-
fu_ keh\Z kf_s_gby B2, B3, ..., B33 ^ebghc ih �� [Zcl� dhlhju_

\uqbkeyxlky ih nhjfmeZf�
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3318,257mod45

172,257mod45
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)257mod45(
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i

iB
jiji

ji

,

]^_ Bi,j – j-c [Zcl i-]h keh\Z kf_s_gby �j  �«���� Ijb wlhf agZq_-
gb_ Bi,j ��� ij_^klZ\ey_lky gme_f� Keh\Z kf_s_gby y\eyxlky

dhgklZglZfb b fh]ml [ulv \uqbke_gu aZjZg__� >ey ^ebgu dexqZ
\ ��� [bl bkihevamxlky lhevdh keh\Z B2, … B17� ^ey dexqZ \ ���
[blZ bkihevamxlky keh\Z kf_s_gby B2,…,B25, Z ^ey dexqZ \ ���

[bl bkihevamxlky \k_ keh\Z�
=_g_jZpby ih^dexq_c hkms_kl\ey_lky ih ke_^mxs_fm Ze]h-

jblfm�
< dZq_kl\_ i_j\h]h ih^dexqZ bkihevamxlky i_j\u_ r_klgZ-

^pZlv [Zclh\ ihevah\Zl_evkdh]h dexqZ� >Ze__ ihevah\Zl_evkdbc

dexq aZibku\Z_lky \ dexq_\hc j_]bklj jZaf_jhf gZ h^bg [Zcl
[hevr_ ^ebgu dexqZ� Ihke_ wlh]h \k_ [Zclu dexqZ kmffbjmxlky
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ihjZajy^gh ih fh^mex � b j_amevlZl aZibku\Z_lky \ ^hihegb-
l_evguc [Zcl j_]bkljZ� Ihke_ q_]h ^ey ihemq_gby lj_[m_fuo

ih^dexq_c ih\lhjy_lky bl_jZlb\gZy ijhp_^mjZ� aZdexqZxsZyky
\ ke_^mxs_f�
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1M

1. Kh^_j`bfh_ dZ`^h]h [ZclZ \ j_]bklj_ pbdebq_kdb k^\b-
]Z_lky \e_\h gZ � ihabpbb�

2. Ijhba\h^blky \u[hjdZ �� [Zcl ba j_]bkljZ� Ijb wlhf

^ey ihemq_gby ih^dexqZ K i \u[bjZxlky b^msb_ ih^jy^
[Zclu j_]bkljZ� gZqbgZy k i-]h b ^Ze__ ih pbdem�

3. <u[jZggu_ [Zclu kdeZ^u\Zxlky k khhl\_lkl\mxsbfb
[ZclZfb keh\Z kf_s_gby Bi ih fh^mex ���� J_amevlZl
keh`_gby b y\ey_lky ih^dexqhf K i.

:e]hjblf SAFER�� y\ey_lky ^Zevg_crbf jZa\blb_f Ze]h-
jblfZ SAFER� b [ue ij_^klZ\e_g gZ _\jhi_ckdbc dhgdmjk Ze]h-
jblfh\ NESSIE� Wlhl Ze]hjblf jZ[hlZ_l k [ehdZfb ^ebghc ���

[bl� gh ij_^mkfhlj_g j_`bf �h[jZlghc kh\f_klbfhklb� ^ey
[ehdh\ �� [blZ� >ebgZ dexqZ fh`_l [ulv ��� beb ��� [bl�

Hkgh\gZy kljmdlmjZ Ze]hjblfZ hklZeZkv [_a baf_g_gbc� Dheb-
q_kl\h bl_jZpbc jZ\gh � beb �� \ aZ\bkbfhklb hl ^ebgu dexqZ�
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KljmdlmjZ bl_jZpbc \ p_ehf lh`_ hklZeZkv ij_`g_c� Bl_jZpby
aZrbnjh\Zgby khklhbl ba kehy ih^f_rb\Zgby ih^dexqZ� kehy

g_ebg_cghc aZf_gu� _s_ h^gh]h kehy ih^f_rb\Zgby ih^dexqZ b
ebg_cgh]h h[jZlbfh]h ij_h[jZah\Zgby� Hkgh\gh_ hlebqb_ Ze]h-
jblfZ aZdexqZ_lky \ kljmdlmj_ ebg_cgh]h ij_h[jZah\Zgby� dhlh-
jh_ k^_eZgh [he__ wnn_dlb\guf k \uqbkebl_evghc lhqdb aj_gby�
JZkkfhljbf _]h [he__ ih^jh[gh�

<gZqZe_ ijhba\h^blky ij_^\Zjbl_evgZy i_j_klZgh\dZ [Zclh\ \
khhl\_lkl\bb k i_j_klZgh\dhc >�� �� �� ��� �� ��� ��� �� �� �� ��� ���

��� ��� �� �@� AZl_f [Zclu ]jmiibjmxlky ih � b d dZ`^hc q_l\_jd_
ijbf_gy_lky ��lhq_qgh_ ik_\^hij_h[jZah\Zgb_ :^ZfZjZ� Ihke_
wlh]h ijhba\h^blky _s_ h^gZ lZdZy `_ i_j_klZgh\dZ� b _s_ jZa

ijbf_gy_lky ik_\^hij_h[jZah\Zgb_ :^ZfZjZ�
��lhq_qgh_ ik_\^hij_h[jZah\Zgb_ :^ZfZjZ aZ^Z_lky g_\ujh �̀

^_gghc fZljbp_c� bf_xs_c h[jZlgmx�
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AZf_qZl_evgZy hkh[_gghklv wlh]h ij_h[jZah\Zgby aZdexqZ_lky
\ lhf� qlh mfgh`_gb_ gZ fZljbpu fh`_l [ulv j_Zebah\Zgh iml_f

\k_]h ebrv r_klb hi_jZpbc keh`_gby �\uqblZgby�� ?keb \oh^gu_
[Zclu h[hagZqblv dZd a, b, c, d� Z \uoh^gu_ dZd A, B, C, D� lh
\uqbke_gby [m^ml ijh\h^blvky ih nhjfmeZf�

D = a + b + c + d �� keh`_gby��
A = D + a �� keh`_gb_��

B = D + b �� keh`_gb_��
C = D + c �� keh`_gb_��

b h[jZlgh�

a = A – d�� \uqblZgb_��
b = B – d�� \uqblZgb_��
c = C – d�� \uqblZgb_��

d  = D – a – b – c�� \uqblZgby��

:e]hjblf jZkrbj_gby dexqZ ij_l_ji_e g_agZqbl_evgu_ ba-
f_g_gby� Keh\Z kf_s_gby B1, …, B2r+1 \uqbkeyxlky ih ke_^mx-
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sbf nhjfmeZf �keh\h B1� dZd b \ Ze]hjblf_ SAFER�� g_ bkihev-
am_lky� fh`gh kqblZlv _]h jZ\guf ���
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161,2116,257mod45

161,152,257mod45
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)257mod45(
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Ijhp_^mjZ ]_g_jZpbb ih^dexq_c bl_jZpbc ijh\h^blky hl-
^_evgh ^ey ih^dexq_c k q_lgufb b g_q_lgufb ghf_jZfb� >ey
]_g_jZpbb ih^dexq_c k g_q_lgufb ghf_jZfb [_jmlky i_j\u_ ��

[Zcl ihevah\Zl_evkdh]h dexqZ� >ey ]_g_jZpbb ih^dexq_c k
q_lgufb ghf_jZfb [_jmlky \gh\v i_j\u_ �� [Zcl ihevah\Zl_ev-
kdh]h dexqZ� _keb bkihevam_lky dexq ��� [bl� eb[h hklZ\rb_ky
�� [Zcl� _keb bkihevam_lky dexq ��� [bl� >Ze__ \uqbkey_lky
[Zclh\Zy dhgljhevgZy kmffZ \u[jZgguo �� [Zcl� dhlhjZy ^h[Z\-
ey_lky d gbf kijZ\Z� AZl_f ba ihemq_ggh]h jZkrbj_ggh]h dexqZ
ijhbkoh^bl \u[hjdZ �� [Zcl ih^dexqZ bl_jZpbb k aZ^Zgguf

ghf_jhf� <u[hjdZ ijhbkoh^bl ke_^mxsbf h[jZahf� >ey ihemq_-
gby ih^dexqZ K1 [_jmlky �� [Zcl� gZqbgZy k �� ^ey ih^dexqZ K3 –
�� [Zcl� gZqbgZy k �� b l�^� ih pbdem� <u[jZggu_ [Zclu kdeZ^u-
\Zxlky k [ZclZfb khhl\_lkl\mxs_]h keh\Z kf_s_gby� Ihke_ q_]h
dZ`^uc [Zcl jZkrbj_ggh]h dexqZ pbdebq_kdb k^\b]Z_lky gZ �

[bl \e_\h ^ey g_q_lguo ih^dexq_c b gZ � [blZ ^ey q_lguo ih^-
dexq_c� Ijhp_^mjZ ih\lhjy_lky ^h ihemq_gby \k_o lj_[m_fuo
ih^dexq_c bl_jZpbb�

���� J_`bfu ijbf_g_gby [ehqguo rbnjh\

>ey rbnjh\Zgby bkoh^gh]h l_dklZ ijhba\hevghc ^ebgu [ehq-
gu_ rbnju fh]ml [ulv bkihevah\Zgu \ g_kdhevdbo j_`bfZo�Fu
jZkkfhljbf q_luj_ j_`bfZ ijbf_g_gby [ehqguo rbnjh\� gZb-
[he__ qZklh \klj_qZxsb_ky \ kbkl_fZo djbilh]jZnbq_kdhc aZsb-
lu bgnhjfZpbb� Z bf_ggh j_`bfu we_dljhgghc dh^bjh\hqghc
dgb]b (ECB – Electronic Code Book), kp_ie_gby [ehdh\ rbnjh\Zg-
gh]h l_dklZ (CBC – Cipher Block Chaining), h[jZlghc k\yab ih
rbnjh\Zgghfm l_dklm (CFB – Cipher Feedback� b h[jZlghc k\yab
ih \uoh^m (OFB – Output Feedback).

< j_`bf_ we_dljhgghc dh^bjh\hqghc dgb]b dZ`^uc [ehd bk-
oh^gh]h l_dklZ rbnjm_lky [ehqguf rbnjhf g_aZ\bkbfh hl

^jm]bo �kf� Jbk� �����
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Klhcdhklv j_`bfZ ECB jZ\gZ klhcdhklb kZfh]h rbnjZ� H^gZ-
dh� kljmdlmjZ bkoh^gh]h l_dklZ ijb wlhf g_ kdju\Z_lky� DZ`^uc

h^bgZdh\uc [ehd bkoh^gh]h l_dklZ ijb\h^bl d ihy\e_gbx h^bgZ-
dh\h]h [ehdZ rbnjh\Zggh]h l_dklZ� Bkoh^guf l_dklhf fh`gh

e_]dh fZgbimebjh\Zlv iml_f m^Ze_gby� ih\lhj_gby beb i_j_klZ-
gh\db [ehdh\� Kdhjhklv rbnjh\Zgby jZ\gZ kdhjhklb [ehqgh]h
rbnjZ�

J_`bf ECB ^himkdZ_l ijhklh_ jZkiZjZee_eb\Zgb_ ^ey m\_eb-
q_gby kdhjhklb rbnjh\Zgby� D g_kqZklvx� gbdZdZy h[jZ[hldZ

g_\hafh`gZ ^h ihklmie_gby [ehdZ �aZ bkdexq_gb_f ]_g_jZpbb
dexq_c�� AZf_lbf� qlh j_`bf ECB khhl\_lkl\m_l j_`bfm ijhklhc
aZf_gu =HKL�

< j_`bf_ kp_ie_gby [ehdh\ rbnjh\Zggh]h l_dklZ (CBC� dZ-
`^uc [ehd bkoh^gh]h l_dklZ kdeZ^u\Z_lky ihjZajy^gh ih fh^mex

� k ij_^u^msbf [ehdhf rbnjh\Zggh]h l_dklZ� Z aZl_f rbnjm_l-
ky �kf� Jbk ����� >ey gZqZeZ ijhp_kkZ rbnjh\Zgby bkihevam_lky

kbgojhihkuedZ �beb gZqZevguc \_dlhj�� dhlhjZy i_j_^Z_lky \
dZgZe k\yab \ hldjulhf \b^_�

Klhcdhklv j_`bfZ CBC jZ\gZ klhcdhklb [ehqgh]h rbnjZ� e_-
`Zs_]h \ _]h hkgh\_� Djhf_ lh]h� kljmdlmjZ bkoh^gh]h l_dklZ
kdju\Z_lky aZ kq_l keh`_gby ij_^u^ms_]h [ehdZ rbnjh\Zggh]h

l_dklZ k hq_j_^guf [ehdhf hldjulh]h l_dklZ� Klhcdhklv rbnjh-
\Zggh]h l_dklZ m\_ebqb\Z_lky� ihkdhevdm klZgh\blky g_\hafh`-
ghc ijyfZy fZgbimeypby bkoh^guf l_dklhf� djhf_ dZd iml_f

m^Ze_gby [ehdh\ ba gZqZeZ beb dhgpZ rbnjh\Zggh]h l_dklZ�
 

Jbk� ���� J_`bf we_dljhgghc dh^bjh\hqghc dgb]b� 

mi–1 mi 

Ek 

ci = Ek(mi); mi = Dk(ci) 

ci–1 ci 

Ek 

Kdhjhklv rbnjh\Zgby jZ\gZ kdhjhklb jZ[hlu [ehqgh]h rbn-
jZ� gh ijhklh]h kihkh[Z jZkiZjZee_eb\Zgby ijhp_kkZ rbnjh\Z-
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gby g_ kms_kl\m_l� ohly jZkrbnjh\Zgb_ fh`_l ijh\h^blvky
iZjZee_evgh�

 

Jbk� ���� J_`bf kp_ie_gby [ehdh\ rbnjh\Zggh]h l_dklZ � 

mi–1 mi 

Ek 

ci = Ek(mi ⊕ ki–1); mi = Dk(ci) ⊕ ki–1 

ci–1 ci 

Ek 

H^ghc ba ihl_gpbZevguo ijh[e_f j_`bfZ CBC y\ey_lky \ha-
fh`ghklv \g_k_gby dhgljhebjm_fuo baf_g_gbc \ ihke_^mxsbc

jZkrbnjh\Zgguc [ehd bkoh^gh]h l_dklZ� GZijbf_j� _keb aeh-
mfure_ggbd baf_gbl h^bg [bl \ [ehd_� lh \_kv [ehd [m^_l jZk-
rbnjh\Zg g_\_jgh� gh \ ke_^mxs_f [ehd_ ihy\blky hrb[dZ \

khhl\_lkl\mxs_c ihabpbb� ?klv kblmZpbb� dh]^Z lZdh_ g_`_eZ-
l_evgh� >ey [hjv[u k wlhc m]jhahc bkoh^guc l_dkl ^he`_g kh-
^_j`Zlv hij_^_e_ggmx ba[ulhqghklv�

Ba\_klgu fh^bnbdZpbb j_`bfZ CBC� JZkkfhljbf g_dhlhju_
ba gbo� J_`bf kp_ie_gby [ehdh\ rbnjh\Zggh]h l_dklZ k jZkijh-
kljZg_gb_f (PCBC – Propagating CBC� hlebqZ_lky l_f� qlh ih
fh^mex � kdeZ^u\Z_lky dZd ij_^u^msbc [ehd rbnjh\Zggh]h� lZd

b bkoh^gh]h l_dklZ�

ci = Ek(mi ⊕ ci – 1 ⊕ mi – 1),
mi = ci – 1 ⊕ mi – 1 ⊕ Dk(ci).

J_`bf kp_ie_gby [ehdh\ rbnjh\Zggh]h l_dklZ k dhgljhevghc
kmffhc (CBCC –CBC with Checksum� hlebqZ_lky l_f� qlh d ih-
ke_^g_fm [ehdm bkoh^gh]h l_dklZ i_j_^ rbnjh\Zgb_f ijb[Z\ey-
_lky kmffZ ih fh^mex ^\Z \k_o ij_^u^msbo [ehdh\ bkoh^gh]h
l_dklZ� Wlh ^Z_l \hafh`ghklv ijhdhgljhebjh\Zlv p_ehklghklv

i_j_^Z\Z_fh]h l_dklZ k g_[hevrbfb ^hihegbl_evgufb gZdeZ -̂
gufb jZkoh^Zfb�

< j_`bf_ h[jZlghc k\yab ih rbnjh\Zgghfm l_dklm (CFB)
ij_^u^msbc [ehd rbnjh\Zggh]h l_dklZ rbnjm_lky _s_ jZa� b
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^ey ihemq_gby hq_j_^gh]h [ehdZ rbnjh\Zggh]h l_dklZ j_amevlZl
kdeZ^u\Z_lky ihjZajy^gh ih fh^mex � k [ehdhf bkoh^gh]h l_d-
klZ� >ey gZqZeZ ijhp_kkZ rbnjh\Zgby lZd`_ bkihevam_lky gZ-
qZevguc \_dlhj �kf� Jbk �����

 

Jbk� ���� J_`bf h[jZlghc k\yab ih rbnjh\Zgghfm l_dklm� 

mi–1 mi 

Ek 

ci = mi ⊕ Ek(ki–1); mi = Ek(ci–1) ⊕ mi 

ci–1 ci 

Klhcdhklv j_`bfZ CFB jZ\gZ klhcdhklb [ehqgh]h rbnjZ� e_-
`Zs_]h \ _]h hkgh\_ b kljmdlmjZ bkoh^gh]h l_dklZ kdju\Z_lky aZ
kq_l bkihevah\Zgby hi_jZpbb keh`_gby ih fh^mex �� FZgbimeb-
jh\Zgb_ bkoh^guf l_dklhf iml_f m^Ze_gby [ehdh\ ba gZqZeZ beb
dhgpZ rbnjh\Zggh]h l_dklZ klZgh\blky g_\hafh`guf� < j_`bf_

CFB _keb ^\Z [ehdZ rbnjh\Zggh]h l_dklZ b^_glbqgu� lh j_amev-
lZlu bo rbnjh\Zgby gZ ke_^mxs_f rZ]_ lZd`_ [m^ml b^_glbq-
gu� qlh kha^Z_l \hafh`ghklv ml_qdb bgnhjfZpbb h[ bkoh^ghf

l_dkl_�
Kdhjhklv rbnjh\Zgby jZ\gZ kdhjhklb jZ[hlu [ehqgh]h rbnjZ

b ijhklh]h kihkh[Z jZkiZjZee_eb\Zgby ijhp_kkZ rbnjh\Zgby
lZd`_ g_ kms_kl\m_l� Wlhl j_`bf \ lhqghklb khhl\_lkl\m_l

j_`bfm ]Zffbjh\Zgby k h[jZlghc k\yavx Ze]hjblfZ =HKL ������

J_`bf h[jZlghc k\yab ih \uoh^m (OFB� ih^h[_g j_`bfm CFB
aZ bkdexq_gb_f lh]h� qlh \_ebqbgu� kdeZ^u\Z_fu_ ih fh^mex �

k [ehdZfb bkoh^gh]h l_dklZ� ]_g_jbjmxlky g_aZ\bkbfh hl bkoh^-
gh]h beb rbnjh\Zggh]h l_dklZ� >ey gZqZeZ ijhp_kkZ rbnjh\Zgby

lZd`_ bkihevam_lky gZqZevguc \_dlhj� J_`bf OFB h[eZ^Z_l
ij_bfms_kl\hf i_j_^ j_`bfhf CFB \ lhf kfuke_� qlh ex[u_
[blh\u_ hrb[db� \hagbdrb_ \ ijhp_kk_ i_j_^Zqb� g_ \ebyxl gZ

jZkrbnjh\Zgb_ ihke_^mxsbo [ehdh\� H^gZdh� \hafh`gZ ijhklZy
fZgbimeypby bkoh^guf l_dklhf iml_f baf_g_gby rbnjh\Zggh]h

l_dklZ� Kms_kl\m_l fh^bnbdZpby wlh]h j_`bfZ ih^ gZa\Zgb_f
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j_`bf h[jZlghc k\yab ih \uoh^m k g_ebg_cghc nmgdpb_c
(OFBNLF – OFB with a NonLinear Function�� < wlhf kemqZ_ gZ

dZ`^hf rZ]_ f_gy_lky lZd`_ b dexq rbnjh\Zgby�
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Jbk� ���� J_`bf h[jZlghc k\yab ih \uoh^m� 

mi–1 mi 

Ek 

ci = mi ⊕ si; mi = ci ⊕  si; si = Ek(si–1) 

ci–1 ci 

si-1 si 

Ohly \ wlhf kemqZ_ ijhklh]h kihkh[Z jZkiZjZee_eb\Zgby ijh-
p_kkZ rbnjh\Zgby lZd`_ g_ kms_kl\m_l� \j_fy fh`gh kwdhgh-
fblv� \ujZ[hlZ\ dexq_\mx ihke_^h\Zl_evghklv aZjZg__�

< g_dhlhjuo jZkkfhlj_gguo \ur_ j_`bfZo rbnjh\Zgb_ [eh-
dZ aZ\bkbl hl rbnjh\Zgby ij_^u^ms_]h [ehdZ� GZijbf_j� ij_^-
klZ\bf ZiiZjZlgh_ mkljhckl\h rbnjh\Zgby� jZ[hlZxs__ \ j_`b-
f_ &%&� >Z`_ _keb lZf [m^ml ljb fbdjhko_fu� hkms_kl\eyxsb_

rbnjh\Zgb_� lhevdh h^gZ kfh`_l jZ[hlZlv \ ^Zgguc fhf_gl
\j_f_gb� Ke_^mxs_c fbdjhko_f_ ihgZ^h[blky j_amevlZl jZ[hlu

ij_^u^ms_c� J_r_gb_ aZdexqZ_lky \ i_j_f_`_gbb g_kdhevdbo
ihlhdh\ rbnjh\Zgby� <f_klh h^gh]h ihlhdZ \ j_`bf_ &%&

fh`gh bkihevah\Zlv q_luj_� I_j\uc� iyluc b ^Ze__ dZ`^uc

q_l\_jluc [ehdb [m^ml rbnjh\Zlvky gZ h^ghc fbdjhko_f_ k
h^ghc kbgojhihkuedhc� <lhjhc� r_klhc b ^Ze__ dZ`^uc q_l\_j-
luc [ehd [m^ml h[jZ[Zlu\Zlvky \lhjhc fbdjhko_fhc kh \lhjhc
kbgojhihkuedhc b l� ^� LZdbf h[jZahf� gZijbf_j� bf_y ljb
fbdjhko_fu� hkms_kl\eyxsb_ rbnjh\Zgb_ kh kdhjhklvx ��

F[bl�k� fh`gh rbnjh\Zlv ljZnbd \ dZgZe_ kh kdhjhklvx ���

F[bl�k�
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���� Ihlhdh\u_ rbnju

������H[sb_ k\_^_gby h ihlhdh\uo rbnjZo�

Ihlhdh\u_ rbnju ij_^klZ\eyxl kh[hc jZagh\b^ghklv ]Zffb-
jh\Zgby b ij_h[jZamxl hldjuluc l_dkl \ rbnjh\Zgguc ihke_^h-
\Zl_evgh ih � [blm� =_g_jZlhj dexq_\hc ihke_^h\Zl_evghklb,
bgh]^Z gZau\Z_fuc ]_g_jZlhjhf [_]ms_]h dexqZ� \u^Z_l ihke_-
^h\Zl_evghklv [bl k1, k2, …, ki� « WlZ dexq_\Zy ihke_^h\Zl_ev-
ghklv kdeZ^u\Z_lky ih fh^mex � k ihke_^h\Zl_evghklvx [bl
bkoh^gh]h l_dklZ p1, p2, ..., pi� « ^ey ihemq_gby rbnjh\Zggh]h

l_dklZ�

ci = pi ⊕ ki.

GZ ijb_fghc klhjhg_ rbnjh\Zgguc l_dkl kdeZ^u\Z_lky ih fh^m-
ex � k b^_glbqghc dexq_\hc ihke_^h\Zl_evghklvx ^ey ihemq_-
gby bkoh^gh]h l_dklZ�

ci ⊕ ki = pi ⊕ ki ⊕ ki = pi.

Klhcdhklv kbkl_fu p_ebdhf aZ\bkbl hl \gmlj_gg_c kljmdlmju
]_g_jZlhjZ dexq_\hc ihke_^h\Zl_evghklb� ?keb ]_g_jZlhj \u^Z_l

ihke_^h\Zl_evghklv k g_[hevrbf i_jbh^hf� lh klhcdhklv kbkl_-
fu [m^_l g_\_ebdZ� GZijhlb\� _keb ]_g_jZlhj [m^_l \u^Z\Zlv

[_kdhg_qgmx ihke_^h\Zl_evghklv bklbggh kemqZcguo �g_ ik_\^h-
kemqZcguo�� [bl� lh fu ihemqbf h^ghjZah\uc [ehdghl k b^_Zev-
ghc klhcdhklvx�

J_ZevgZy klhcdhklv ihlhdh\uo rbnjh\ e_`bl ]^_�lh ihkj_^b-
g_ f_`^m klhcdhklvx ijhklhc fhghZenZ\blghc ih^klZgh\db b

h^ghjZah\h]h [ehdghlZ� =_g_jZlhj dexq_\hc ihke_^h\Zl_evghklb
\u^Z_l ihlhd [blh\� dhlhjuc \u]ey^bl kemqZcguf� gh \ ^_ckl\b-
l_evghklb y\ey_lky ^_l_jfbgbjh\Zgguf b fh`_l [ulv \ lhqghklb

\hkijhba\_^_g gZ ijb_fghc klhjhg_� Q_f [hevr_ ]_g_jbjm_fuc
ihlhd ihoh` gZ kemqZcguc� l_f [hevr_ mkbebc ihlj_[m_lky hl

djbilhZgZeblbdZ ^ey \aehfZ rbnjZ�
H^gZdh� _keb dZ`^uc jZa ijb \dexq_gbb ]_g_jZlhj [m^_l \u-

^Z\Zlv h^gm b lm `_ ihke_^h\Zl_evghklv� lh \aehf djbilhkbkl_fu

[m^_l ljb\bZevghc aZ^Zq_c� I_j_o\Zlb\ ^\Z rbnjh\Zgguo l_dklZ�
aehmfure_ggbd fh`_l keh`blv bo ih fh^mex � b ihemqblv ^\Z

bkoh^guo l_dklZ� keh`_gguo lZd`_ ih fh^mex �� LZdmx kbkl_fm
jZkdjulv hq_gv ijhklh� ?keb `_ \ jmdZo ijhlb\gbdZ hdZ`_lky
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iZjZ bkoh^guc l_dkl � rbnjh\Zgguc l_dkl� aZ^ZqZ \hh[s_ klZgh-
\blky ljb\bZevghc�

Ih wlhc ijbqbg_ \k_ ihlhdh\u_ rbnju ij_^mkfZljb\Zxl bk-
ihevah\Zgb_ dexqZ� <uoh^ ]_g_jZlhjZ dexq_\hc ihke_^h\Zl_ev-
ghklb aZ\bkbl hl wlh]h dexqZ� < wlhf kemqZ_ ijhklhc djbilhZgZ-
eba [m^_l g_\hafh`_g�

Ihlhdh\u_ rbnju gZb[he__ ijb]h^gu ^ey rbnjh\Zgby g_-
ij_ju\guo ihlhdh\ ^Zgguo� gZijbf_j� \ k_lyo i_j_^Zqb ^Zgguo�

Kljmdlmjm ]_g_jZlhjZ dexq_\hc ihke_^h\Zl_evghklb fh`gh

ij_^klZ\blv \ \b^_ dhg_qgh]h Z\lhfZlZ k iZfylvx� khklhys_]h ba
lj_o [ehdh\� [ehdZ iZfylb� ojZgys_]h bgnhjfZpbx h khklhygbb
]_g_jZlhjZ� \uoh^ghc nmgdpbb� ]_g_jbjmxs_c [bl dexq_\hc

ihke_^h\Zl_evghklb \ aZ\bkbfhklb hl khklhygby� b nmgdpbb
i_j_oh^h\� aZ^Zxs_c gh\h_ khklhygb_� \ dhlhjh_ i_j_c^_l ]_g_-
jZlhj gZ ke_^mxs_f rZ]_�

������ KZfhkbgojhgbabjmxsb_ky rbnju

< ���� ]h^m \ KR: [ueZ aZiZl_glh\ZgZ [Zah\Zy b^_y lZd gZ-
au\Z_fuo kZfhkbgojhgbabjmxsboky ihlhdh\uo rbnjh\ �beb
rbnjh\Zgby k Z\lhdexqhf – CipherText Auto .H\ �&7$.��� HgZ
aZdexqZ_lky \ lhf� qlh \gmlj_gg__ khklhygb_ ]_g_jZlhjZ y\ey_lky
nmgdpb_c nbdkbjh\Zggh]h qbkeZ ij_^r_kl\mxsbo [blh\ rbn-
jh\Zggh]h l_dklZ� Ihkdhevdm \gmlj_gg__ khklhygb_ aZ\bkbl
lhevdh hl n [bl rbnjh\Zggh]h l_dklZ� ]_g_jZlhj gZ ijb_fghc
klhjhg_ \hc^_l \ kbgojhgbaf k i_j_^Zxs_c klhjhghc ihke_

ihemq_gby n [bl�
J_ZebaZpby wlh]h ih^oh^Z \u]ey^bl ke_^mxsbf h[jZahf� DZ-

`^h_ khh[s_gb_ ij_^\Zjy_lky kemqZcguf aZ]heh\dhf ^ebghc n
[bl� Wlhl aZ]heh\hd rbnjm_lky b i_j_^Z_lky \ ebgbx� GZ ijb_f-
ghc klhjhg_ aZ]heh\hd jZkrbnjh\u\Z_lky� J_amevlZl jZkrbnjh-
\Zgby [m^_l g_\_jguf� gh ihke_ h[jZ[hldb n [bl aZ]heh\dZ h[Z
]_g_jZlhjZ [m^ml kbgojhgbabjh\Zgu�

G_^hklZldhf kbkl_fu y\ey_lky jZkijhkljZg_gb_ hrb[hd� Ijb
bkdZ`_gbb h^gh]h [blZ ]_g_jZlhj gZ ijb_fghc klhjhg_ \u^Zkl n
g_\_jguo [bl dexq_\hc ihke_^h\Zl_evghklb� ihdZ hrb[hqguc

[bl g_ [m^_l \ulhedgml ba iZfylb� qlh ijb\_^_l d hrb[hqghfm
jZkrbnjh\Zgbx n [bl bkoh^gh]h l_dklZ�

Djhf_ lh]h� kZfhkbgojhgbabjmxsb_ky rbnju mya\bfu ^ey
ZlZd lbiZ �\hkijhba\_^_gb_�� Aehmfure_ggbd aZibku\Z_l g_dh-



48

lhjh_ dhebq_kl\h [bl rbnjh\Zggh]h l_dklZ� AZl_f� iha^g__� hg
ih^f_gy_l [blu ljZnbdZ aZibkZggufb ± �\hkijhba\h^bl� bo�

Ihke_ g_dhlhjh]h dhebq_kl\Z �fmkhjZ�� ihdZ ijb_fgZy klhjhgZ
g_ kbgojhgbabjm_lky� klZjuc rbnjh\Zgguc l_dkl [m^_l jZkrbn-
jh\u\Zlvky ghjfZevgh� M ijb_fghc klhjhgu g_l gbdZdbo kj_^kl\
hij_^_e_gby lh]h� qlh ijbgbfZ_fu_ ^Zggu_ g_ y\eyxlky Zdlm-
Zevgufb�

KZfhkbgojhgbabjmxsb_ky ihlhdh\u_ rbnju fh]ml [ulv j_Z-
ebah\Zgu \ \b^_ [ehqguo rbnjh\� bkihevam_fuo \ j_`bf_

h[jZlghc k\yab ih rbnjh\Zgghfm l_dklm �kf� ����� Ijb wlhf aZ
h^bg jZa fh`_l rbnjh\Zlvky ijhba\hevgh_ qbkeh [bl� f_gvr__
eb[h jZ\gh_ ^ebg_ [ehdZ� Ijhbeexkljbjm_f wlh gZ ijbf_j_

rbnjh\Zgby ih h^ghfm [Zclm aZ pbde�
;ehqguc rbnj jZ[hlZ_l gZ^ hq_j_^vx jZaf_jhf� jZ\guf ^eb-

g_ [ehdZ� I_j\hgZqZevgh hq_j_^v aZihegy_lky kbgojhihkuedhc�
AZl_f hq_j_^v rbnjm_lky b e_\u_ � [bl kdeZ^u\Zxlky k i_j\ufb

� [blZfb bkoh^gh]h l_dklZ� Ihemq_ggu_ � [bl rbnjh\Zggh]h
l_dklZ i_j_^Zxlky \ ebgbx� hq_j_^v k^\b]Z_lky \e_\h gZ � [bl�
e_\u_ [blu hl[jZku\Zxlky� Z ijZ\u_ aZihegyxlky � [blZfb

rbnjh\Zggh]h l_dklZ� i_j_^Zggufb \ ebgbx� >Ze__ ijhp_^mjZ
ih\lhjy_lky� Qbkeh � \aylh lhevdh ^ey ijbf_jZ� AZ h^bg pbde

jZ[hlu [ehqgh]h Ze]hjblfZ fh`_l rbnjh\Zlvky b � [bl� ohly wlh
[m^_l g_ kebrdhf wnn_dlb\gh k lhqdb aj_gby kdhjhklb jZ[hlu
ko_fu� < j_`bf_ &)% kbgojhihkuedZ ^he`gZ [ulv mgbdZevgZ

^ey dZ`^h]h khh[s_gby \ l_q_gb_ kjhdZ ^_ckl\by dexqZ� ?keb
wlh [m^_l g_ lZd� aehmfure_ggbd kfh`_l \hkklZgh\blv bkoh^guc

l_dkl�
< kemqZ_ \hagbdgh\_gby hrb[db \ rbnjh\Zgghf l_dkl_ gZ

ijb_fghc klhjhg_ \ h[s_f kemqZ_ \hagbdgml hrb[db ijb jZk-
rbnjh\Zgbb l_dms_]h b ihke_^mxsbo m/n [ehdh\� ]^_ m –
jZaf_j [ehdZ� n ± qbkeh [bl� rbnjm_fuo aZ � pbde� l�_� ihdZ

hrb[hqguc [bl rbnjh\Zggh]h l_dklZ g_ [m^_l \ul_kg_g ba
iZfylb�

������ Kbgojhggu_ rbnju

< wlhf kemqZ_ \uoh^gu_ agZq_gby ]_g_jZlhjZ g_ aZ\bkyl hl
bkoh^gh]h beb rbnjh\Zggh]h l_dklh\� LZdb_ ihlhdh\u_ rbnju

ghkyl gZa\Zgb_ kbgojhgguo.
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Hkgh\gZy keh`ghklv \ ^Zgghf ih^oh^_ aZdexqZ_lky \ g_h[oh-
^bfhklb kbgojhgbaZpbb ]_g_jZlhjh\ dexqZ gZ i_j_^Zxs_c b

ijb_fghc klhjhgZo� ?keb \ ijhp_kk_ i_j_^Zqb ijhbahreh \uiZ-
^_gb_ beb \klZ\dZ ohly [u h^gh]h [blZ� lh \ky ihke_^h\Zl_ev-
ghklv [blh\ rbnjh\Zggh]h l_dklZ ihke_ hrb[hqgh]h [blZ g_
kfh`_l [ulv jZkrbnjh\ZgZ� ?keb lZdh_ ijhbahc^_l� klhjhgu
^he`gu ijh\_klb ih\lhjgmx kbgojhgbaZpbx� Ijb wlhf kbgojh-
gbaZpby ^he`gZ [ulv ijh\_^_gZ lZd� qlh[u gbdZdhc hlj_ahd
dexq_\hc ihke_^h\Zl_evghklb g_ ih\lhjbeky� lZd qlh hq_\b^gh_

j_r_gb_ \ha\jZlblvky d g_dhlhjhfm ij_^u^ms_fm khklhygbx
]_g_jZlhjZ g_ ih^oh^bl�

Iheh`bl_evguf k\hckl\hf kbgojhgguo ihlhdh\uo rbnjh\

y\ey_lky hlkmlkl\b_ wnn_dlZ jZkijhkljZg_gby hrb[hd� H^bg
bkdZ`_gguc [bl ijb i_j_^Zq_ ijb\_^_l d bkdZ`_gbx lhevdh

h^gh]h [blZ l_dklZ ijb jZkrbnjh\Zgbb�
Kbgojhggu_ rbnju lZd`_ aZsbsZxl hl \klZ\hd b \u[jZku-

\Zgbc hlj_adh\ rbnjh\Zggh]h l_dklZ ba ihlhdZ� LZdb_ hi_jZpbb
ijb\_^ml d gZjmr_gbx kbgojhgbaZpbb� qlh [m^_l kjZam `_ h[gZ-
jm`_gh gZ ijb_fghc klhjhg_�

H^gZdh� lZdb_ rbnju mya\bfu d baf_g_gbx hl^_evguo [bl�
?keb aehmfure_ggbd agZ_l bkoh^guc l_dkl� lh hg kfh`_l baf_-
gylv [blu \ ihlhd_ rbnjh\Zggh]h l_dklZ lZdbf h[jZahf� qlh hg
[m^_l jZkrbnjh\u\Zlvky lZd� dZd g_h[oh^bfh aehmfure_ggbdm�

Kbgojhgguc ihlhdh\uc rbnj fh`_l [ulv j_Zebah\Zg \ \b^_

[ehqgh]h rbnjZ� jZ[hlZxs_]h \ j_`bf_ h[jZlghc k\yab ih
\uoh^m �kf� ����� Ih^h[gh hibkZgghfm \ i� ����� ijbf_jm� j_`bf

2)% fh`_l [ulv j_Zebah\Zg k ex[uf jZaf_jhf h[jZlghc k\yab�
f_gvrbf jZaf_jZ [ehdZ� H^gZdh� ^Zgguc kihkh[ g_ j_dhf_g^m_l-
ky� lZd dZd ijb wlhf kgb`Z_lky i_jbh^ ]_g_jZlhjZ ^h ijbf_jgh

2m/2
� Ijb ^ebg_ [ehdZ �� wlh [m^_l hdheh �

32
� q_]h y\gh g_^hklZ-

lhqgh�

< wlhf kemqZ_ \uoh^gZy nmgdpby hq_gv qZklh \u[bjZ_lky ijh-
klhc� gZijbf_j� kmffhc ih fh^mex � g_kdhevdbo [bl khklhygby
beb \hh[s_ h^gbf [blhf khklhygby� Djbilh]jZnbq_kdZy klhc-
dhklv h[_ki_qb\Z_lky nmgdpb_c i_j_oh^Z d ke_^mxs_fm khklhy-
gbx� dhlhjZy aZ\bkbl hl dexqZ� Bgh]^Z ^Zgguc j_`bf gZau\Zxl

j_`bfhf k \gmlj_gg_c h[jZlghc k\yavx� ihkdhevdm h[jZlgZy
k\yav y\ey_lky \gmlj_gg_c ih hlghr_gbx d Ze]hjblfm ]_g_jZpbb
dexq_\hc ihke_^h\Zl_evghklb�
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<ZjbZglhf wlh]h j_`bfZ y\ey_lky ko_fZ� dh]^Z dexq aZ^Z_l
gZqZevgh_ khklhygb_ ]_g_jZlhjZ� ihke_ q_]h ihke_^gbc jZ[hlZ_l

[_a ^Zevg_cr_]h \f_rZl_evkl\Z�
?s_ h^gbf kihkh[hf ihkljh_gby ihlhdh\h]h rbnjZ y\ey_lky

bkihevah\Zgb_ kq_lqbdZ \ dZq_kl\_ \oh^gh]h agZq_gby ^ey [ehq-
gh]h rbnjZ� Ihke_ dZ`^h]h pbdeZ rbnjh\Zgby [ehdZ agZq_gb_
kq_lqbdZ m\_ebqb\Z_lky� qZs_ \k_]h gZ _^bgbpm� K\hckl\Z ^Zggh-
]h j_`bfZ \ hlghr_gbb jZkijhkljZg_gby hrb[hd b kbgojhgbaZ-
pbb [m^ml lZdbfb `_� dZd b ^ey j_`bfZ 2)%� < dZq_kl\_ kq_lqbdZ

fh`_l [ulv bkihevah\Zg ex[hc ]_g_jZlhj ik_\^hkemqZcguo
qbk_e� \g_ aZ\bkbfhklb hl _]h djbilh]jZnbq_kdhc klhcdhklb�

Ijb bkihevah\Zgbb ihlhdh\h]h rbnjZ \ j_`bf_ kq_lqbdZ \u-
[bjZ_lky ijhklZy nmgdpby i_j_oh^Z b keh`gZy� aZ\bkysZy hl
dexqZ nmgdpby \uoh^Z� Nmgdpby i_j_oh^Z fh`_l [ulv ijhkluf

kq_lqbdhf� m\_ebqb\Zxsbfky gZ _^bgbpm gZ dZ`^hf lZdl_�

������Ijbf_ju ihlhdh\uo rbnjh\

2.6.4.1. RC4

5&� ij_^klZ\ey_l kh[hc ihlhdh\uc rbnj k i_j_f_gghc ^eb-
ghc dexqZ� jZajZ[hlZgguc \ ���� ]� Jhghf Jb\_klhf ^ey dhfiZ-
gbb 56$ Data Security, ,QF� < l_q_gb_ � e_l wlhl rbnj ebp_gab-
jh\Zeky dhfiZgb_c lhevdh gZ mkeh\byo g_jZa]eZr_gby� H^gZdh� \

���� ]� hg [ue Zghgbfgh him[ebdh\Zg \ Bgl_jg_l_ b k l_o ihj
klZe ^hklmi_g ^ey g_aZ\bkbfh]h ZgZebaZ�

Hibku\Z_lky rbnj hq_gv ijhklh� :e]hjblf jZ[hlZ_l \ j_`b-
f_ 2)%� Dexq_\Zy ihke_^h\Zl_evghklv g_ aZ\bkbl hl bkoh^gh]h
l_dklZ� KljmdlmjZ Ze]hjblfZ \dexqZ_l [ehd aZf_gu jZaf_jgh-
klvx � × 8: S0, …, S255� ;ehd aZf_gu ij_^klZ\ey_l kh[hc aZ\bkb-
fmx hl dexqZ i_j_f_gghc ^ebgu i_j_klZgh\dm qbk_e �� ���� ����
Bf__lky ^\Z kq_lqbdZ i b j� i_j\hgZqZevgh jZ\gu_ �� >ey ]_g_jb-
jh\Zgby ik_\^hkemqZcgh]h [ZclZ \uihegyxlky ke_^mxsb_ ^_ckl-
\by�

i = (i + 1) mod 256
j = (j + Si) mod 256
i_j_klZ\blv Si b Sj

t = (Si + Sj) mod 256
k = St.
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AZl_f [Zcl k kdeZ^u\Z_lky ih fh^mex � k [Zclhf bkoh^gh]h
l_dklZ ^ey ihemq_gby rbnjh\Zggh]h�

BgbpbZebaZpby [ehdZ aZf_gu lZd`_ ijhklZ� <gZqZe_ hg aZ-
ihegy_lky ebg_cgh� S0 = 0, S1 = 1, ..., S255 ���� AZl_f aZihegy_lky

_s_ h^bg ����[Zclguc fZkkb\ dexqhf� ijb wlhf dexq fh`_l
ih\lhjylvky g_h[oh^bfh_ qbkeh jZa ^ey aZiheg_gby \k_]h fZkkb-
\Z� k0, ..., k255� Kq_lqbd j mklZgZ\eb\Z_lky \ �� Ihke_ q_]h ijhba\h-
^ylky ke_^mxsb_ ^_ckl\by�

for i = 0 to 255
j = (j + ki + Si) mod 256
i_j_klZ\blv Si b Sj.

Rbnjh\Zgb_ ih wlhfm Ze]hjblfm ijbf_jgh \ �� jZa [uklj__�

q_f rbnjh\Zgb_ '(6 ijb ijh]jZffghc j_ZebaZpbb�
<hafh`gh h[h[s_gb_ Ze]hjblfZ gZ [hevrb_ ^ebgm keh\Z b

jZaf_j [ehdZ aZf_gu� LZd� fh`gh ihkljhblv rbnj k [hdhf aZf_-
gu jZaf_jghklvx �� × �� �ihlj_[m_lky ��� .[Zcl iZfylb� b
^ebghc keh\Z �� [bl� WlZi bgbpbZebaZpbb [m^_l agZqbl_evgh

f_^e_gg__� g_h[oh^bf pbde ^h ������ _keb fu ohlbf \ lhqghklb
ke_^h\Zlv dhgkljmdpbb� gh ihemqb\rbcky \ j_amevlZl_ Ze]hjblf

[m^_l [he__ [ukljuf�

2.6.4.2. SEAL

SEAL (Software Encryption $/JRULWKP� ij_^klZ\ey_l kh[hc

ijbkihkh[e_gguc ^ey ijh]jZffghc j_ZebaZpbb ihlhdh\uc
rbnj� jZajZ[hlZgguc Nbehf Jh]w\w_f b >hghf Dhii_jkfblhf

ba dhfiZgbb ,%0� :e]hjblf hilbfbabjh\Zg ^ey ���jZajy^guo
ijhp_kkhjh\� >ey wnn_dlb\ghc jZ[hlu _fm lj_[mxlky � ���
jZajy^guo j_]bkljh\ b dwr h[t_fhf g_kdhevdh dbeh[Zcl�

H^gbf ba aZf_qZl_evguo k\hckl\ wlh]h rbnjZ y\ey_lky lh� qlh
hg g_ y\ey_lky ihlhdh\uf rbnjhf \ ljZ^bpbhgghf kfuke_� Z

ij_^klZ\ey_l kh[hc k_f_ckl\h ik_\^hkemqZcguo nmgdpbc� ����
[blh\uc dexq k b ���[blh\h_ agZq_gb_ n �bg^_dk� rbnj ij_h[jZ-
am_l \ L�[blh\mx kljhdm k(n). L fh`_l ijbgbfZlv ex[h_ agZq_-
gb_� f_gvr__ �� dbeh[Zcl� LZdhc rbnj fu [m^_f h[hagZqZlv
SEAL(k, n, L�� Ij_^iheZ]Z_lky� qlh _keb k \u[bjZ_lky kemqZcgh�

lh k(n� [m^_l \uqbkebl_evgh g_hlebqbfZ hl kemqZcghc L�[blh\hc
nmgdpbb hl n.
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GZ ijZdlbd_ wlh ^Z_l _s_ h^gh ij_bfms_kl\h� ;hevrbgkl\h
rbnjh\ ]_g_jbjm_l [blh\u_ ihke_^h\Zl_evghklb \ h^ghf gZ-
ijZ\e_gbb� AgZy dexq k b ihabpbx i� hij_^_eblv agZq_gb_ i�]h
[blZ dexq_\hc ihke_^h\Zl_evghklb fh`gh lhevdh \uqbkeb\ \k_

[blu ^h i�]h h^bg aZ ^jm]bf� < kemqZ_ k_f_ckl\Z ik_\^hkemqZc-
guo nmgdpbc fu ihemqZ_f ijhklhc ^hklmi d ex[hfm we_f_glm
dexq_\hc ihke_^h\Zl_evghklb� Wlh hdZau\Z_lky \_kvfZ ihe_a-
guf�

Ij_^iheh`bf� qlh g_h[oh^bfh aZrbnjh\Zlv kh^_j`bfh_ `_-
kldh]h ^bkdZ dhfivxl_jZ ih ����[Zclguf k_dlhjZf� Lh]^Z k_dlhj
k ghf_jhf n [m^_l rbnjh\Zlvky k ihfhsvx dexq_\hc ihke_^h\Z-
l_evghklb k(n�� Ijb wlhf e_]dh fh`_l [ulv h[_ki_q_g ^hklmi d

ijhba\hevghfm k_dlhjm ^bkdZ�
>Zgguc rbnj lZd`_ h[e_]qZ_l ijh[e_fm kbgojhgbaZpbb�

k\hckl\_ggmx ljZ^bpbhgguf ihlhdh\uf rbnjZf� Khh[s_gb_ k
ghf_jhf n [m^_l rbnjh\Zlvky k dexq_\hc ihke_^h\Zl_evghklvx

k(n�� b n [m^_l i_j_^Z\Zlvky \f_kl_ k khh[s_gb_f� IhemqZl_ex g_
gm`gh [m^_l ojZgblv khklhygb_ ]_g_jZlhjZ dexq_\hc ihke_^h\Z-
l_evghklb b [_kihdhblvky h ihl_jygguo khh[s_gbyo b bo \eby-
gbb gZ ijhp_kk jZkrbnjh\Zgby�

:e]hjblf 6($/ ij_^mkfZljb\Z_l bkihevah\Zgb_ lj_o aZ\bky-
sbo hl dexqZ lZ[ebp� R, S� b T� Wlb lZ[ebpu aZihegyxlky gZ
ij_^\Zjbl_evghf wlZi_ ijb ihfhsb Ze]hjblfZ� hkgh\Zggh]h gZ
6+$ �kf� ������� b aZ\bkyl lhevdh hl dexqZ�

AZiheg_gb_ lZ[ebp fh`gh hibkZlv k ihfhsvx nmgdpbb Ga(i),
dhlhjZy ij_^klZ\ey_l kh[hc nmgdpbx k`Zlby ba Ze]hjblfZ 6+$�

a ± ����[blgh_ agZq_gb_� i ± ���[blguc bg^_dk� AgZq_gb_ a bk-
ihevam_lky ^ey bgbpbZebaZpbb \gmlj_ggbo j_]bkljh\ $� %� &� '�
b ( \ Ze]hjblf_ 6+$� Z ����[blguc [ehd ^ey h[jZ[hldb ij_^-
klZ\ey_l kh[hc kljhdm i||0480

� <uoh^gh_ agZq_gb_ nmgdpbb G
lZd`_ bf__l ^ebgm ��� [bl�

Ihkljhbf l_i_jv nmgdpbx = k \uoh^guf agZq_gb_f ^ebghc

�� [blZ� i_j_bg^_dkbjh\Z\ nmgdpbx G: =a(i) = i
iH 5mod � ]^_ ^ey j =

i/5 ).(|||||||| 45
4

35
3

25
2

15
1

5
0 jGHHHHH a

jjjjj =++++ L_i_jv hij_^_-

ebf�

T[i] = =a(i), 0 ≤ i < 512,
S[j] = =a(0x1000 + j), 0 ≤ j < 256,
R[k] = =a(0x2000 + k), 0 ≤ k < 256.
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Kh[kl\_ggh Ze]hjblf ]_g_jZpbb dexq_\hc ihke_^h\Zl_evgh-
klb fh`_l [ulv hibkZg gZ ik_\^hdh^_ ke_^mxsbf h[jZahf�

function SEAL(a; n; L)
y = ∅;
for  l = 0 to ∞ do
Initialize(n; l; A; B; C; D; n1; n2; n3; n4);
for  i = 1 to 64 do

1 P = A & 0x7fc; B = B + T[P/4]; A = A >>> 9; B = B ⊕ A;
2 Q = B & 0x7fc; C = C ⊕ T[Q/4]; B = B >>> 9; C = C + B;
3 P = (P + C) & 0x7fc; D = D + T[P/4]; C = C >>> 9; D = D ⊕
C;
4 Q = (Q + D) & 0x7fc; A = A ⊕ T[Q/4]; D = D >>> 9; A = A +
D;
5 P = (P + A) & 0x7fc; B = B ⊕ T[P/4]; A = A >>> 9;
6 Q = (Q + B) & 0x7fc; C = C + T[Q/4]; B = B >>> 9;
7 P = (P + C) & 0x7fc; D = D ⊕ T[P/4]; C = C >>> 9;
8 Q = (Q + D) & 0x7fc; A = A + T[Q/4]; D = D >>> 9;
9 y = y || B + S[4i – 4] || C + S[4i – 3] || D + S[4i – 2] || A + S[4i
– 1];
10 if  |y| ≥ L then return (y0y1 … yL – 1);
11 if  odd(i) then (A; B; C; D) = (A + n1; B + n2; C ⊕ n1; D ⊕ n2)

else (A; B; C; D) = (A + n3; B + n4; C ⊕ n3; D ⊕ n4);
end;
end;

end.

:e]hjblf bkihevam_l ih^ijh]jZffm bgbpbZebaZpbb� dhlhjZy�
bkihevamy lZ[ebpu R b T� mklZgZ\eb\Z_l gZqZevgu_ agZq_gby

\gmlj_ggbo i_j_f_gguo b j_]bkljh\�
procedure Initialize(n; l; A; B; C; D; n1; n2; n3; n4)

A = n ⊕ R[4l];
B = (n >>> 8) ⊕ R[4l + 1];
C = (n >>> 16) ⊕ R[4l + 2];
D = (n >>> 24) ⊕ R[4l + 3];
for  j = 1 to 2 do

P = A & 0x7fc; B = B + T[P/4]; A = A >>> 9;
P = B & 0x7fc; C = C + T[P/4]; B = B >>> 9;
P = C & 0x7fc; D = D + T[P/4]; C = C >>> 9;
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P = D & 0x7fc; A = A + T[P/4]; D = D >>> 9;
end;
(n1; n2; n3; n4) = (D; B; A; C);
P = A & 0x7fc; B = B + T[P/4]; A = A >>> 9;
P = B & 0x7fc; C = C + T[P/4]; B = B >>> 9;
P = C & 0x7fc; D = D + T[P/4]; C = C >>> 9;
P = D & 0x7fc; A = A + T[P/4]; D = D >>> 9;

end.
LZ[ebpZ T ij_^klZ\ey_l kh[hc [ehd aZf_gu jZaf_jghklvx � ×

��� GZ dZ`^hf rZ]_ � [bl h^gh]h j_]bkljZ �$� %� & beb '� bk-
ihevamxlky dZd mdZaZl_ev \ lZ[ebp_ T� AgZq_gb_� ba\e_q_ggh_ ba
T� kdeZ^u\Z_lky �Zjbnf_lbq_kdb beb ihjyajy^gh ih fh^mex �� kh

ke_^mxsbf j_]bkljhf �\gh\v $� %� & beb '�� AZl_f i_j\uc
j_]bklj pbdebq_kdb k^\b]Z_lky gZ � ihabpbc� GZ g_dhlhjuo

rZ]Zo \lhjhc j_]bklj ^hihegbl_evgh fh^bnbpbjm_lky iml_f
keh`_gby ih fh^mex � kh k^\bgmluf i_j\uf j_]bkljhf� Ihke_ �
rZ]h\ dZ`^uc j_]bklj fZkdbjm_lky keh`_gb_f ih fh^mex � k

g_dhlhjuf agZq_gb_f ba S b \u^Z_lky \ dexq_\mx ihke_^h\Z-
l_evghklv� Bl_jZpby aZ\_jrZ_lky keh`_gb_f j_]bkljh\ $ b & k

aZ\bkbfufb hl n agZq_gbyfb n1, n2, n3, n4� DZdh_ dhgdj_lgh agZq_-
gb_ \u[bjZ_lky� aZ\bkbl hl q_lghklb ghf_jZ bl_jZpbb� LZdbf
h[jZahf� hkgh\gu_ b^_b� e_`Zsb_ \ hkgh\_ wlh]h Ze]hjblfZ�

fh`gh knhjfmebjh\Zlv ke_^mxsbf h[jZahf�
1. Bkihevah\Zgb_ [hevrh]h k_dj_lgh]h aZ\bkys_]h hl dex-

qZ [ehdZ aZf_gu T;
2. I_j_f_`_gb_ hi_jZpbc� g_ dhffmlbjmxsbo ^jm] k ^jm-

]hf �keh`_gb_ b bkdexqZxs__ BEB��

3. Bkihevah\Zgb_ \gmlj_gg_]h khklhygby� y\gh g_ ijhy\-
eyxs_]hky \ ihlhd_ ^Zgguo �agZq_gby ni� bkihevam_fu_ \

dhgp_ bl_jZpbb ^ey fh^bnbdZpbb j_]bkljh\$ b &��
4. Baf_g_gb_ rZ]h\hc nmgdpbb \ aZ\bkbfhklb hl ghf_jZ

rZ]Z b baf_g_gb_ bl_jZpbhgghc nmgdpbb \ aZ\bkbfhklb
hl ghf_jZ bl_jZpbb�

5. Bkihevah\Zgb_ ba\_klguo b hljZ[hlZgguo Ze]hjblfh\

^ey aZiheg_gby lZ[ebp�
Rbnj 6($/ lj_[m_l iylv we_f_glZjguo fZrbgguo hi_jZpbb

\ i_j_kq_l_ gZ h^bg [Zcl l_dklZ ijb rbnjh\Zgbb b jZkrbnjh\Z-
gbb� LZdbf h[jZahf� hg y\ey_lky h^gbf ba kZfuo [ukljuo ijh-
]jZffgh j_Zebam_fuo Ze]hjblfh\�



55

2.6.4.3. WAKE

:e]hjblf :$.( �hl Zg]e� Word Auto Key (QFU\SWLRQ ± rbn-
jh\Zgb_ keh\ k Z\lhdexqhf� [ue ij_^eh`_g >w\b^hf Mbe_jhf�
GZ \uoh^_ fu ihemqZ_f ihke_^h\Zl_evghklv ���[blh\uo keh\�

dhlhju_ fh]ml kem`blv \ dZq_kl\_ ]Zffu rbnjZ� :$.( jZ[hlZ-
_l \ j_`bf_ &)% ± ij_^u^ms__ keh\h rbnjh\Zggh]h l_dklZ
bkihevam_lky ^ey ]_g_jZpbb ke_^mxs_]h keh\Z dexq_\hc ihke_-
^h\Zl_evghklb�

< Ze]hjblf_ bkihevam_lky ki_pbZevguc [ehd aZf_gu S ba ���

���[blguo keh\� Ijb wlhf klZjrb_ [Zclu wlbo keh\ y\eyxlky
i_j_klZgh\dhc qbk_e hl � ^h ���� Z hklZevgu_ ljb feZ^rbo [ZclZ
\u[bjZxlky kemqZcgufb� JZ[hlZ Ze]hjblfZ hibku\Z_lky ke_-
^mxsbf h[jZahf�

<gZqZe_ bgbpbZebabjm_lky [ehd aZf_gu gZ hkgh\_ dexqZ� AZ-
l_f bgbpbZebabjmxlky q_luj_ j_]bkljZ $� %� & b ' gZqZevgufb
agZq_gbyfb� lZd`_ aZ\bkysbfb hl dexqZ �\hafh`gh ^jm]h]h�� a0,
b0, c0, d0� Hq_j_^gh_ keh\h dexq_\hc ihke_^h\Zl_evghklb ihemqZ-
_lky ih nhjfme_�

ki = di.

Ihke_ wlh]h baf_gy_lky agZq_gb_ j_]bkljh\�

ai+1 = M(ai, di),
bi+1 = M(bi, ai+1),
ci+1 = M(ci, bi+1),
di+1 = M(di, ci+1),

]^_

M(x, y) = (x + y) >> 8 ⊕ S(x + y) & 255,

a^_kv � feZ^rbo [bl kmffu x + y bkihevamxlky ^ey \oh^Z \

lZ[ebpm aZf_gu�
Ohly Mbe_j ij_^eh`be kihkh[ ]_g_jZpbb [ehdZ aZf_gu� fh-

`_l [ulv bkihevah\Zg b ^jm]hc Ze]hjblf \u[hjZ i_j_klZgh\db b
kemqZcgh]h aZiheg_gby� >Zgguc rbnj y\ey_lky ^hklZlhqgh

[ukljuf� ohly b g_klhcdbf d ZlZdZf ih \u[jZgghfm bkoh^ghfm
l_dklm�
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�� :KBFF?LJBQGU? DJBILHKBKL?FU

���� H[sb_ iheh`_gby

?s_ h^gbf h[rbjguf deZkkhf djbilh]jZnbq_kdbo kbkl_f y\-
eyxlky lZd gZau\Z_fu_ Zkbff_ljbqgu_ beb ^\modexq_\u_ kbk-
l_fu� Wlb kbkl_fu oZjZdl_jbamxlky l_f� qlh ^ey rbnjh\Zgby b
^ey jZkrbnjh\Zgby bkihevamxlky jZagu_ dexqb� k\yaZggu_
f_`^m kh[hc g_dhlhjhc aZ\bkbfhklvx� Ijb wlhf ^ZggZy aZ\bkb-
fhklv lZdh\Z� qlh mklZgh\blv h^bg dexq� agZy ^jm]hc� k \uqbkeb-
l_evghc lhqdb aj_gby hq_gv ljm^gh� H^bg ba dexq_c �gZijbf_j�

dexq rbnjh\Zgby� fh`_l [ulv k^_eZg h[s_^hklmiguf� b \ wlhf
kemqZ_ ijh[e_fZ ihemq_gby h[s_]h k_dj_lgh]h dexqZ ^ey k\yab
hliZ^Z_l� ?keb k^_eZlv h[s_^hklmiguf dexq jZkrbnjh\Zgby� lh

gZ [Za_ ihemq_gghc kbkl_fu fh`gh ihkljhblv kbkl_fm Zml_glb-
nbdZpbb i_j_^Z\Z_fuo khh[s_gbc� Ihkdhevdm \ [hevrbgkl\_

kemqZ_\ h^bg dexq ba iZju ^_eZ_lky h[s_^hklmiguf� lZdb_
kbkl_fu ihemqbeb lZd`_ gZa\Zgb_ djbilhkbkl_f k hldjuluf

dexqhf�

Bkoh^gh_

khh[s_gb_

�O� 

HlijZ\bl_ev

�:� 
AZrbnj� 
khh[s_gb_ 
Y=f(K 0,X) 

 

RbnjZlhRbnjZlhj >_rbnjZlh>_rbnjZlhj X=f `(K S,f(K 0,X)) 

IhemqZl_ev 

�<� 

AZdjuluc

dexq �DS) 
Hldjulucd

dexq �D0) 

Jbk ���� Ko_fZ Zkbff_ljbqghc djbilhkbkl_fu� 

Djbilhkbkl_fZ k hldjuluf dexqhf hij_^_ey_lky lj_fy Ze]h-
jblfZfb� ]_g_jZpbb dexq_c� rbnjh\Zgby b jZkrbnjh\Zgby�
:e]hjblf ]_g_jZpbb dexq_c hldjul� \kydbc fh`_l ih^Zlv _fm gZ
\oh^ kemqZcgmx kljhdm r gZ^e_`Zs_c ^ebgu b ihemqblv iZjm

dexq_c �k1, k2�� H^bg ba dexq_c �gZijbf_j� k1� im[ebdm_lky� hg
gZau\Z_lky hldjuluf� Z \lhjhc� gZau\Z_fuc k_dj_lguf� ojZgbl-
ky \ lZcg_� :e]hjblfu rbnjh\Zgby

1k
E b jZkrbnjh\Zgby

2kD lZdh\u� qlh ^ey ex[h]h hldjulh]h l_dklZ m mmED kk =))((
12

.
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JZkkfhljbf l_i_jv ]bihl_lbq_kdmx ZlZdm aehmfure_ggbdZ
gZ wlm kbkl_fm� Ijhlb\gbdm ba\_kl_g hldjuluc dexq k1� gh

g_ba\_kl_g khhl\_lkl\mxsbc k_dj_lguc dexq k2� Ijhlb\gbd
i_j_o\Zlbe djbilh]jZffm d b iulZ_lky gZclb khh[s_gb_ m� ]^_

)(
1

mEd k= . Ihkdhevdm Ze]hjblf rbnjh\Zgby hldjul� ijhlb\gbd

fh`_l ijhklh ihke_^h\Zl_evgh i_j_[jZlv \k_ \hafh`gu_ khh[-
s_gby ^ebgu n� \uqbkeblv ^ey dZ`^h]h lZdh]h khh[s_gby mi

djbilh]jZffm )(
1 iki mEd = b kjZ\gblv di k d. Lh khh[s_gb_� ^ey

dhlhjh]h di = d b [m^_l bkdhfuf hldjuluf l_dklhf� ?keb ih\_�

a_l� lh hldjuluc l_dkl [m^_l gZc^_g ^hklZlhqgh [ukljh� < om^-
r_f `_ kemqZ_ i_j_[hj [m^_l \uiheg_g aZ \j_fy ihjy^dZ �

nT(n),
]^_ T(n� ± \j_fy� lj_[m_fh_ ^ey rbnjh\Zgby khh[s_gby ^ebgu i�

?keb khh[s_gby bf_xl ^ebgm ihjy^dZ ���� [blh\� lh lZdhc
i_j_[hj g_hkms_kl\bf gZ ijZdlbd_ gb gZ dZdbo kZfuo fhsguo

dhfivxl_jZo�
Fu jZkkfhlj_eb ebrv h^bg ba \hafh`guo kihkh[h\ ZlZdb gZ

djbilhkbkl_fm b ijhkl_crbc Ze]hjblf ihbkdZ hldjulh]h l_dklZ�
gZau\Z_fuc h[uqgh Ze]hjblfhf ihegh]h i_j_[hjZ� Bkihevam_lky
lZd`_ b ^jm]h_ gZa\Zgb_� ©f_lh^ ]jm[hc kbeuª� >jm]hc ijhkl_c-
rbc Ze]hjblf ihbkdZ hldjulh]h l_dklZ ± m]Z^u\Zgb_� Wlhl hq_-
\b^guc Ze]hjblf lj_[m_l g_[hevrbo \uqbke_gbc� gh kjZ[Zlu\Z-
_l k ij_g_[j_`bfh fZehc \_jhylghklvx �ijb [hevrbo ^ebgZo
l_dklh\�� GZ kZfhf ^_e_ ijhlb\gbd fh`_l iulZlvky ZlZdh\Zlv
djbilhkbkl_fm jZaebqgufb kihkh[Zfb b bkihevah\Zlv jZaebq-
gu_� [he__ bahsj_ggu_ Ze]hjblfu ihbkdZ hldjulh]h l_dklZ�
Djhf_ lh]h� aehmfure_ggbd fh`_l ihiulZlvky \hkklZgh\blv

k_dj_lguc dexq� bkihevamy agZgby �\ h[s_f kemqZ_ g_k_dj_lgu_�
h fZl_fZlbq_kdhc aZ\bkbfhklb f_`^m hldjuluf b k_dj_lguf
dexqZfb� ?kl_kl\_ggh kqblZlv djbilhkbkl_fm klhcdhc� _keb

ex[hc lZdhc Ze]hjblf lj_[m_l ijZdlbq_kdb g_hkms_kl\bfh]h
h[t_fZ \uqbke_gbc beb kjZ[Zlu\Z_l k ij_g_[j_`bfh fZehc

\_jhylghklvx� �Ijb wlhf ijhlb\gbd fh`_l bkihevah\Zlv g_
lhevdh ^_l_jfbgbjh\Zggu_� gh b \_jhylghklgu_ Ze]hjblfu�� Wlh
b _klv l_hj_lbdh�keh`ghklguc ih^oh^ d hij_^_e_gbx klhcdhklb�

>ey _]h j_ZebaZpbb \ hlghr_gbb lh]h beb bgh]h lbiZ djbilh]jZ-
nbq_kdbo kbkl_f g_h[oh^bfh \uihegblv ke_^mxs__�

�� ^Zlv nhjfZevgh_ hij_^_e_gb_ kbkl_fu ^Zggh]h lbiZ�

�� ^Zlv nhjfZevgh_ hij_^_e_gb_ klhcdhklb kbkl_fu�



58

�� ^hdZaZlv klhcdhklv dhgdj_lghc dhgkljmdpbb kbkl_fu ^Zg-
gh]h lbiZ�

A^_kv kjZam `_ \hagbdZ_l jy^ ijh[e_f�

<h�i_j\uo� ^ey ijbf_g_gby l_hj_lbdh�keh`ghklgh]h ih^oh^Z
g_h[oh^bfh� ihkljhblv fZl_fZlbq_kdmx fh^_ev djbilh]jZnbq_-
kdhc kbkl_fu� aZ\bkysmx hl g_dhlhjh]h iZjZf_ljZ� gZau\Z_fh]h

iZjZf_ljhf [_ahiZkghklb� dhlhjuc fh`_l ijbgbfZlv kdhev
m]h^gh [hevrb_ agZq_gby �h[uqgh ^ey ijhklhlu ij_^iheZ]Z_lky�

qlh iZjZf_lj [_ahiZkghklb fh`_l ijh[_]Zlv \_kv gZlmjZevguc
jy^��

<h�\lhjuo� hij_^_e_gb_ klhcdhklb djbilh]jZnbq_kdhc kbkl_-
fu aZ\bkbl hl lhc aZ^Zqb� dhlhjZy klhbl i_j_^ ijhlb\gbdhf� b hl
lh]h� dZdZy bgnhjfZpby h ko_f_ _fm ^hklmigZ� Ihwlhfm klhc-
dhklv kbkl_f ijboh^blky hij_^_eylv b bkke_^h\Zlv hl^_evgh ^ey
dZ`^h]h ij_^iheh`_gby h ijhlb\gbd_�

<�lj_lvbo� g_h[oh^bfh mlhqgblv� dZdhc h[t_f \uqbke_gbc

fh`gh kqblZlv ©ijZdlbq_kdb g_hkms_kl\bfufª� Ba kdZaZggh]h
\ur_ ke_^m_l� qlh wlZ \_ebqbgZ g_ fh`_l [ulv ijhklh dhgklZg-
lhc� hgZ ^he`gZ [ulv ij_^klZ\e_gZ nmgdpb_c hl jZklms_]h
iZjZf_ljZ [_ahiZkghklb� < khhl\_lkl\bb k l_abkhf W^fhg^kZ
Ze]hjblf kqblZ_lky wnn_dlb\guf� _keb \j_fy _]h \uiheg_gby

h]jZgbq_gh g_dhlhjuf ihebghfhf hl ^ebgu \oh^gh]h keh\Z �\
gZr_f kemqZ_ ± hl iZjZf_ljZ [_ahiZkghklb�� < ijhlb\ghf kemqZ_

]h\hjyl� qlh \uqbke_gby ih ^Zgghfm Ze]hjblfm ijZdlbq_kdb
g_hkms_kl\bfu� AZf_lbf lZd`_� qlh kZfb djbilh]jZnbq_kdb_

kbkl_fu ^he`gu [ulv wnn_dlb\gufb� l� _� \k_ \uqbke_gby� ij_^�
ibkZggu_ lhc beb bghc ko_fhc� ^he`gu \uihegylvky aZ ihebgh-
fbZevgh_ \j_fy�

<�q_l\_jluo� g_h[oh^bfh hij_^_eblv� dZdmx \_jhylghklv
fh`gh kqblZlv ij_g_[j_`bfh fZehc� < djbilh]jZnbb ijbgylh

kqblZlv lZdh\hc ex[mx \_jhylghklv� dhlhjZy ^ey ex[h]h iheb-
ghfZ j b ^ey \k_o ^hklZlhqgh [hevrbo n g_ ij_\hkoh^bl ��j(n),
]^_ i ± iZjZf_lj [_ahiZkghklb�

BlZd� ijb gZebqbb \k_o mdZaZgguo \ur_ hij_^_e_gbc� ijh-
[e_fZ h[hkgh\Zgby klhcdhklb djbilh]jZnbq_kdhc kbkl_fu k\_-
eZkv d ^hdZaZl_evkl\m hlkmlkl\by ihebghfbZevgh]h Ze]hjblfZ�
dhlhjuc j_rZ_l aZ^Zqm� klhysmx i_j_^ ijhlb\gbdhf� Gh a^_kv
\hagbdZ_l _s_ h^gh b \_kvfZ k_jv_agh_ ij_iylkl\b_� kh\j_f_ggh_

khklhygb_ l_hjbb keh`ghklb \uqbke_gbc g_ iha\hey_l ^hdZau-
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\Zlv k\_joihebghfbZevgu_ gb`gb_ hp_gdb keh`ghklb ^ey dhg-
dj_lguo aZ^Zq jZkkfZljb\Z_fh]h deZkkZ� Ba wlh]h ke_^m_l� qlh gZ

^Zgguc fhf_gl klhcdhklv djbilh]jZnbq_kdbo kbkl_f fh`_l [ulv
mklZgh\e_gZ ebrv k ijb\e_q_gb_f dZdbo�eb[h g_^hdZaZgguo

ij_^iheh`_gbc� Ihwlhfm hkgh\gh_ gZijZ\e_gb_ bkke_^h\Zgbc
khklhbl \ ihbkd_ gZb[he__ keZ[uo ^hklZlhqguo mkeh\bc �\ b^_Ze_
± g_h[oh^bfuo b ^hklZlhqguo� ^ey kms_kl\h\Zgby klhcdbo

kbkl_f dZ`^h]h ba lbih\�
< hkgh\ghf� jZkkfZljb\Zxlky ij_^iheh`_gby ^\mo lbih\ ±

h[sb_ �beb l_hj_lbdh�keh`ghklgu_� b l_hj_lbdh�qbkeh\u_� l� _�
ij_^iheh`_gby h keh`ghklb dhgdj_lguo l_hj_lbdh�qbkeh\uo
aZ^Zq� <k_ wlb ij_^iheh`_gby \ ebl_jZlmj_ h[uqgh gZau\Zxlky

djbilh]jZnbq_kdbfb�
JZkkfhljbf h^gh ba lZdbo ij_^iheh`_gbc�

H[hagZqbf q_j_a Σ fgh`_kl\h \k_o dhg_qguo ^\hbqguo keh\�

Z q_j_a Σn ± fgh`_kl\h \k_o ^\hbqguo keh\ ^ebgu n� Ih^�
fgh`_kl\Z L ∈ Σ \ l_hjbb keh`ghklb ijbgylh gZau\Zlv yaudZfb�

=h\hjyl� qlh fZrbgZ Lvxjbg]Z F jZ[hlZ_l aZ ihebghfbZevgh_
\j_fy �beb ijhklh� qlh hgZ ihebghfbZevgZ�� _keb kms_kl\m_l
ihebghf j lZdhc� qlh gZ ex[hf \oh^ghf keh\_ ^ebgu i fZrbgZ

F hklZgZ\eb\Z_lky ihke_ \uiheg_gby g_ [he__� q_f j(i� hi_jZ-
pbc� FZrbgZ Lvxjbg]ZF jZkihagZ_l �^jm]hc l_jfbg ± ijbgbfZ-
_l� yaud L� _keb gZ \kydhf \oh^ghf keh\_ x ∈ L fZrbgZ F hklZ�

gZ\eb\Z_lky \ ijbgbfZxs_f khklhygbb� Z gZ \kydhf keh\_ o ∉ L –
\ hl\_j]Zxs_f� DeZkk J ± wlh deZkk \k_o yaudh\� jZkihagZ\Z_fuo

fZrbgZfb Lvxjbg]Z� jZ[hlZxsbfb aZ ihebghfbZevgh_ \j_fy�

Nmgdpby f: Σ → Σ \uqbkebfZ aZ ihebghfbZevgh_ \j_fy� _keb
kms_kl\m_l ihebghfbZevgZy fZrbgZ Lvxjbg]Z lZdZy� qlh _keb gZ

\oh^ _c ih^Zgh keh\h x ∈ Σ� lh \ fhf_gl hklZgh\Z gZ e_gl_ [m^_l
aZibkZgh agZq_gb_ f(x). Yaud L ijbgZ^e_`bl deZkkm NP� _keb
kms_kl\mxl ij_^bdZl J(o�m): Σ×Σ → ^���`� \uqbkebfuc aZ iheb�

ghfbZevgh_ \j_fy� b ihebghf j lZdb_� qlh L = { x| ∃ y P(x,y)& |y| ≤
j(|x_�`� Lh _klv yaud L ijbgZ^e_`bl NP� _keb ^ey \kydh]h keh\Z ba
L ^ebgu i fh`gh m]Z^Zlv g_dhlhjmx kljhdm ihebghfbZevghc hl i

^ebgu b aZl_f k ihfhsvx ij_^bdZlZ J m[_^blvky \ ijZ\bevghklb

^h]Z^db� Ykgh� qlh J ⊆ NP� Y\ey_lky eb wlh \dexq_gb_ kljh]bf ±

h^gZ ba kZfuo ba\_klguo g_j_r_gguo aZ^Zq fZl_fZlbdb� ;hev-
rbgkl\h ki_pbZebklh\ kqblZxl� qlh hgh kljh]h_ �lZd gZau\Z_fZy



60

]bihl_aZ P ≠ NP�� < deZkk_ NP \u^_e_g ih^deZkk fZdkbfZevgh
keh`guo yaudh\� gZau\Z_fuo NP�ihegufb� ex[hc NP�iheguc
yaud jZkihagZ\Z_f aZ ihebghfbZevgh_ \j_fy lh]^Z b lhevdh
lh]^Z� dh]^Z P = NP.

GZf _s_ ihlj_[m_lky ihgylb_ \_jhylghklghc fZrbgu Lvx-
jbg]Z� < h[uqguo fZrbgZo Lvxjbg]Z �bo gZau\Zxl ^_l_jfbgb-
jh\Zggufb� gh\h_ khklhygb_� \ dhlhjh_ fZrbgZ i_j_oh^bl gZ

hq_j_^ghf rZ]_� iheghklvx hij_^_ey_lky l_dmsbf khklhygb_f b
l_f kbf\hehf� dhlhjuc h[haj_\Z_l ]heh\dZ gZ e_gl_� < \_jhylgh-
klguo fZrbgZo gh\h_ khklhygb_ fh`_l aZ\bk_lv _s_ b hl kem-
qZcghc \_ebqbgu� dhlhjZy ijbgbfZ_l agZq_gby � b � k \_jhylgh-
klvx ��� dZ`^h_� Fh`gh kqblZlv� qlh \_jhylghklgZy fZrbgZ

Lvxjbg]Z bf__l ^hihegbl_evgmx kemqZcgmx e_glm� gZ dhlhjhc
aZibkZgZ [_kdhg_qgZy ^\hbqgZy kemqZcgZy kljhdZ� KemqZcgZy

e_glZ fh`_l qblZlvky lhevdh \ h^ghf gZijZ\e_gbb b i_j_oh^ \
gh\h_ khklhygb_ fh`_l aZ\bk_lv hl kbf\heZ� h[haj_\Z_fh]h gZ
wlhc e_gl_�

JZkkfhljbf l_i_jv ke_^mxsbc _kl_kl\_gguc \hijhk� g_ y\ey-
_lky eb ]bihl_aZ P ≠ NP g_h[oh^bfuf b ^hklZlhqguf mkeh\b_f
^ey kms_kl\h\Zgby klhcdbo djbilh]jZnbq_kdbo ko_f"

< kZfhf ^_e_� g_h[oh^bfhklv \h fgh]bo kemqZyo ihqlb hq_-
\b^gZ� <_jg_fky d jZkkfhlj_gghfm \ur_ ijbf_jm� Hij_^_ebf
ke_^mxsbc yaud�

L = {(k1,d,i)| ∃ khh[s_gb_ l: )(
1

mEd k= b mi = 1}.

Ykgh� qlh L ∈ NP� fh`gh ijhklh m]Z^Zlv hldjuluc l_dkl l b

ijh\_jblv aZ ihebghfbZevgh_ \j_fy� qlh )(
1

mEd k= b i�c [bl l

jZ\_g �� ?keb ^Z� lh \oh^gh_ keh\h �k1,d,i� ijbgbfZ_lky� \ ijhlb\-
ghf kemqZ_ ± hl\_j]Z_lky�

< ij_^iheh`_gbb P = NP kms_kl\m_l ^_l_jfbgbjh\Zgguc ih-
ebghfbZevguc Ze]hjblf� jZkihagZxsbc yaud L. AgZy k1 b d, k
ihfhsvx wlh]h Ze]hjblfZ fh`gh ihke_^h\Zl_evgh� ih [blm�

\uqbkeblv hldjuluc l_dkl l� L_f kZfuf ^hdZaZgh� qlh djbilh-
kbkl_fZ g_klhcdZy�

Qlh `_ dZkZ_lky \hijhkZ h ^hklZlhqghklb ij_^iheh`_gby P ≠
NP� lh a^_kv gZijZrb\Z_lky ke_^mxsbc ih^oh �̂ \u[jZlv dZdmx�
eb[h NP�ihegmx aZ^Zqm b ihkljhblv gZ __ hkgh\_ djbilh]jZnb-
q_kdmx ko_fm� aZ^ZqZ \aehfZ dhlhjhc �l� _� aZ^ZqZ� klhysZy i_j_^
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ijhlb\gbdhf� [ueZ [u NP�iheghc� LZdb_ ihiuldb ij_^ijbgbfZ-
ebkv \ gZqZe_ ���o ]h^h\� \ hkh[_gghklb \ hlghr_gbb djbilhkb-
kl_f k hldjuluf dexqhf� gh d mki_om g_ ijb\_eb� J_amevlZlhf
\k_o wlbo ihiulhd klZeh hkhagZgb_ ke_^mxs_]h nZdlZ� ^Z`_ _keb

P ≠ NP� lh ex[Zy NP�ihegZy aZ^ZqZ fh`_l hdZaZlvky ljm^ghc
ebrv gZ g_dhlhjhc [_kdhg_qghc ihke_^h\Zl_evghklb \oh^guo
keh\� Bgufb keh\Zfb� \ hij_^_e_gb_ deZkkZ NP aZeh`_gZ f_jZ

keh`ghklb ©\ om^r_f kemqZ_ª� >ey klhcdhklb `_ djbilh]jZ�
nbq_kdhc ko_fu g_h[oh^bfh� qlh[u aZ^ZqZ ijhlb\gbdZ [ueZ

keh`ghc ©ihqlb \kx^mª� LZdbf h[jZahf� klZeh ykgh� qlh ^ey
djbilh]jZnbq_kdhc klhcdhklb g_h[oh^bfh kms_kl\_ggh [he__

kbevgh_ ij_^iheh`_gb_� q_f P ≠ NP� : bf_ggh� ij_^iheh`_gb_ h

kms_kl\h\Zgbb h^ghklhjhggbo nmgdpbc�

���� H^ghklhjhggb_ nmgdpbb b nmgdpbb�eh\mrdb

P_gljZevguf ihgylb_f \ l_hjbb Zkbff_ljbqguo djbilh]jZ�

nbq_kdbo kbkl_f y\ey_lky ihgylb_ h^ghklhjhgg_c nmgdpbb�
G_nhjfZevgh ih^ h^ghklhjhgg_c nmgdpb_c ihgbfZ_lky wn-

n_dlb\gh \uqbkebfZy nmgdpby� ^ey h[jZs_gby dhlhjhc �l�_� ^ey
ihbkdZ ohly [u h^gh]h agZq_gby Zj]mf_glZ ih aZ^Zgghfm agZq_-
gbx nmgdpbb� g_ kms_kl\m_l wnn_dlb\guo Ze]hjblfh\� AZf_lbf�
qlh h[jZlgZy nmgdpby fh`_l b g_ kms_kl\h\Zlv�

Ih^ nmgdpb_c fu [m^_f ihgbfZlv k_f_ckl\h hlh[jZ`_gbc

{ fn`� ]^_ fn: Σn → Σm, m = m(n�� >ey ijhklhlu ij_^iheh`bf� qlh n
ijh[_]Z_l gZlmjZevguc jy^� Z hlh[jZ`_gby fn hij_^_e_gu \kx^m�

Nmgdpby f gZau\Z_lky q_klghc� _keb ∃ ihebghf q(x�� lZdhc qlh ∀
n q(m(n)) ≥ n.

NhjfZevgh ihgylb_ h^ghklhjhgg_c nmgdpbb hibku\Z_lky
ke_^mxsbf h[jZahf�

Hij_^_e_gb_ 3.1. Q_klgZy nmgdpby f gZau\Z_lky h^ghklhjhg-
g_c� _keb

1. Kms_kl\m_l ihebghfbZevguc Ze]hjblf� dhlhjuc ^ey
\kydh]h x \uqbkey_l f(x);

2. >ey ex[hc ihebghfbZevghc \_jhylghklghc fZrbgu
Lvxjbg]Z A \uiheg_gh ke_^mxs__� Imklv kljhdZ x \u-
[jZgZ kemqZcguf h[jZahf ba fgh`_kl\Z Σn

� Lh]^Z ^ey

ex[h]h ihebghfZ p b \k_o ^hklZlhqgh [hevrbo n

P{f(A(f(x))) = f(x)} < 1/p(n).
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<lhjh_ mkeh\b_ dZq_kl\_ggh hagZqZ_l ke_^mxs__� Ex[Zy ih-
ebghfbZevgZy \_jhylghklgZy fZrbgZ Lvxjbg]Z A fh`_l ih

^Zgghfm y gZclb x ba mjZ\g_gby f(x) = y ebrv k ij_g_[j_`bfh
fZehc \_jhylghklvx�

AZf_lbf� qlh lj_[h\Zgb_ q_klghklb himklblv g_evay� Ihkdhev-
dm ^ebgZ \oh^gh]h keh\Z f(x� fZrbgu A jZ\gZ m� _c fh`_l g_
o\Zlblv ihebghfbZevgh]h hl m \j_f_gb ijhklh gZ \uibku\Zgb_

kljhdb x.
Kms_kl\h\Zgb_ h^ghklhjhggbo nmgdpbc y\ey_lky g_h[oh^b-

fuf mkeh\b_f klhcdhklb fgh]bo djbilhkbkl_f� <_jg_fky d
ijbf_jm� ijb\_^_gghfm \ i� ���� JZkkfhljbf nmgdpbx f� lZdmx�
qlh f(r) = k1� HgZ \uqbkebfZ k ihfhsvx Ze]hjblfZ G aZ ihebgh-
fbZevgh_ \j_fy� IhdZ`_f� qlh _keb f ± g_ h^ghklhjhggyy nmgd-
pby� lh djbilhkbkl_fZ g_klhcdZy� Ij_^iheh`bf� qlh kms_kl\m_l

ihebghfbZevguc \_jhylghklguc Ze]hjblf A� h[jZsZxsbc f k
\_jhylghklvx ih djZcg_c f_j_ ��p(n� ^ey g_dhlhjh]h ihebghfZ p.
Aehmfure_ggbd fh`_l ih^Zlv gZ \oh^ Ze]hjblfZ agZq_gb_ dexqZ
k1 b ihemqblv k mdZaZgghc \_jhylghklvx g_dhlhjh_ agZq_gb_ r' ba
ijhh[jZaZ� >Ze__ aehmfure_ggbd ih^Z_l r' gZ \oh^ Ze]hjblfZ G
b ihemqZ_l iZjm dexq_c �k1, k2
�� Ohly k2
 g_ h[yaZl_evgh kh\iZ^Z-
_l k k2� ih hij_^_e_gbx djbilhkbkl_fu mmED kk

=))((
1

'
2

^ey

ex[h]h hldjulh]h l_dklZ m� Ihkdhevdm k2
 gZc^_g k \_jhylghklvx
ih djZcg_c f_j_ ��p(n�� ko_fZ g_klhcdZy�

Nmgdpb_c�eh\mrdhc gZau\Z_lky h^ghklhjhggyy nmgdpby� ^ey
dhlhjhc h[jZlgmx nmgdpbx \uqbkeblv ijhklh� _keb bf__lky
g_dhlhjZy ^hihegbl_evgZy bgnhjfZpby� b keh`gh� _keb lZdZy

bgnhjfZpby hlkmlkl\m_l�
< dZq_kl\_ aZ^Zq� ijb\h^ysbo d h^ghklhjhggbf nmgdpbyf�

fh`gh ijb\_klb ke_^mxsb_�
�� JZaeh`_gb_ qbkeZ gZ ijhklu_ khfgh`bl_eb�
<uqbkeblv ijhba\_^_gb_ ^\mo ijhkluo qbk_e hq_gv ijhklh�

H^gZdh� ^ey j_r_gby h[jZlghc aZ^Zqb ± jZaeh`_gby aZ^Zggh]h
qbkeZ gZ ijhklu_ khfgh`bl_eb� wnn_dlb\gh]h Ze]hjblfZ \ gZ-
klhys__ \j_fy g_ kms_kl\m_l�

�� >bkdj_lgh_ eh]Zjbnfbjh\Zgb_ \ dhg_qghf ijhklhf ihe_
�ijh[e_fZ >bnnb�O_eefZgZ��

>himklbf� aZ^Zgh [hevrh_ ijhklh_ qbkeh p b imklv g ± ijbfb-
lb\guc we_f_gl ihey GF(p�� Lh]^Z ^ey ex[h]h a \uqbkeblv
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ga(mod p� ijhklh� Z \uqbkeblv a ih aZ^Zgguf k = ga(mod p� b p
hdZau\Z_lky aZljm^gbl_evguf�

Djbilhkbkl_fu k hldjuluf dexqhf hkgh\u\Zxlky gZ h^gh-
klhjhggbo nmgdpbyo�eh\mrdZo� Ijb wlhf hldjuluc dexq hij_-
^_ey_l dhgdj_lgmx j_ZebaZpbx nmgdpbb� Z k_dj_lguc dexq ^Z_l
bgnhjfZpbx h eh\mrd_� Ex[hc� agZxsbc eh\mrdm� fh`_l e_]dh
\uqbkeylv nmgdpbx \ h[hbo gZijZ\e_gbyo� gh lhl� m dh]h lZdZy

bgnhjfZpby hlkmlkl\m_l� fh`_l ijhba\h^blv \uqbke_gby lhevdh
\ h^ghf gZijZ\e_gbb� Ijyfh_ gZijZ\e_gb_ bkihevam_lky ^ey

rbnjh\Zgby b ^ey \_jbnbdZpbb pbnjh\uo ih^ibk_c� Z h[jZlgh_
± ^ey jZkrbnjh\Zgby b \ujZ[hldb pbnjh\hc ih^ibkb�

<h \k_o djbilhkbkl_fZo k hldjuluf dexqhf q_f [hevr_ ^eb-
gZ dexqZ� l_f \ur_ jZaebqb_ f_`^m mkbebyfb� g_h[oh^bfufb
^ey \uqbke_gby nmgdpbb \ ijyfhf b h[jZlghf gZijZ\e_gbyo

�^ey lh]h� dlh g_ h[eZ^Z_l bgnhjfZpb_c h eh\mrd_��
<k_ ijZdlbq_kdb_ djbilhkbkl_fu k hldjuluf dexqhf hkgh-

\u\Zxlky gZ nmgdpbyo� kqblZxsboky h^ghklhjhggbfb� gh wlh
k\hckl\h g_ [ueh ^hdZaZgh \ hlghr_gbb gb h^ghc ba gbo� Wlh
hagZqZ_l� qlh l_hj_lbq_kdb \hafh`gh kha^Zgb_ Ze]hjblfZ� iha\h-
eyxs_]h e_]dh \uqbkeylv h[jZlgmx nmgdpbx [_a agZgby bgnhj-
fZpbb h eh\mrd_� < wlhf kemqZ_� djbilhkbkl_fZ� hkgh\ZggZy gZ

wlhc nmgdpbb� klZg_l [_kihe_aghc� K ^jm]hc klhjhgu� l_hj_lbq_-
kdb_ bkke_^h\Zgby fh]ml ijb\_klb d ^hdZaZl_evkl\m kms_kl\h\Z-
gby dhgdj_lghc gb`g_c ]jZgbpu keh`ghklb h[jZs_gby g_dhlh-
jhc nmgdpbb� b wlh ^hdZaZl_evkl\h [m^_l kms_kl\_gguf kh[ulb-
_f� dhlhjh_ hdZ`_l agZqbl_evgh_ ihablb\gh_ \ebygb_ gZ jZa\blb_

djbilh]jZnbb�

���� :kbff_ljbqgu_ kbkl_fu rbnjh\Zgby

������ Djbilhkbkl_fZ Wev�=ZfZey

Kbkl_fZ Wev�=ZfZey ± wlh djbilhkbkl_fZ k hldjuluf dexqhf�
hkgh\ZggZy gZ ijh[e_f_ eh]ZjbnfZ� Kbkl_fZ \dexqZ_l dZd Ze]h-
jblf rbnjh\Zgby� lZd b Ze]hjblf pbnjh\hc ih^ibkb�

Fgh`_kl\h iZjZf_ljh\ kbkl_fu \dexqZ_l ijhklh_ qbkeh p b
p_eh_ qbkeh g� kl_i_gb dhlhjh]h ih fh^mex p ihjh`^Zxl [hev-
rh_ qbkeh we_f_glh\ Zp� M ihevah\Zl_ey $ _klv k_dj_lguc dexq
a b hldjuluc dexq y� ]^_ y = ga (mod p�� Ij_^iheh`bf� qlh ihev-
ah\Zl_ev % `_eZ_l ihkeZlv khh[s_gb_ m ihevah\Zl_ex $� KgZqZ-
eZ % \u[bjZ_l kemqZcgh_ qbkeh k� f_gvr__ p� AZl_f hg \uqbkey_l
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y1 = gk (mod p) b y2 = m ⊕ (yk (mod p)),

]^_ ⊕ h[hagZqZ_l ih[blh\h_ �bkdexqZxs__ BEB�� % ihkueZ_l $

iZjm �y1, y2).
Ihke_ ihemq_gby rbnjh\Zggh]h l_dklZ ihevah\Zl_ev $ \u-

qbkey_l

m = (y1
a mod p) ⊕ y2.

Ba\_kl_g \ZjbZgl wlhc ko_fu� dh]^Z hi_jZpby ⊕ aZf_gy_lky gZ
mfgh`_gb_ ih fh^mex p� Wlh m^h[g__ \ lhf kfuke_� qlh \ i_j\hf
kemqZ_ l_dkl �beb agZq_gb_ owr�nmgdpbb� g_h[oh^bfh jZa[b\Zlv
gZ [ehdb lhc `_ ^ebgu� qlh b qbkeh yk (mod p�� <h \lhjhf kemqZ_

wlh]h g_ lj_[m_lky b fh`gh h[jZ[Zlu\Zlv [ehdb l_dklZ aZjZg__
aZ^Zgghc nbdkbjh\Zgghc ^ebgu �f_gvr_c� q_f ^ebgZ qbkeZ p).
MjZ\g_gb_ jZkrbnjh\Zgby \ wlhf kemqZ_ [m^_l lZdbf�

m = m2/m1
k mod p.

H^gZdh� ko_fZ Wev�=ZfZey g_ ebr_gZ hij_^_e_gguo g_^hklZl-
dh\� Kj_^b gbo fh`gh mdZaZlv ke_^mxsb_�

�� Hlkmlkl\b_ k_fZglbq_kdhc klhcdhklb� ?keb g ± ijbfblb\-
guc we_f_gl Zp� lh aZ ihebghfbZevgh_ \j_fy fh`gh hij_^_eblv�

y\ey_lky eb g_dhlhjh_ qbkeh x d\Z^jZlbqguf \uq_lhf� beb g_l�
Wlh ^_eZ_lky \ha\_^_gb_f \ kl_i_gv x(p – 1)/2 mod p� ?keb j_amevlZl
jZ\_g �� lh x ± d\Z^jZlbqguc \uq_l ih fh^mex p� _keb ±�� lh x –
d\Z^jZlbqguc g_\uq_l� >Ze__ iZkkb\guc ijhlb\gbd ijh\_jy_l�

y\eyxlky eb gk
b gv

d\Z^jZlbqgufb \uq_lZfb� gkv
[m^_l d\Z^jZ-

lbqguf \uq_lhf lh]^Z b lhevdh lh]^Z� dh]^Z b gk
� b gv

[m^ml

d\Z^jZlbqgufb \uq_lZfb� ?keb wlh lZd� lh y2 = m⋅yk mod p [m^_l
d\Z^jZlbqguf \uq_lhf� lh]^Z b lhevdh lh]^Z� dh]^Z kZfh khh[-
s_gb_ m [m^_l d\Z^jZlbqguf \uq_lhf� Lh _klv iZkkb\guc ijh-
lb\gbd ihemqZ_l g_dhlhjmx bgnhjfZpbx h[ bkoh^ghf l_dkl_�

bf_y ebrv rbnjh\Zgguc l_dkl b hldjuluc dexq ihemqZl_ey�
�� >_ebfhklv rbnjZ� ?keb ^Zg rbnjh\Zgguc l_dkl �y1, y2�� lh

fu fh`_f ihemqblv ^jm]hc rbnjh\Zgguc l_dkl� baf_gb\ lhevdh

\lhjmx qZklv khh[s_gby� < kZfhf ^_e_� mfgh`b\ y2 gZ gu (u ≠ 0),
fu ihemqbf rbnjl_dkl ^ey ^jm]h]h khh[s_gbym' = m⋅gu.

>ey aZsblu hl ih^h[guo ZlZd Rghjjhf b Ydh[kkhghf [ueh
ij_^eh`_gh h[t_^bgblv ko_fm rbnjh\Zgby Wev�=ZfZey k pbnjh-
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\hc ih^ibkvx RghjjZ� qlh iha\hey_l g_ lhevdh rbnjh\Zlv
khh[s_gb_� gh b Zml_glbnbpbjh\Zlv _]h�

AZrbnjh\Zgb_ hkms_kl\ey_lky ke_^mxsbf h[jZahf� :\lhj

khh[s_gby \u[bjZ_l kemqZcgu_ k, s ∈ Zq� ^Ze__ hl \uqbkey_l gk

mod p, myk mod p, c = h(gs, gk, myk
� b z = s + ck mod q� Rbnjh\Zg-

guc l_dkl ij_^klZ\ey_l kh[hc q_l\_jdm �gk, myk, c, z).
Ihemqb\ khh[s_gb_ ),,,( zcfh � ijb_fgZy klhjhgZ \gZqZe_ \_-

jbnbpbjm_l _]h� ijh\_jyy \uiheg_gb_ jZ\_gkl\Z

cfhhgh cz =− ),,( � < kemqZ_ mki_rghc \_jbnbdZpbb hldjuluc

l_dkl ihemqZ_lky ih nhjfme_ .mod/ phfm x= JZkrbnjh\Zgb_

dhjj_dlgh� ihkdhevdm pmyfgh kk mod, == � lZd qlh

.mod/ mpgmghf kxkxx == −

AZf_lbf� qlh \lhjZy iheh\bgZ rbnjh\Zggh]h l_dklZ �c, z� aZ-
\bkbl hl bkoh^gh]h khh[s_gby lhevdh q_j_a owr�nmgdpbx h,
dhlhjZy klZlbklbq_kdb g_aZ\bkbfZ hl m� b� ke_^h\Zl_evgh� g_
kh^_j`bl gbdZdhc bgnhjfZpbb h[m.

MdZaZggufb Z\lhjZfb [ueh ij_^eh`_gh h[h[s_gb_ ^Zgghc
ko_fu gZ kemqZc� dh]^Z ijhkljZgkl\h khh[s_gbc0 ij_^klZ\ey_l

kh[hc ijhba\hevgmx Z^^blb\gmx ]jmiim� gZijbf_j 0  Zq
n.

Bkihevamxlky ^\_ klZlbklbq_kdb g_aZ\bkbfu_ owr�nmgdpbb H :
G2×M → Zq b HM : G → M� < [Zah\hc ko_f_ rbnjh\Zgby myk mod
S aZf_gy_lky gZ m + HM(yk) ∈ 0� <_jbnbdZpby rbnjh\Zggh]h

l_dklZ ),,,( zcfh hklZ_lky [_a baf_g_gbc� Z jZkrbnjh\Zgb_ [m^_l

ijh\h^blvky ih nhjfme_ ).( x
M hHf −

������ Djbilhkbkl_fZ� hkgh\ZggZy gZ ijh[e_f_ >bnnb�

O_eefZgZ

>ZggZy kbkl_fZ rbnjh\Zgby [ueZ ij_^klZ\e_gZ Fbr_e_f
:[^Zeehc� Fbobjhf ;_eewjhf b Nbeebihf Jh]w\w_f \ jZfdZo

_\jhi_ckdh]h ijh_dlZ 1(66,( �New European Schemes for
Signatures, Integrity and (QFU\SWLRQ�� WlZ kbkl_fZ klhev `_ wnn_d-
lb\gZ� qlh b kbkl_fZ Wev�=ZfZey� gh h[eZ^Z_l ^hihegbl_evgufb

k\hckl\Zfb [_ahiZkghklb� ;he__ lh]h� klhcdhklv kbkl_fu fh`_l
[ulv ^hdZaZgZ \ ij_^iheh`_gbb h klhcdhklb e_`Zsbo \ __ hkgh\_

djbilh]jZnbq_kdbo ijbfblb\h\�
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>ZggZy djbilhkbkl_fZ j_Zebam_fZ gZ hkgh\_ ex[hc pbdebq_-
kdhc ]jmiiu� ^ey dhlhjhc fh`_l [ulv knhjfmebjh\ZgZ ijh[e_fZ

>bnnb�O_eefZgZ� gZijbf_j� \ ^Zp
*
` beb \ ]jmii_ lhq_d gZ we-

ebilbq_kdhc djb\hc �kf� �������

Kbkl_fZ kljhblky ba djbilh]jZnbq_kdbo ijbfblb\h\ gbadh]h
mjh\gy� ]jmiih\hc hi_jZpbb� kbff_ljbqgh]h rbnjZ� nmgdpbb
owrbjh\Zgby �kf� ���� b Ze]hjblfZ \uqbke_gby dh^Z Zml_glbnb-
dZpbb khh[s_gby±bfblh\klZ\db �0$&�� Klhcdhklv ^hdZau\Z_lky
gZ hkgh\_ ij_^iheh`_gby h keh`ghklb j_r_gby khhl\_lkl\mx-
s_c ijh[e_fu >bnnb�O_eefZgZ b ij_^iheh`_gby h klhcdhklb
\oh^ysbo \ ko_fm kbff_ljbqguo ijbfblb\h\�

Hibr_f djbilh]jZnbq_kdb_ ijbfblb\u� \oh^ysb_ \ ko_fm�

Pbdebq_kdZy ]jmiiZ G = {g`� Fu [m^_f bkihevah\Zlv fmevlb�
iebdZlb\gmx aZibkv ]jmiih\hc hi_jZpbb� :e]hjblfu� j_Zeb-
amxsb_ wlm hi_jZpbx� [m^ml jZ[hlZlv k ij_^klZ\e_gbyfb we_-
f_glh\ ]jmiiu \ \b^_ [blh\uo kljhd nbdkbjh\Zgghc ^ebgu gLen
∈ N� Kihkh[ dh^bjh\Zgby * → {0, 1}gLen g_ nbdkbjm_lky b fh`_l

\u[bjZlvky� gZijbf_j� ba khh[jZ`_gbc wnn_dlb\ghklb�
Dh^ Zml_glbnbdZpbb khh[s_gby iha\hey_l ihevah\Zl_eyf�

h[eZ^Zxsbf h[sbf k_dj_lguf dexqhf� \ujZ[hlZlv [blh\mx
kljhdm ^ey Zml_glbnbdZpbb b ijh\_jdb p_ehklghklb ^Zgguo�
Imklv Msg = {0, 1}* � ijhkljZgkl\h khh[s_gbc� mKey = {0, 1}mLen

± ijhkljZgkl\h dexq_c ^ey \uqbke_gby 0$& ^ey g_dhlhjh]h

mLen ∈ N, Tag = {0, 1}tLen
± \dexqZxs__ fgh`_kl\h \k_o \ha-

fh`guo agZq_gbc 0$& ^ey g_dhlhjh]h tLen ∈ N� < wlbo h[hagZ-
q_gbyo dh^ Zml_glbnbdZpbb khh[s_gbc ij_^klZ\ey_l kh[hc iZjm
Ze]hjblfh\ 0$&  ^MAC.gen, 0$&�YHU`� :e]hjblf ]_g_jZpbb

0$& hij_^_ey_lky dZd hlh[jZ`_gb_

MAC.gen(k, x): mKey × Msg → Tag

b fh`_l [ulv \_jhylghklguf�

:e]hjblf \_jbnbdZpbb0$& y\ey_lky hlh[jZ`_gb_f

MAC.ver(k, x, τ): mKey × Msg × Tag → {0, 1}

kh k\hckl\hf MAC.ver(k, x, MAC.gen(k, x)) = 1.
< dZq_kl\_ 0$& fh`gh bkihevah\Zlv� gZijbf_j� [ehqguc

rbnj k ^hklZlhqghc ^ebghc [ehdZ b dexqZ \ j_`bf_ kp_ie_gby

[ehdh\ rbnjh\Zggh]h l_dklZ�
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Kbff_ljbqguc rbnj iha\hey_l ihevah\Zl_eyf� h[eZ^Zxsbf
h[sbf k_dj_lguf dexqhf� h[_ki_qblv k_dj_lghklv� Imklv Msg,
dZd b jZg__� ijhkljZgkl\h khh[s_gbc� eKey = {0, 1}eLen ± ijh-
kljZgkl\h dexq_c ^ey g_dhlhjh]h eLen ∈ N, Ctext = {0, 1}* –
\dexqZxs__ fgh`_kl\h \k_o \hafh`guo agZq_gbc rbnjh\Zggh-
]h l_dklZ b Coins = {0, 1}∞ � fgh`_kl\h kljhd [_kdhg_qghc ^ebgu�
< wlbo h[hagZq_gbyo rbnj ij_^klZ\ey_l kh[hc iZjm Ze]hjblfh\

SYM = {SYM.enc, 6<0�GHF`� :e]hjblf aZrbnjh\Zgby hij_^_ey-
_lky dZd hlh[jZ`_gb_

SYM.enc(k, x, r): eKey × Msg × Coins → Ctext

:e]hjblf jZkrbnjh\Zgby y\ey_lky hlh[jZ`_gb_f

SYM.dec(k, y): eKey × Ctext → Msg ∪ {BAD},

]^_ agZq_gb_ BAD \u^Z_lky� _keb rbnjl_dkl y g_ y\ey_lky j_-
amevlZlhf aZrbnjh\Zgby gbdZdh]h hldjulh]h l_dklZ�

:kbff_ljbqguc rbnj� Imklv Msg, Ctext, &RLQV hij_^_e_gu

dZd b jZg__� 3. ⊆ {0, 1}*, SK ⊆ ^�� �` � fgh`_kl\Z hldjuluo b
k_dj_lguo dexq_c� :kbff_ljbqguc rbnj hij_^_ey_lky dZd
ljhcdZ Ze]hjblfh\ $6<0 = {ASYM.enc, ASYM.dec, ASYM.key}.
:e]hjblf aZrbnjh\Zgby y\ey_lky hlh[jZ`_gb_f

ASYM.enc(pk, x, r): PK × Msg × Coins → Ctext

Z jZkrbnjh\Zgby:

ASYM.enc(sk, y): SK × Ctext → Msg ∪ {BAD}

:e]hjblf \ujZ[hldb dexqZ \ dZq_kl\_ Zj]mf_glZ [_j_l kljhdm

r ∈&RLQV b \u^Z_l iZjm dexq_c �pk, sk) ∈ PK × SK� Ijb wlhf
^he`gh \uihegylvky ke_^mxs__ k\hckl\h�

∀ (pk, sk): ∃ r' ∈ Coins: (pk, sk) = ASYM.key(r'), ∀ r ∈ Coins ∀ x ∈
Msg ASYM.dec(sk, ASYM.enc(pk, x, r)) = x.

Nmgdpby owrbjh\Zgby y\ey_lky hlh[jZ`_gb_f ke_^mxs_]h
\b^Z�

H: {0, 1)2gLen → {0, 1)mLen + eLen.

L_i_jv fu fh`_f hibkZlv djbilh]jZnbq_kdb_ ijbfblb\u� g_-
ihkj_^kl\_ggh khklZ\eyxsb_ jZkkfZljb\Z_fmx djbilh]jZnbq_-
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kdmx kbkl_fm� =jZnbq_kdb ijhp_kk aZrbnjh\Zgby ij_^klZ\e_g
gZ jbk� ����

<k_ dexq_\u_ iZju \ ^Zgghf Ze]hjblf_ \u[bjZxlky lZd `_�

dZd b \ djbilhkbkl_f_ Wev�=ZfZey� l�_� iZjZ �pk, sk) ≡ (gv, v� ^ey
g_dhlhjh]h kemqZcgh]h v� Ijb hlkued_ khh[s_gby \u[bjZ_lky
g_dhlhjh_ kemqZcgh_ agZq_gb_ u b ihemqZl_ex hlkueZ_lky gu

� qlh
h[_ki_qb\Z_l g_y\guc h[f_g dexqZfb ih k_f_ >bnnb�O_eefZgZ�

LZdbf h[jZahf� aZrbnjh\Zggh_ khh[s_gb_ khklhbl ba h^ghjZah-
\h]h hldjulh]h dexqZ� l_dklZ� aZrbnjh\Zggh]h kbff_ljbqguf

rbnjhf� b dh^Z Zml_glbnbdZpbb khh[s_gby� \ujZ[hlZggh]h k
ihfhsvx Ze]hjblfZ MAC.gen.

Ijhp_kk jZkrbnjh\Zgby b Zml_glbnbdZpbb ]jZnbq_kdb ij_ -̂
klZ\e_g gZ jbk� ���� We_f_glu ijbgylh]h khh[s_gby lZd`_ \u^_-
e_gu ^\hcghc jZfdhc�

 

<uqbke_gb_

k_dj_lgh]h

agZq_gby 

gv 

gu 

ASYM.key 

guv 

H u 

macKey   encKey 

SYM.enc 

MAC.gen 

tag rbnjl_dkl 

hldjuluc l_dkl 

Hldjuluc dexq

ihemqZl_ey 

H[s__ k_dj_lgh_

agZq_gb_  

H^ghjZah\uc

hldjuluc dexq 

Jbk� ���� Ijhp_kk aZrbnjh\Zgby� >\hcghc jZfdhc \u^_e_gu

we_f_glu aZrbnjh\Zggh]h khh[s_gby�
JZkkfhlj_ggZy djbilhkbkl_fZ y\ey_lky k_fZglbq_kdb klhcdhc

b g_^_ebfhc� < qZklghklb� g_^_ebfhklv h[_ki_qb\Z_lky l_f� qlh

agZq_gb_ gu
ih^Z_lky gZ \oh^ nmgdpbb owrbjh\Zgby� ?keb wlh]h

g_ k^_eZlv� lh \hafh`gZ ZlZdZ� ih^h[gZy hibkZgghc \ i� ����� gZ
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rbnj Wev�=ZfZey� >_eh \ lhf� qlh \ g_dhlhjuo ]jmiiZo �\dexqZy
Zp

*
� agZq_gby guv b gv g_h^ghagZqgh hij_^_eyxl agZq_gb_ gu� L�_�

fh]ml kms_kl\h\Zlv u ≠ u'� lZdb_ qlh guv = gu'v� Imklv l = (p – 1)/2.
Lh]^Z gl  ��� ?keb gZf ^Zgh aZrbnjh\Zggh_ khh[s_gb_

EM = gu || encM || WDJ� lh fu kfh`_f \uqbkeblv gh\uc rbnjl_dkl�
EM' = gu' || encM ||WDJ� dhlhjuc k [hevrhc \_jhylghklvx [m^_l
khhl\_lkl\h\Zlv lhfm `_ kZfhfm hldjulhfm l_dklm� Imklv

gu' = gu⋅gl
� < wlhf kemqZ_ gu'v = guv⋅glv = guv⋅(gl)v = guv⋅(-1)v� b wlh

jZ\gh guv
lh]^Z b lhevdh lh]^Z� dh]^Z v ± q_lgh_� l�_� \ iheh\bg_

\k_o kemqZ_\� LZdbf h[jZahf� k \_jhylghklvx ��� \uqbke_gguc

rbnjl_dkl [m^_l y\eylvky j_amevlZlhf aZrbnjh\Zgby lh]h `_
kZfh]h bkoh^gh]h l_dklZ�

�

<uqbke_gb_

k_dj_lgh]h

agZq_gby

Y

J
X

J
XY

+

PDF.H\ HQF.H\

6<0�GHF

0$&�YHUWDJ

rbnjl_dkl

hldjuluc l_dkl

K_dj_lguc dexq

ihemqZl_ey

H[s__ k_dj_lgh_

agZq_gb_

� ± 2.

� ± %$'

Jbk� ���� Ijhp_kk jZkrbnjh\Zgby b Zml_glbnbdZpbb�

Wnn_dlb\ghklv ij_^eh`_gghc ko_fu ih kms_kl\m lZ `_� qlh b
m rbnjZ Wev�=ZfZey� l�_� ^ey aZrbnjh\Zgby lj_[mxlky ^\_ hi_-
jZpbb \ha\_^_gby \ kl_i_gv� Z ^ey jZkrbnjh\Zgby ± h^gZ� L_f

kZfuf ^ey [hevrbo khh[s_gbc kdhjhklv rbnjh\Zgby [m^_l
hij_^_eylvky kdhjhklvx jZ[hlu kbff_ljbqgh]h rbnjZ b Ze]h-
jblfZ \uqbke_gby dh^Z Zml_glbnbdZpbb khh[s_gby�
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������ Djbilhkbkl_fZ Jb\_klZ�RZfbjZ�:^e_fZgZ

Kbkl_fZ Jb\_klZ�RZfbjZ�:^e_fZgZ �Rivest, Shamir, $GO_PDQ
± 56$� ij_^klZ\ey_l kh[hc djbilhkbkl_fm� klhcdhklv dhlhjhc
hkgh\ZgZ gZ keh`ghklb j_r_gby aZ^Zqb jZaeh`_gby qbkeZ gZ

ijhklu_ khfgh`bl_eb� DjZldh Ze]hjblf fh`gh hibkZlv ke_^mx-
sbf h[jZahf�

Ihevah\Zl_ev $ \u[bjZ_l iZjm jZaebqguo ijhkluo qbk_e pA b

qA � \uqbkey_l nA = pAqA b \u[bjZ_l qbkeh dA� lZdh_ qlh GH>�dA,
ϕ(nA��  �� ]^_ ϕ(n� ± nmgdpby Wce_jZ �dhebq_kl\h qbk_e� f_gv-
rbo n b \aZbfgh ijhkluo k n� ?keb n = pq� ]^_ p b q ± ijhklu_

qbkeZ� lh ϕ(n) = (p - 1)(q - ���� AZl_f hg \uqbkey_l \_ebqbgm eA,
lZdmx� qlh dA⋅eA = 1 (mod ϕ(nA��� b jZaf_sZ_l \ h[s_^hklmighc

kijZ\hqghc lZ[ebp_ iZjm �eA, nA�� y\eyxsmxky hldjuluf dex-
qhf ihevah\Zl_ey $�

L_i_jv ihevah\Zl_ev %� `_eZy i_j_^Zlv khh[s_gb_ ihevah\Z-
l_ex $� ij_^klZ\ey_l bkoh^guc l_dkl

x = (x0, x1, ..., xn–1), x ∈ Zn , 0 ≤ i < n,

ih hkgh\Zgbx nA:

N = c0+c1 nA+....

Ihevah\Zl_ev < aZrbnjh\u\Z_l l_dkl ijb i_j_^Zq_ _]h ihev-
ah\Zl_ex :� ijbf_gyy d dhwnnbpb_glZf ki hlh[jZ`_gb_ AA ,E ne :

)(mod:E A,
A

AA
ncc e

ne → ,

ihemqZy aZrbnjh\Zggh_ khh[s_gb_ N
� < kbem \u[hjZ qbk_e dA b

eA� hlh[jZ`_gb_ AA ,E ne y\ey_lky \aZbfgh h^ghagZqguf� b h[jZl-

guf d g_fm [m^_l hlh[jZ`_gb_

)(mod:E A,
A

AA
ncc d

nd →

Ihevah\Zl_ev : ijhba\h^bl jZkrbnjh\Zgb_ ihemq_ggh]h kh-
h[s_gby 1
� ijbf_gyy

AA ,E nd .

>ey lh]h qlh[u gZclb hlh[jZ`_gb_
AA ,E nd � h[jZlgh_ ih hl-

ghr_gbx d
AA ,E ne � lj_[m_lky agZgb_ fgh`bl_e_c nA = pAqA.

<j_fy \uiheg_gby gZbemqrbo ba ba\_klguo Ze]hjblfh\ jZaeh-
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`_gby ijb n > 10145
gZ k_]h^gyrgbc ^_gv \uoh^bl aZ ij_^_eu

kh\j_f_gguo l_ogheh]bq_kdbo \hafh`ghkl_c�

Kms_kl\m_l \ZjbZgl djbilhkbkl_fu 56$� \ dhlhjhc \f_klh

nmgdpbb Wce_jZ bkihevam_lky nmgdpby DZjfZcdeZ λ� ]^_ λ(n) –
gZbf_gvr__ p_eh_ t� lZdh_ qlh ^ey ex[h]h p_eh]h x� \aZbfgh
ijhklh]h k n� \uihegy_lky xt = 1 mod n� ?keb n \u[bjZ_lky lZd�

dZd hibkZgh \ur_� lh λ(n�  GHD�p – 1, q – 1)

������ Djbilhkbkl_fu F_jdey�O_eefZgZ b QhjZ�Jb\_klZ

Djbilhkbkl_fu F_jdey�O_eefZgZ b OhjZ�Jb\_klZ hkgh\Zgu
gZ bkihevah\Zgbb h^ghklhjhgg_c nmgdpbb� ba\_klghc ih^ gZa\Z-
gb_f �aZ^ZqZ mdeZ^db jxdaZdZ�

Imklv bf__lky n h[t_dlh\� lZd qlh fh`gh khklZ\blv n-
dhfihg_glguc \_dlhj f� lZd qlh i�c dhfihg_gl f ij_^klZ\ey_l
kh[hc f_klh� aZgbfZ_fh_ i�f h[t_dlhf� Bf__lky jxdaZd h[sbf
h[t_fhf .�

L_i_jv aZ^Zqm mdeZ^db jxdaZdZ fh`_l [ulv knhjfmebjh\ZgZ
ke_^mxsbf h[jZahf� gZf ^Zgu f b .� b lj_[m_lky gZclb [blh\uc
\_dlhj x� lZdhc qlh fx=.� >hdZaZgh� qlh g_ kms_kl\m_l wnn_dlb\-
gh]h Ze]hjblfZ \uqbke_gby x ih f b . \ h[s_f kemqZ_� LZdbf

h[jZahf� fu fh`_f bkihevah\Zlv \_dlhj f ^ey rbnjh\Zgby n-
[blh\h]h khh[s_gby x iml_f \uqbke_gby ijhba\_^_gby. fx.

<Z`gh hlf_lblv� qlh \u[hj f y\ey_lky djblbq_kdbf� GZijb-
f_j� ij_^iheh`bf� qlh f \u[bjZ_lky \ \b^_ kmi_j\hajZklZxs_c
ihke_^h\Zl_evghklb� < wlhc kblmZpbb ^ey ex[h]h i

∑
−

=
>

1

1

i

j
ji ff .

< wlhf kemqZ_ ijb ^Zgguo f b D \uqbkeblv x hq_gv ijhklh�Fu
ijh\_jbf� y\ey_lky eb . [hevrbf� q_f ihke_^gbc we_f_gl f� b
_keb ^Z� lh fu ^_eZ_f ihke_^gbc we_f_gl x jZ\guf �� \uqblZ_f

wlh agZq_gb_ ba . b j_dmjkb\gh j_rZ_f f_gvrmx ijh[e_fm� Wlhl
f_lh^ jZ[hlZ_l� ihkdhevdm dh]^Z . [hevr_ ihke_^g_]h we_f_glZ

f� ^Z`_ _keb fu \u[_j_f x=(1 1 � « � ��� lh ijhba\_^_gb_ fx \k_
jZ\gh [m^_l kebrdhf fZe_gvdbf� [eZ]h^Zjy lhfm� qlh ihke_^h\Z-
l_evghklv kmi_j\hajZklZxsZy� LZdbf h[jZahf� fu ^he`gu \u[b-
jZlv � \ ihke_^g_c ihabpbb x.
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Ykgh� qlh \u[hj f hq_gv \Z`_g ± \ aZ\bkbfhklb hl f fu fh`_f
ihemqblv� Z fh`_f b g_ ihemqblv h^ghklhjhggxx nmgdpbx�

H^gZdh� bf_ggh kms_kl\h\Zgb_ wlh]h ijhklh]h kemqZy iha\hey_l
gZf kha^Zlv nmgdpbx�eh\mrdm� dhlhjmx fu fh`_f bkihevah\Zlv

^ey ihkljh_gby djbilhkbkl_fu k hldjuluf dexqhf�
Ihevah\Zl_ev A ihemqZ_l k\hc hldjuluc dexq ke_^mxsbf

h[jZahf�

1. <u[bjZ_l kmi_j\hajZklZxsmx ihke_^h\Zl_evghklv f'
ijbf_jgh ba ��� we_f_glh\�

2. <u[bjZ_l kemqZcgh_ p_eh_ m� [hevr__ kmffu we_f_glh\
f' ;

3. <u[bjZ_l ^jm]h_ kemqZcgh_ p_eh_ w� \aZbfgh ijhklh_ k

m.
4. L_i_jv \uqbkey_lky f'' mfgh`_gb_f dZ`^h]h dhfihg_glZ

f' gZ w ih fh^mex m;
f'' = f' w (mod m)

5. B gZdhg_p� ijh\h^blky kemqZcgZy i_j_klZgh\dZ P we_f_g-
lh\ f'' ^ey ihemq_gby hldjulh]h dexqZ f.

L_i_jv : jZkdju\Z_l dexq f b ^_j`bl \ k_dj_l_ f' , m, w b P.
Dh]^Z ihevah\Zl_ev B ohq_l ihkeZlv : khh[s_gb_ �[blh\uc

\_dlhj� x� hg \uqbkey_l S = fx b ihkueZ_l wlh \uqbke_ggh_ S.
?keb ^ZggZy kbkl_fZ y\ey_lky klhcdhc� lh]^Z ^ey \g_rg_]h gZ-
[ex^Zl_ey K \uqbke_gb_ x ih S b im[ebqghfm dexqm f [m^_l
wd\b\Ze_glgh j_r_gbx aZ^Zqb jxdaZdZ \ h[s_f kemqZ_� >himk-
lbf� qlh ij_^iheh`_gb_ h klhcdhklb \_jgh� < wlhf kemqZ_� ohly K
g_ fh`_l jZkrbnjh\Zlv khh[s_gb_� : fh`_l wlh k^_eZlv� ijbf_-
gyy k_dj_lgu_ agZq_gby� dhlhju_ hgZ bkihevah\ZeZ ijb \uqbke_-
gbb f.

Ihevah\Zl_ev : fh`_l \uqbkeblv S’=f'x � lZd qlh hgZ kfh`_l
j_rblv aZ^Zqm jxdaZdZ \ kemqZ_ kmi_j\hajZklZxs_c ihke_^h\Z-
l_evghklb� <uqbke_gb_ S’ ijhba\h^blky ke_^mxsbf h[jZahf�

mSwmw

mwwmS

i
ii

ii
ii

modmod

mod'mod'''

11

1

−−

−

∑

∑∑
==

====

xf

xfxfxf

LZdbf h[jZahf� A ijhklh mfgh`Z_l S gZ fmevlbiebdZlb\gh_
h[jZlgh_ w ih fh^mex m� Z aZl_f j_rZ_l aZ^Zqm jxdaZdZ \ kemqZ_
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kmi_j\hajZklZxs_c ihke_^h\Zl_evghklb f’ � b l_i_jv hgZ kfh`_l
ijhqblZlv khh[s_gb_�

Ijb ihemq_gbb dexqZ fu gZqbgZ_f k kmi_j\hajZklZxs_c ih-
ke_^h\Zl_evghklb b aZl_f kdju\Z_f bf_xsmxky \ g_c kljmdlmjm�

>jm]bfb keh\Zfb� ihkljh_ggZy ihke_^h\Zl_evghklv \u]ey^bl lZd�
qlh \ g_c g_l gbdZdhc kljmdlmju� Gh kbkl_fZ fh`_l [ulv k^_eZgZ
_s_ [he__ klhcdhc �beb� ih djZcg_c f_j_� lZd [m^_l dZaZlvky�

iml_f ih\lhj_gby wlh]h ijhp_kkZ kdjulby kljmdlmju� ?keb fu
\u[_j_f ^jm]b_ mb w� lh]^Z fu kfh`_f ihkljhblv gh\uc hldju-
luc dexq� dhlhjuc g_ fh`_l [ulv ihkljh_g k bkihevah\Zgb_f
_^bgkl\_gghc iZju �m, w�� Fu fh`_f ih\lhjylv wlh kgh\Z b
kgh\Z� b kbkl_fZ \u]ey^bl \k_ [he__ b [he__ klhcdhc k dZ`^hc

bl_jZpb_c�
< ���� ] W^b RZfbj hldjue ZlZdm gZ djbilhkbkl_fm� bkihev-

amxsmx h^gm bl_jZpbx� Wlh hdZaZehkv gZqZehf iZ^_gby kbkl_f�
hkgh\Zgguo gZ aZ^Zq_ jxdaZdZ�

>himklbf� qlh i_j_klZgh\dZ g_ ijbf_gy_lky� lZd qlh f'' = f .
Lh]^Z ^ey ex[h]h i

f i ≡ f' iw mod m

Ih hij_^_e_gbx fh^mevghc dhg]jmwglghklb ^he`_g kms_kl-
\h\Zlv \_dlhj k� lZdhc qlh ^ey ex[h]h i

uf i – mk i = f' i

]^_ u ± wlh fmevlbiebdZlb\gh_ h[jZlgh_ d w ih fh^mex m �gZ-
ihfgbf� qlh fu \u[bjZeb m b w \aZbfgh ijhklufb� lZd qlh wlh

h[jZlgh_ kms_kl\m_l�� Ihke_ wlh]h \ j_amevlZl_ ^_e_gby ihemqZ-
_f�

mm

u

i

i

i

i

f
f'

f
k =−

Ihkdhevdm m hq_gv \_ebdh� \ujZ`_gb_ kijZ\Z [m^_l hq_gv

fZe_gvdbf� ihwlhfm ihdhfihg_glgh_ qZklgh_ k b f [ebadh d u/m.
Ih^klZ\eyy \f_klh i � b \uqblZy ba i_j\hgZqZevgh]h mjZ\g_gby�
ihemqbf�

1

1

1

1

f
f'

f
f'

f
k

f
k

mm i

i

i

i −=−
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Ihkdhevdm h[_ \_ebqbgu kijZ\Z iheh`bl_evgu b \uqblZ_-
fh_ hq_gv fZeh� fu fh`_f aZibkZlv�

i

i

i

i

mf
f'

f
k

f
k <−

1

1

LZd`_ aZf_lbf� qlh ihkdhevdm f'  kmi_j\hajZklZxsZy� dZ`-
^uc we_f_gl ^he`_g [ulv f_gvr_ iheh\bgu ke_^mxs_]h� ihwlh-
fm ^ey ex[h]h i bf__f�

f' i < m ⋅ 2i–n

>Ze__ fu fh`_f aZibkZlv�

i

ni

i

i

ff
k

f
k −

<− 2

1

1

Ihke_ g_keh`guo ij_h[jZah\Zgbc ihemqZ_f�

|k i ⋅ f1 – k1 ⋅ f i| < f1 ⋅ 2i–n

HdZau\Z_lky� qlh ihkdhevdm f hldjul� \k_]h ebrv g_kdhevdh

wlbo g_jZ\_gkl\ �ljb beb q_luj_� h^ghagZqgh hij_^_eyxl k� Wlb
g_jZ\_gkl\Z hlghkylky d h[eZklb p_ehqbke_ggh]h ijh]jZffbjh-
\Zgby� ihwlhfm k fh`gh [ukljh gZclb� gZijbf_j� k ihfhsvx
Ze]hjblfZ E_gklju� : _keb fu agZ_f k� lh fu fh`_f e_]dh
jZkdjulv kbkl_fm�

>himklbf� qlh fu \uihegbf i_j_klZgh\dm f ^h him[ebdh\Z-
gby� l�_� P g_ y\ey_lky b^_glbqghc� Ihkdhevdm gZf gm`gu lhevdh

i_j\u_ � beb � we_f_glZ k� fu fh`_f ijhklh i_j_[jZlv \k_
\ZjbZglu� dhebq_kl\h dhlhjuo hij_^_ey_lky lj_lv_c beb q_l\_j-
lhc kl_i_gvx jZaf_jghklb k.

< ^Zevg_cr_f [ueb jZajZ[hlZgu f_lh^u \kdjulby kbkl_f�
bkihevamxsbo g_kdhevdh bl_jZpbc� b \ gZklhys__ \j_fy ex[Zy

kbkl_fZ� bkihevamxsZy fh^mevgh_ mfgh`_gb_ ^ey kdjulby e_]dh
jZaj_rbfhc aZ^Zqb jxdaZdZ� fh`_l [ulv wnn_dlb\gh jZkdjulZ�

H^gZdh� jZkkfhlj_gguc f_lh^ g_ y\ey_lky _^bgkl\_gguf kihkh-
[hf ijbf_g_gby aZ^Zqb jxdaZdZ \ djbilh]jZnbb�

< ���� ]� ;_g�Pbhg Qhj ij_^eh`be djbilhkbkl_fm� gZ k_]h-
^gyrgbc ^_gv _^bgkl\_ggmx� g_ bkihevamxsmx fh^mevgh_
mfgh`_gb_ ^ey kdjulby ijhklhc aZ^Zqb mdeZ^db jxdaZdZ� Wlh

lZd`_ _^bgkl\_ggZy kbkl_fZ� hkgh\ZggZy gZ aZ^Zq_ mdeZ^db
jxdaZdZ� dhlhjZy g_ jZkdjulZ�
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<h�i_j\uo� hlf_lbf� qlh ex[Zy kmi_j\hajZklZxsZy ihke_^h�
\Zl_evghklv ^he`gZ jZklb wdkihg_gpbZevgh� ihkdhevdm fbgb-
fZevgZy kmi_j\hajZklZxsZy ihke_^h\Zl_evghklv ± wlh kl_i_gb
^\hcdb� <h�\lhjuo� hlf_lbf� qlh ijbqbgZ� ih dhlhjhc bkihevam-
xlky kmi_j\hajZklZxsb_ ihke_^h\Zl_evghklb aZdexqZ_lky \ lhf�
qlh ex[Zy h�we_f_glgZy kmffZ ba g__ mgbdZevgZ� >jm]bfb keh\Z-
fb� _keb fu ij_^klZ\bf gZrm ihke_^h\Zl_evghklv \ \b^_ \_dlhjZ

f� nmgdpby kdZeyjgh]h ijhba\_^_gby f gZ [blh\uc \_dlhj x [m^_l
h^ghagZqgZ b ihwlhfm fh`_l [ulv h[jZs_gZ� Gh hdZau\Z_lky

\hafh`guf ihkljhblv ihke_^h\Zl_evghklv� jZklmsmx lhevdh
ihebghfbZevgh� gh khojZgyxsmx k\hckl\h _^bgkl\_gghklb h-
we_f_glguo kmff� Dhgkljmdpby lZdhc ihke_^h\Zl_evghklb [ueZ

him[ebdh\ZgZ \ ���� ]�
Imklv GF(p� ± ihe_ p_euo qbk_e ih fh^mex ijhklh]h qbkeZ p,

b GF(ph
� ± jZkrbj_gb_ kl_i_gb h hkgh\gh]h ihey� LZd`_ imklv 1 –

\_dlhj� \k_ we_f_glu dhlhjh]h jZ\gu ��

K nhjfZevghc lhqdb aj_gby fu kljhbf ihke_^h\Zl_evghklv
^ebgu p� lZdmx qlh ^ey ex[h]h i hl � ^h p – 1

1 ≤ ai ≤ ph – 1

b ^ey dZ`^uo jZaebqguo x, y� lZdbo qlh x*1 = y*1 = h, x*a b y*a
lZd`_ ^he`gu [ulv jZaebqgu� Fu fh`_f ij_^klZ\eylv \_dlhju
x b y dZd [blh\u_ �l�_� kh^_j`Zsb_ lhevdh � b ���

>Ze__ ihkljh_gb_ ijh\h^blky ^h\hevgh ijhklh� <h�i_j\uo�
\u[_j_f t – Ze]_[jZbq_kdbc we_f_gl kl_i_gb h gZ^ GF(p�� l�_�
fbgbfZevguc fgh]hqe_g k dhwnnbpb_glZfb ba GF(p�� dhjg_f
dhlhjh]h y\ey_lky t� bf__l kl_i_gv h� >Ze__ \u[_j_f g ± fmevlb-
iebdZlb\guc ]_g_jZlhj �ijbfblb\guc we_f_gl� ihey GF(ph

�� l�_�

^ey dZ`^h]h we_f_glZ x ba GF(ph
� �djhf_ gmey� kms_kl\m_l g_dh-

lhjh_ i� lZdh_� qlh g \ kl_i_gb i [m^_l jZ\gh x.
L_i_jv jZkkfhljbf Z^^blb\guc k^\b]GF(p�� l�_� fgh`_kl\h

t + GF(p) = {t + i | 0 ≤ i ≤ p – 1 } ⊂ GF(ph)

Imklv dZ`^uc we_f_gl \_dlhjZ a [m^_l eh]Zjbnfhf ih hkgh-
\Zgbx g khhl\_lkl\mxs_]h we_f_glZ ba t+GF(p):

ai = logg(t+i)
Fu ^he`gu ijh\_jblv� qlh a� hij_^_e_ggZy ih^h[guf h[jZ-

ahf� m^h\e_l\hjy_l aZ^Zgguf k\hckl\Zf� Hij_^_e_ggh� dZ`^uc
we_f_gl \ a [m^_l e_`Zlv \ aZ^Zgghf ^bZiZahg_� ihkdhevdm g
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ihjh`^Z_l GF(p,h�� L_i_jv imklv m gZk _klv jZaebqgu_ x b y,
lZdb_ qlh x*1 = y*1 = h� gh x*a = y*a� Lh]^Z� \ha\h^y g \ kl_i_gv
x*a b y*a� ihemqbf�
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=
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Ihwlhfm fu lZd`_ fh`_f aZibkZlv
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L_i_jv aZf_lbf� qlh ijhba\_^_gb_ \ h[_bo qZklyo g_jZ\_gkl\Z
ij_^klZ\ey_l kh[hc ijb\_^_gguc fgh]hqe_g hl t kl_i_gb h.
Bgufb keh\Zfb� _keb [u fu \uqbkebeb h[Z wlbo ijhba\_^_gby b
aZf_gbeb agZq_gb_ t nhjfZevguf iZjZf_ljhf� gZijbf_j� z� lh]^Z
klZjrbf qe_ghf gZ dZ`^hc klhjhg_ [ue [u x \ kl_i_gb h k dhwn-
nbpb_glhf �� Fu agZ_f� qlh _keb fu ih^klZ\bf agZq_gb_ t \f_-
klh z� lh agZq_gby wlbo ^\mo ihebghfh\ [m^ml jZ\gu� Ihwlhfm

\uql_f h^bg ba ^jm]h]h� klZjrb_ qe_gu khdjZlylky� b _keb fu
ih^klZ\bf t� lh ihemqbf �� Fu ihemqbeb ihebghf kl_i_gb h–1,
dhjg_f dhlhjh]h y\ey_lky t� Gh wlh ijhlb\hj_qbl lhfm� qlh fu
\u[jZeb t Ze]_[jZbq_kdbf we_f_glhf kl_i_gb h� LZdbf h[jZahf�

^hdZaZl_evkl\h aZdhgq_gh b ihkljh_gb_ dhjj_dlgh�
Ohj jZajZ[hlZe f_lh^ bkihevah\Zgby ^Zggh]h ihkljh_gby \

dZq_kl\_ hkgh\u djbilhkbkl_fu� DjZldh hg aZdexqZ_lky \ ke_-
^mxs_f� Fu \u[bjZ_f p b h ^hklZlhqgh fZe_gvdbfb� qlh[u fu
fh]eb \uqbkeylv ^bkdj_lgu_ eh]Zjbnfu \ GF(ph

�� Ohj j_dhf_g-
^m_l p hdheh ���� Z h hdheh ��� AZl_f fu \u[bjZ_f t b g dZd
mdZaZgh \ur_� >ey dZ`^h]h ba gbo [m^_l fgh]h \ZjbZglh\� b fu
fh`_f ijhklh ijhba\_klb kemqZcguc \u[hj �< ^_ckl\bl_evghklb�

[m^_l lZd fgh]h iZj �t,g!� qlh hq_gv [hevrh_ dhebq_kl\h ihevah-
\Zl_e_c fh]ml bkihevah\Zlv h^bgZdh\u_ p b h� b \_jhylghklv

lh]h� qlh ^\Z ihevah\Zl_ey \u[_jml h^bgZdh\u_ dexqb� [m^_l
ij_g_[j_`bfh fZeZ��� AZl_f fu ke_^m_f dhgkljmdpbb ;hmaZ�
QhmeZ� Fu \uqbkey_f eh]Zjbnfu ih hkgh\Zgbx g hl t+i ^ey
dZ`^h]h i, wlh ^Zkl gZf a� GZdhg_p� fu \u[bjZ_f kemqZcgmx
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i_j_klZgh\dm a� dhlhjZy b [m^_l gZrbf dexqhf� Fu im[ebdm_f
j_amevlZl i_j_klZgh\db a \f_kl_ k p b h� <_ebqbgu t, g b bkihev-
ah\ZggZy i_j_klZgh\dZ hklZxlky \ k_dj_l_�

Qlh[u ihkeZlv khh[s_gb_ A, B ijhklh [_j_l k\h_ khh[s_gb_ b

\uqbkey_l S = x*a� < ^_ckl\bl_evghklb� wlh g_ lZd m` b ijhklh�
ihkdhevdm khh[s_gb_ ^he`gh [ulv ^ebghc p [bl b ^he`gh [ulv
x*1 = h� gh Ohj ij_^klZ\be ^h\hevgh ijyfhebg_cguc f_lh^

ij_h[jZah\Zgby g_h]jZgbq_gghc [blh\hc kljhdb \ g_kdhevdh
[ehdh\� dZ`^uc ba dhlhjuo bf__l lj_[m_fmx nhjfm� : ihemqZ_l

S� Hg \ha\h^bl g \ kl_i_gv S b \ujZ`Z_l j_amevlZl \ \b^_ iheb-
ghfZ hl t kl_i_gb h k dhwnnbpb_glZfb ba GF(p�� >Ze__ hg \uqbk-
ey_l h dhjg_c wlh]h ihebghfZ� aZl_f ijbf_gy_l h[jZlgmx ih^-
klZgh\dm b ihemqZ_l bg^_dku we_f_glh\ \ x� kh^_j`Zsbo _^bgb-
pu�

Bgl_j_kgh hlf_lblv� qlh _keb dlh�eb[h hldjh_l wnn_dlb\guc
f_lh^ \uqbke_gby ^bkdj_lguo eh]Zjbnfh\� lh lZdhc Ze]hjblf g_

lhevdh g_ ihfh`_l \kdjulv wlm kbkl_fm� gh b h[e_]qbl ]_g_jZ-
pbx dexq_c� lZd dZd ijb wlhf fu ^he`gu \uqbkeylv ^bkdj_lgu_
eh]Zjbnfu�

>h gZklhys_]h \j_f_gb g_ [ueh him[ebdh\Zgh gb h^gh]h wn-
n_dlb\gh]h f_lh^Z \kdjulby wlhc kbkl_fu ijb agZgbb lhevdh

hldjulh]h dexqZ�

������ Djbilhkbkl_fu� hkgh\Zggu_ gZ weebilbq_kdbo djb\uo

JZkkfhlj_ggZy \ur_ djbilhkbkl_fZ Wev�=ZfZey hkgh\ZgZ gZ

lhf� qlh ijh[e_fZ eh]Zjbnfbjh\Zgby \ dhg_qghf ijhklhf ihe_
y\ey_lky keh`ghc k \uqbkebl_evghc lhqdb aj_gby� H^gZdh� dh-
g_qgu_ ihey y\eyxlky g_ _^bgkl\_ggufb Ze]_[jZbq_kdbfb
kljmdlmjZfb� \ dhlhjuo fh`_l [ulv ihklZ\e_gZ aZ^ZqZ \uqbke_-
gby ^bkdj_lgh]h eh]ZjbnfZ� < ���� ]h^m Dh[ebp b Fbee_j g_aZ-
\bkbfh ^jm] hl ^jm]Z ij_^eh`beb bkihevah\Zlv ^ey ihkljh_gby
djbilhkbkl_f Ze]_[jZbq_kdb_ kljmdlmju� hij_^_e_ggu_ gZ fgh-
`_kl\_ lhq_d gZ weebilbq_kdbo djb\uo� Fu jZkkfhljbf kemqZb
hij_^_e_gby weebilbq_kdbo djb\uo gZ^ ijhklufb iheyfb =ZemZ
ijhba\hevghc oZjZdl_jbklbdb b gZ^ iheyfb =ZemZ oZjZdl_jbklb-
db ��



78

Hij_^_e_gb_ 3.2.Imklv p ! � ± ijhklh_ qbkeh� Imklv a, b ∈
GF(p� lZdb_� qlh �a2 + 27b2 ≠ �� Weebilbq_kdhc djb\hc E gZ^

ihe_f GF(p� gZau\Z_lky fgh`_kl\h j_r_gbc �x, y� mjZ\g_gby

y2 = x3 + ax + b (3.1)

gZ^ ihe_f GF(p� \f_kl_ k ^hihegbl_evghc lhqdhc ∞� gZau\Z_fhc
lhqdhc \ [_kdhg_qghklb.

Ij_^klZ\e_gb_ weebilbq_kdhc djb\hc \ \b^_ mjZ\g_gby �����

ghkbl gZa\Zgb_ weebilbq_kdhc djb\hc \ nhjf_ <_c_jrljZkkZ�

H[hagZqbf dhebq_kl\h lhq_d gZ weebilbq_kdhc djb\hcE q_j_a
#E� L_hj_fZ OZkk_ ]eZkbl� qlh �E = p + 1 – t� ]^_

qt 2≤ .

#E gZau\Z_lky ihjy^dhf djb\hc E� Z t – ke_^hf djb\hc E.
AZ^Z^bf [bgZjgmx hi_jZpbx gZ E �\ Z^^blb\ghc aZibkb� ke_-

^mxsbfb ijZ\beZfb�

(i) ∞ + ∞ = ∞;
(ii)  ∀ (x, y) ∈ E, (x, y) + ∞ = (x, y);
(iii)  ∀ (x, y) ∈ E, (x, y) + (x, –y) = ∞;
(iv) ∀ (x1, y1) ∈ E, (x2, y2) ∈ E, x1 ≠ x2, (x1, y1) + (x2, y2) = (x3,

y3), ]^_

x3 = λ2 – x1 – x2,
y3 = λ(x1 – x3) – y1� b

12

12

xx

yy

−
−

=λ .

(v) ∀ (x1, y1) ∈ E, y1 ≠ 0, (x1, y1) + (x1, y1) = (x3, y3�� ]^_

x3 = λ2 – 2x1,
y3 = λ(x1 – x3) – y1 b

1

2
1

2

3

y

ax +
=λ .

Fgh`_kl\h lhq_d weebilbq_kdhc djb\hc E k aZ^Zgghc lZdbf

h[jZahf hi_jZpb_c h[jZam_l Z[_e_\m ]jmiim�
?keb �E = p � �� lh djb\Zy E gZau\Z_lky kmi_jkbg]meyjghc.
Weebilbq_kdZy g_ y\eyxsZyky kmi_jkbg]meyjghc djb\ZyE gZ^

ihe_f GF(2m
� oZjZdl_jbklbdb � aZ^Z_lky ke_^mxsbf h[jZahf�
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Hij_^_e_gb_ 3.3. Imklv m ! � ± p_eh_ qbkeh� Imklv a, b ∈
GF(2m), b ≠ 0. Weebilbq_kdhc djb\hc E gZ^ ihe_f GF(2m

� gZau\Z-
_lky fgh`_kl\h j_r_gbc �x, y� mjZ\g_gby

y2 + xy = x3 + ax2 + b (3.2)

gZ^ ihe_f GF(2m
� \f_kl_ k ^hihegbl_evghc lhqdhc ∞� gZau\Z_-

fhc lhqdhc \ [_kdhg_qghklb.
Dhebq_kl\h lhq_d gZ djb\hc E lZd`_ hij_^_ey_lky l_hj_fhc

OZkk_�

qqEqq 21#21 ++≤≤−+ ,

]^_ q = 2m
� ;he__ lh]h� �E q_lgh�

Hi_jZpby keh`_gby gZ E \ wlhf kemqZ_ aZ^Z_lky ke_^mxsbfb
ijZ\beZfb�

(i) ∞ + ∞ = ∞;
(ii)  ∀ (x, y) ∈ E, (x, y) + ∞ = (x, y);
(iii)  ∀ (x, y) ∈ E, (x, y) + (x, x + y) = ∞;
(iv) ∀ (x1, y1) ∈ E, (x2, y2) ∈ E, x1 ≠ x2, (x1, y1) + (x2, y2) = (x3,

y3), ]^_

x3 = λ2 + λ + x1 + x2 + a,
y3 = λ(x1 + x3) + x3 + y1, b

21

21

xx

yy

+
+

=λ .

(v) ∀ (x1, y1) ∈ E, x1 ≠ 0, (x1, y1) + (x1, y1) = (x3, y3�� ]^_

2
1

2
13

x

b
xx += ,

3
2
13 )1�( xxy ++= b

1

1
1 x

y
x +=λ .

< wlhf kemqZ_ fgh`_kl\h lhq_d weebilbq_kdhc djb\hc E k aZ-
^Zgghc lZdbf h[jZahf hi_jZpb_c lZd`_ h[jZam_l Z[_e_\m ]jmiim�

=jmiiZ lhq_d gZ djb\hc bf__l ijhklmx kljmdlmjm� Z bf_ggh

hgZ y\ey_lky Z[_e_\hc ]jmiihc jZg]Z � beb �� l�_� bahfhjngZ

ijyfhfm ijhba\_^_gbx ^\mo pbdebq_kdbo ]jmii
21 nn ZZ × � ]^_ n1
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b n2 ± p_eu_ qbkeZ� n2 ^_ebl n1 b n2 ^_ebl q ± �� ]^_ q ± ihjy^hd
ihey dhwnnbpb_glh\� ijb wlhf n1 fh`_l [ulv jZ\gh �� Bg^_dk

ih^]jmiiu
1nZ \ ]jmii_ lhq_d gZau\Zxl dhnZdlhjhf weebilb-

q_kdhc djb\hc�
Ihevamykv hi_jZpb_c keh`_gby lhq_d gZ djb\hc� fh`gh _kl_-

kl\_gguf h[jZahf hij_^_eblv hi_jZpbx mfgh`_gby lhqdb P ∈ E
gZ ijhba\hevgh_ p_eh_ qbkeh n:

nP = P + P + … + P,

]^_ hi_jZpby keh`_gby \uihegy_lky n jZa�
L_i_jv ihkljhbf h^ghklhjhggxx nmgdpbx� gZ hkgh\_ dhlh-

jhc fh`gh [m^_l kha^Zlv djbilh]jZnbq_kdmx kbkl_fm�

Imklv E ± weebilbq_kdZy djb\Zy� P ∈ E ± lhqdZ gZ wlhc djb\hc�
<u[_j_f p_eh_ qbkeh n < #E� Lh]^Z \ dZq_kl\_ ijyfhc nmgdpbb
\u[_j_f ijhba\_^_gb_ nP� >ey _]h \uqbke_gby ih hilbfZevghfm
Ze]hjblfm ihlj_[m_lky g_ [he__ �⋅log2n hi_jZpbc keh`_gby�
H[jZlgmx aZ^Zqm knhjfmebjm_f ke_^mxsbf h[jZahf� ih aZ^Zg-
guf weebilbq_kdhc djb\hc E� lhqd_ P ∈ E b ijhba\_^_gbx nP
gZclb n� < gZklhys__ \j_fy \k_ ba\_klgu_ Ze]hjblfu j_r_gby
wlhc aZ^Zqb lj_[mxl wdkihg_gpbZevgh]h \j_f_gb�

L_i_jv fu fh`_f hibkZlv djbilh]jZnbq_kdbc ijhlhdhe� ZgZ-
eh]bqguc ba\_klghfm ijhlhdhem >bnnb�O_eefZgZ� >ey mklZgh\-
e_gby aZsbs_gghc k\yab ^\Z ihevah\Zl_ey A b B kh\f_klgh
\u[bjZxl weebilbq_kdmx djb\mx E b lhqdm P gZ g_c� AZl_f
dZ`^uc ba ihevah\Zl_e_c \u[bjZ_l k\h_ k_dj_lgh_ p_eh_ qbkeh�

khhl\_lkl\_ggh a b b� Ihevah\Zl_ev A \uqbkey_l ijhba\_^_gb_
aP� Z ihevah\Zl_ev B – bP� >Ze__ hgb h[f_gb\Zxlky \uqbke_g-
gufb agZq_gbyfb� Ijb wlhf iZjZf_lju kZfhc djb\hc� dhhj^bgZ-
lu lhqdb gZ g_c b agZq_gby ijhba\_^_gbc y\eyxlky hldjulufb b
fh]ml i_j_^Z\Zlvky ih g_aZsbs_gguf dZgZeZf k\yab� AZl_f

ihevah\Zl_ev A mfgh`Z_l ihemq_ggh_ agZq_gb_ gZ a� Z ihevah\Z-
l_ev B mfgh`Z_l ihemq_ggh_ bf agZq_gb_ gZ b� < kbem k\hckl\

hi_jZpbb mfgh`_gby gZ qbkeh a⋅bP = = b⋅aP� LZdbf h[jZahf� h[Z
ihevah\Zl_ey ihemqZl h[s__ k_dj_lgh_ agZq_gb_ �dhhj^bgZlu
lhqdb abP�� dhlhjh_ hgb fh]ml bkihevah\Zlv ^ey ihemq_gby

dexqZ rbnjh\Zgby� Hlf_lbf� qlh aehmfure_ggbdm ^ey \hkklZ-
gh\e_gby dexqZ ihlj_[m_lky j_rblv keh`gmx k \uqbkebl_evghc
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lhqdb aj_gby aZ^Zqm hij_^_e_gby a b b ih ba\_klguf E, P, aP b
bP.
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�� WE?DLJHGGU?PBNJH<U? IH>IBKB

���� IhklZgh\dZ aZ^Zqb

I_j_^ZqZ khh[s_gby hlijZ\bl_e_f �ihevah\Zl_ev $� ihemqZ-
l_ex �ihevah\Zl_ev %� ij_^iheZ]Z_l i_j_^Zqm ^Zgguo� ih[m`-
^Zxsmx ihevah\Zl_e_c d hij_^_e_gguf ^_ckl\byf� I_j_^ZqZ
^Zgguo fh`_l ij_^klZ\eylv kh[hc i_j_^Zqm nhg^h\ f_`^m [Zg-
dZfb� ijh^Z`m Zdpbc beb h[eb]Zpbc gZ Z\lhfZlbabjh\Zgguf

jugd_� Z lZd`_ i_j_^Zqm ijbdZah\ �kb]gZeh\� ih dZgZeZf we_dljh-
k\yab� MqZklgbdb gm`^Zxlky \ aZsbl_ hl fgh`_kl\Z aehgZf_j_g-
guo ^_ckl\bc� d dhlhjuf hlghkylky�

- hldZa – hlijZ\bl_ev \ihke_^kl\bb hldZau\Z_lky hl i_j_-
^Zggh]h khh[s_gby�

- nZevkbnbdZpby ± ihemqZl_ev ih^^_eu\Z_l khh[s_gb_�
- baf_g_gb_ ± ihemqZl_ev \ghkbl baf_g_gby \ khh[s_gb_�

- fZkdbjh\dZ ± ihevah\Zl_ev fZkdbjm_lky ih^ ^jm]h]h�
>ey \_jbnbdZpbb �ih^l\_j`^_gby� khh[s_gby M �ihevah\Z-

l_ev $ ± ihevah\Zl_ex %� g_h[oh^bfh ke_^mxs__�
- HlijZ\bl_ev �ihevah\Zl_ev $� ^he`_g \g_klb \ M ih^ibkv�

kh^_j`Zsmx ^hihegbl_evgmx bgnhjfZpbx� aZ\bkysmx hl

M b� \ h[s_f kemqZ_� hl ihemqZl_ey khh[s_gby b ba\_klghc
lhevdh hlijZ\bl_ex aZdjulhc bgnhjfZpbb k:.

- G_h[oh^bfh� qlh[u ijZ\bevgmx ih^ibkv M: SIG{k:, M,
b^_glbnbdZlhj % ` \ khh[s_gbb ^ey ihevah\Zl_ey % g_evay
[ueh khklZ\blv [_a k:.

- >ey ij_^mij_`^_gby ih\lhjgh]h bkihevah\Zgby mklZj_\-
rbo khh[s_gbc ijhp_^mjZ khklZ\e_gby ih^ibkb aZ\bk_lv

hl \j_f_gb�
- Ihevah\Zl_ev % ^he`_g bf_lv \hafh`ghklv m^hklh\_jblv-

ky� qlh 6,*^k:, M� b^_glbnbdZlhj %` ± _klv ijZ\bevgZy

ih^ibkv M ihevah\Zl_e_f $�
JZkkfhljb wlb imgdlu ih^jh[g__�

1. Ih^ibkv khh[s_gby ± hij_^_e_gguc kihkh[ rbnjh\Zgby M
iml_f djbilh]jZnbq_kdh]h ij_h[jZah\Zgby� AZdju\Z_fuf we_-
f_glhf k: \ ij_h[jZah\Zgbb

�B^_glbnbdZlhj %� M>→ SIG{k:, M� b^_glbnbdZlhj %`

y\ey_lky dexq djbilhij_h[jZah\Zgby�
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<h \k_o ijZdlbq_kdbo djbilh]jZnbq_kdbo kbkl_fZo k: ijb-
gZ^e_`bl dhg_qghfm fgh`_kl\m dexq_c .� Bkq_jiu\ZxsZy

ijh\_jdZ \k_o dexq_c� aZ^Z\Z_fuo khhl\_lkl\mxsbfb iZjZfb

<M� b^_glbnbdZlhj %! ↔ SIG{k:, M� b^_glbnbdZlhj B}.

\ h[s_f ^he`gZ ijb\_klb d hij_^_e_gbx dexqZ k: aehmfure_g-
gbdhf� ?keb fgh`_kl\h . ^hklZlhqgh \_ebdh b dexq N hij_^_e_g
f_lh^hf kemqZcgh]h \u[hjZ� lh ihegZy ijh\_jdZ dexq_c g_\ha-
fh`gZ� =h\hjy� qlh khklZ\blv ijZ\bevgmx ih^ibkv [_a dexqZ
g_\hafh`gh� fu bf__f \ \b^m� qlh hij_^_e_gb_ 6,*^k:, M,
b^_glbnbdZlhj %` [_a k: k \uqbkebl_evghc lhqdb aj_gby wd\b\Z-
e_glgh ihbkdm dexqZ�

�� >hklmi d ZiiZjZlmj_� ijh]jZffZf b nZceZf kbkl_fu h[jZ-
[hldb bgnhjfZpbb h[uqgh dhgljhebjm_lky iZjheyfb� Ih^ibkv ±
wlh \b^ iZjhey� aZ\bkysbc hl hlijZ\bl_ey� ihemqZl_ey bgnhjfZ-
pbb b kh^_j`Zgby i_j_^Z\Z_fh]h khh[s_gby�

�� Ih^ibkv ^he`gZ f_gylvky hl khh[s_gby d khh[s_gbx ^ey
ij_^mij_`^_gby __ ih\lhjgh]h bkihevah\Zgby k p_evx ijh\_jdb

gh\h]h khh[s_gby� Pbnjh\Zy ih^ibkv hlebqZ_lky hl jmdhibkghc�
dhlhjZy h[uqgh g_ aZ\bkbl hl \j_f_gb khklZ\e_gby b ^Zgguo�

Pbnjh\Zy b jmdhibkgZy ih^ibkb b^_glbqgu \ lhf kfuke_� qlh
hgb oZjZdl_jgu lhevdh ^ey ^Zggh]h \eZ^_evpZ�

�� Ohly ihemqZl_ev bgnhjfZpbb g_ fh`_l khklZ\blv ijZ\bev-
gmx ih^ibkv� hg ^he`_g mf_lv m^hklh\_jylv __ ih^ebgghklv� <
h[uqguo dhff_jq_kdbo k^_edZo� lZdbo� gZijbf_j� dZd ijh^Z`Z

g_^\b`bfhc kh[kl\_gghklb� wlm nmgdpbx aZqZklmx \uihegy_l
lj_lv_� g_aZ\bkbfh_ ^h\_j_ggh_ ebph �ghlZjbmk��

MklZgh\e_gb_ ih^ebgghklb ih^ibkb ± wlh ijhp_kk� ihkj_^kl-
\hf dhlhjh]h dZ`^Zy klhjhgZ mklZgZ\eb\Z_l ih^ebgghklv ^jm]hc�
H[yaZl_evguf mkeh\b_f wlh]h ijhp_kkZ y\ey_lky khojZg_gb_

lZcgu� <h fgh]bo kemqZyo gZf ijboh^blky m^hklh\_jylv k\hx
ebqghklv� gZijbf_j� ih^ibkvx beb \h^bl_evkdbfb ijZ\Zfb ijb

ihemq_gbb ^_g_] ih q_dm eb[h nhlh]jZnb_c \ iZkihjl_ ijb i_j_-
k_q_gbb ]jZgbpu� >ey lh]h qlh[u \ kbkl_f_ h[jZ[hldb ^Zgguo
ihemqZl_ev fh] mklZgh\blv ih^ebgghklv hlijZ\bl_ey� g_h[oh^b-
fh \uiheg_gb_ ke_^mxsbo mkeh\bc�

- HlijZ\bl_ev �ihevah\Zl_ev $� ^he`_g h[_ki_qblv ihemqZ-
l_ey �ihevah\Zl_ey %� m^hklh\_jyxs_c bgnhjfZpb_c
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AUTH{k :, M� b^_glbnbdZlhj %`� aZ\bkys_c hl k_dj_lghc
bgnhjfZpbb k:� ba\_klghc lhevdh ihevah\Zl_ex$�

- G_h[oh^bfh� qlh[u m^hklh\_jyxsmx bgnhjfZpbx
AUTH{k :� b^_glbnbdZlhj %` hl ihevah\Zl_ey $ ihevah\Z-
l_ex % fh`gh [ueh ^Zlv lhevdh ijb gZebqbb dexqZ k:.

- Ihevah\Zl_ev % ^he`_g jZkiheZ]Zlv ijhp_^mjhc ijh\_jdb
lh]h� qlh $87+^k:� b^_glbnbdZlhj %` ^_ckl\bl_evgh ih^-
l\_j`^Z_l ebqghklv ihevah\Zl_ey$�

- >ey ij_^mij_`^_gby bkihevah\Zgby ij_^u^ms_c ijh\_-
j_gghc gZ ^hklh\_jghklv bgnhjfZpbb ijhp_kk mklZgh\e_-
gby ih^ebgghklb ^he`_g bf_lv g_dhlhjmx aZ\bkbfhklv hl
\j_f_gb�

Hlf_lbf� qlh mklZgh\e_gb_ ih^ebgghklb b \_jbnbdZpby i_j_-
^Z\Z_fh]h khh[s_gby bf_xl koh^gu_ we_f_glu� pbnjh\Zy ih^-
ibkv y\ey_lky m^hklh\_j_gb_f ih^ebgghklb bgnhjfZpbb k ^h-
[Z\e_gb_f lj_[h\Zgby h __ aZ\bkbfhklb hl kh^_j`Zgby i_j_^Z-
\Z_fh]h khh[s_gby�

���� :e]hjblfu we_dljhgghc pbnjh\hc ih^ibkb

������Pbnjh\u_ ih^ibkb� hkgh\Zggu_ gZ Zkbff_ljbqguo

djbilhkbkl_fZo

>ey nhjfbjh\Zgby kbkl_fu WPI fh`gh bkihevah\Zlv djbilh-
]jZnbq_kdmx kbkl_fm Jb\_klZ�RZfbjZ�:^e_fZgZ�

Ihevah\Zl_ev $ \ujZ[Zlu\Z_l pbnjh\mx ih^ibkv ij_^gZagZ-
q_ggh]h ^ey ihevah\Zl_ey % khh[s_gby M k ihfhsvx ke_^mxs_-
]h ij_h[jZah\Zgby

SIG(M) = 
B,E neB

(
AA ,E nd (M)).

Ijb wlhf hg bkihevam_l�

- k\h_ k_dj_lgh_ ij_h[jZah\Zgb_
AA ,E nd ;

- hldjulh_ ij_h[jZah\Zgb_
B,E neB
ihevah\Zl_ey %�

AZl_f hg i_j_^Z_l ihevah\Zl_ex B iZjm �M, SIG(M)>.
Ihevah\Zl_ev % fh`_l \_jbnbpbjh\Zlv wlh ih^ibkZggh_ kh-

h[s_gb_ kgZqZeZ ijb ihfhsb k\h_]h k_dj_lgh]h ij_h[jZah\Zgby

B,E ndB
k p_evx ihemq_gby

AA ,E nd (M) =
B,E ndB

(SIG(M)) = 
B,E ndB

(
B,E neB

(
AA ,E nd (M))).
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b aZl_f hldjulh]h
AA ,E ne ihevah\Zl_ey $ ^ey ihemq_gby khh[s_-

gby M:

M = 
AA ,E ne (

AA ,E nd (M)).

AZl_f ihevah\Zl_ev B ijhba\h^bl kjZ\g_gb_ ihemq_ggh]h khh[-
s_gby M k l_f� dhlhjh_ hg ihemqbe \ j_amevlZl_ ijh\_jdb pbn-
jh\hc ih^ibkb� b ijbgbfZ_l j_r_gb_ h ih^ebggh-
klb�ih^eh`ghklb ihemq_ggh]h khh[s_gby�

< jZkkfhlj_gghf ijbf_j_ ijh\_jblv ih^ebgghklv WPI fh`_l
lhevdh ihevah\Zl_ev B� ?keb `_ lj_[m_lky h[_ki_q_gb_ \hafh`-
ghklb \_jbnbdZpbb WPI ijhba\hevguf ihevah\Zl_e_f �gZijb-
f_j� ijb pbjdmeyjghc jZkkued_ ^hdmf_glZ�� lh Ze]hjblf \ujZ-
[hldb WPI mijhsZ_lky� b ih^ibkv \ujZ[Zlu\Z_lky ih nhjfme_

SIG(M) = 
AA ,E nd (M),

Z ihevah\Zl_eb hkms_kl\eyxl \_jbnbdZpbx k bkihevah\Zgb_f
hldjulh]h ij_h[jZah\Zgby hlijZ\bl_ey �ihevah\Zl_ey A):

M = 
AA ,E ne (SIG(M)) = 

AA ,E ne (
AA ,E nd (M)).

<f_klh djbilhkbkl_fu RSA ^ey ih^ibkb khh[s_gbc fh`gh
bkihevah\Zlv b ex[mx ^jm]mx Zkbff_ljbqgmx djbilhkbkl_fm�

G_^hklZldhf ih^h[gh]h ih^oh^Z y\ey_lky lh� qlh ijhba\h^b�

l_evghklv Zkbff_ljbqghc djbilhkbkl_fu fh`_l hdZaZlvky g_-
^hklZlhqghc ^ey m^h\e_l\hj_gby ij_^ty\ey_fuf lj_[h\Zgbyf�

<hafh`guf j_r_gb_f y\ey_lky ijbf_g_gb_ ki_pbZevghc wnn_d-
lb\gh \uqbkebfhc nmgdpbb� gZau\Z_fhc owr�nmgdpb_c beb
nmgdpb_c owrbjh\Zgby� <oh^hf wlhc nmgdpbb y\ey_lky khh[s_-
gb_� Z \uoh^hf ± keh\h nbdkbjh\Zgghc ^ebgu� fgh]h f_gvr_c�
q_f ^ebgZ bkoh^gh]h khh[s_gby� WPI \ujZ[Zlu\Z_lky ih lhc `_

ko_f_� gh ijb wlhf bkihevam_lky g_ kZfh khh[s_gb_� Z agZq_gb_
owr�nmgdpbb hl g_]h� Wlh kms_kl\_gguf h[jZahf mkdhjbl \ujZ-
[hldm b \_jbnbdZpbx WPI� Lj_[h\Zgby� ij_^ty\ey_fu_ d nmgd-
pbyf owrbjh\Zgby� Z lZd`_ ijbf_ju owr�nmgdpbc jZkkfhlj_gu
\ i� ����

Hq_gv qZklh [u\Z_l `_eZl_evgh� qlh[u we_dljhggZy pbnjh\Zy
ih^ibkv [ueZ jZaghc� ^Z`_ _keb ^\Z`^u ih^ibku\Z_lky h^gh b lh
`_ khh[s_gb_� >ey wlh]h \ ijhp_kk \ujZ[hldb WPI g_h[oh^bfh
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\g_klb we_f_gl �kemqZcghklb�� Kihkh[ k^_eZlv wlh [ue ij_^eh-
`_g Wev�=ZfZe_f� ZgZeh]bqgh lhfm� dZd wlh ^_eZ_lky \ kbkl_f_

rbnjh\Zgby� ghkys_c _]h bfy�
<u[bjZ_lky [hevrh_ ijhklh_ qbkeh p b p_eh_ qbkeh g� y\eyx-

s__ky ijbfblb\guf we_f_glhf \ Zp� Wlb qbkeZ im[ebdmxlky�
AZl_f \u[bjZ_lky k_dj_lgh_ qbkeh x b \uqbkey_lky hldjuluc
dexq ^ey ijh\_jdb ih^ibkb y = gx (mod p).

>Ze__ ^ey ih^ibkb khh[s_gby M \uqbkey_lky _]h owr�
nmgdpby m = h(M�� <u[bjZ_lky kemqZcgh_ p_eh_ k: 1 < k < (p – 1),
\aZbfgh ijhklh_ k p ± �� b \uqbkey_lky r = gk (mod p�� Ihke_ wlh]h
k ihfhsvx jZkrbj_ggh]h Ze]hjblfZ ?\deb^Z j_rZ_lky hlghkb-
l_evgh s mjZ\g_gb_ m = xr + ks (mod p – ��� Ih^ibkv h[jZam_l iZjZ
qbk_e �r, s�� Ihke_ \ujZ[hldb ih^ibkb agZq_gb_ k mgbqlh`Z_lky�

IhemqZl_ev ih^ibkZggh]h khh[s_gby \uqbkey_l owr�

nmgdpbx khh[s_gby m = h(M� b ijh\_jy_l \uiheg_gb_ jZ\_gkl\Z
yrrs (mod p) = = gm

� Dhjj_dlghklv wlh]h mjZ\g_gby hq_\b^gZ�

yrrs = gx⋅rgk⋅s = gx⋅r + k⋅s = gm (mod p).

?s_ h^gZ ih^h[gZy ko_fZ [ueZ ij_^eh`_gZ Rghjjhf� DZd
h[uqgh� p ± [hevrh_ ijhklh_ qbkeh� q ± ijhklhc ^_ebl_ev �p – 1),
g – we_f_gl ihjy^dZ q \ Zp, k – kemqZcgh_ qbkeh� x b y = gx (mod p)
± k_dj_lguc b hldjuluc dexqb khhl\_lkl\_ggh� MjZ\g_gby
\ujZ[hldb ih^ibkb \u]ey^yl ke_^mxsbf h[jZahf�

r = gk (mod p); e  = h(m, r); s = k + xe (mod q).

Ih^ibkvx y\ey_lky iZjZ �r, s�� GZ ijb_fghc klhjhg_ \uqbkey-
_lky agZq_gb_ owr�nmgdpbb e = h(m, r� b ijh\_jy_lky \uiheg_gb_
jZ\_gkl\Z r = gsy-e(mod p�� ijb wlhf ^_ckl\by k ihdZaZl_eyfb
kl_i_gb ijhba\h^ylky ih fh^mex q.

>jm]hc \ZjbZgl ih^ibkb RghjjZ \u]ey^bl lZd� >ey ih^ibkb

khh[s_gby m Z\lhj \u[bjZ_l kemqZcgh_ k ∈ Zq� \uqbkey_l gk mod
p, e = h(gk, m� b z = k + xe mod q� Ih^ibkvx y\ey_lky ljhcdZ �m, e,
z�� Ijh\_jdZ ih^ibkb aZdexqZ_lky \ ijh\_jd_ jZ\_gkl\Z h(gzy –e,
m) = e� < kZfhf ^_e_� gzy –e = gk + xeg –xe = gk.

������ KlZg^Zjl pbnjh\hc ih^ibkbDSS
Gh\Zy j_^Zdpby klZg^ZjlZ gZ \ujZ[hldm b \_jbnbdZpbx pbn-

jh\hc ih^ibkb DSS (Digital Signature Standard� ijbgylZ \ KR: �
yg\Zjy ���� ]� �FIPS PUB ������ Kh]eZkgh wlhfm klZg^Zjlm�
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we_dljhggZy pbnjh\Zy ih^ibkv fh`_l \ujZ[Zlu\Z_lky ih h^ghfm
ba lj_o Ze]hjblfh\� DSA (Digital Signature Algorithm�� hkgh\Zg-
ghfm gZ ijh[e_f_ eh]ZjbnfZ \ dhg_qghf ihe_� ANSI X9.31 (RSA
DSA� beb ANSI X9.63 (EC DSA± Ze]hjblf \ujZ[hldb ih^ibkb�

hkgh\Zgghc gZ ijh[e_f_ eh]ZjbnfZ \ ]jmii_ lhq_d weebilbq_-
kdhc djb\hc gZ^ dhg_qguf ihe_f��

Hibr_f Ze]hjblf DSA.
�� Ij_^\Zjbl_evguc wlZi ± \u[hj iZjZf_ljh\�
<u[bjZxlky qbkeZ p, qb g� lZdb_� qlh p ± ijhklh_ qbkeh� �l – 1 <

p < 2l, ]^_ l djZlgh �� b ��� ≤ l ≤ 1024; q ± ijhklhc ^_ebl_ev qbkeZ
p ± � ^ebghc ��� [bl ��159 < q < 2160); g ± we_f_gl ihjy^dZ q \ Zp. g
\u[bjZ_lky \ \b^_ g = h(p – 1)/q

� ]^_ � � h < p ± � b h(p – 1)/q
! �� Wlb

ljb qbkeZ y\eyxlky hldjulufb ^Zggufb b fh]ml [ulv h[sbfb
^ey ]jmiiu ihevah\Zl_e_c�

<u[bjZ_lky k_dj_lguc dexq x, 0 < x < q� b \uqbkey_lky hl-
djuluc dexq ^ey ijh\_jdb ih^ibkb y = gx (mod p).

�� <ujZ[hldZ we_dljhgghc pbnjh\hc ih^ibkb�

<uqbkey_lky agZq_gb_ owr�nmgdpbb hl khh[s_gby h(m�� Ijb
wlhf bkihevam_lky Ze]hjblf [_ahiZkgh]h owrbjh\Zgby SHA-1
(Secure Hashing Algorithm�� gZ dhlhjuc kkueZ_lky klZg^Zjl �FIPS
PUB������� AgZq_gb_ owr�nmgdpbb h(m� bf__l ^ebgm ��� [bl�

>Ze__ ih^ibku\Zxsbc \u[bjZ_l kemqZcgh_ beb ik_\^hkem-
qZcgh_ agZq_gb_ k, 0 < k < q� \uqbkey_l k-1 (mod q�� b \ujZ[Zlu\Z-
_l iZjm agZq_gbc�

r = gk (mod p)(mod q);
s = k-1 (h(m) + xr) (mod q)

WlZ iZjZ agZq_gbc �r, s� b y\ey_lky we_dljhgghc ih^ibkvx ih^

khh[s_gb_f M� Ihke_ \ujZ[hldb pbnjh\hc ih^ibkb agZq_gb_ k
mgbqlh`Z_lky�

�� <_jbnbdZpby we_dljhgghc pbnjh\hc ih^ibkb�
Imklv [ueh ijbgylh khh[s_gb_ m1� Lh]^Z mjZ\g_gb_ ijh\_jdb

\u]ey^bl ke_^mxsbf h[jZahf�

).)(mod(mod
11

1)( qpygr srsmh −− ⋅⋅ ⋅≡

< kZfhf ^_e_�
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:e]hjblf \ujZ[hldb WPI� hkgh\Zgguc gZ weebilbq_kdbo
djb\uo� fh`_l [ulv hibkZg ke_^mxsbf h[jZahf�

�� <u[hj iZjZf_ljh\�

KlZg^Zjl hij_^_ey_l ihey� gZ^ dhlhjufb aZ^Zxlky weebilbq_-
kdb_ djb\u_� Wlh ijhklu_ ihey =ZemZ b ihey =ZemZ oZjZdl_jbklb-
db �� <u[hj ihe_c \ klZg^Zjl_ k^_eZg bkoh^y ba lj_[h\Zgby
ih\ur_gby \uqbkebl_evghc wnn_dlb\ghklb fZrbgguo hi_jZpbc

mfgh`_gby \ ihe_� >ey wlh]h \ dZq_kl\_ ijhkluo fh^me_c \u[jZ-
gu lZd gZau\Z_fu_ h[h[s_ggu_ qbkeZ F_jk_ggZ �LZ[e� �����

KlZg^Zjl nbdkbjm_l djb\u_� dhlhju_ ^he`gu bkihevah\Zlvky

\ Ze]hjblfZo� b ijbf_jgu_ [Zah\u_ lhqdb gZ wlbo djb\uo� Ihev-
ah\Zl_ev fh`_l eb[h \hkihevah\Zlvky ijb\_^_ggufb \ klZg^Zjl_

[Zah\ufb lhqdZfb� eb[h k]_g_jbjh\Zlv k\hb� _keb� gZijbf_j� _fm
ihgZ^h[blky h[_ki_qblv djbilh]jZnbq_kdh_ jZa^_e_gb_ k_l_c
W<F� < qZklghklb� djb\u_ P-192 … P���� ij_^klZ\eyxl kh[hc

weebilbq_kdb_ djb\u_ ijhklh]h ihjy^dZ r \b^Z y2 = x3 – 3x + b
gZ^ ihe_f GF(p).

LZ[ebpZ ����

Djb\Zy p
P-192 2192 – 264 – 1
P-224 2224 – 296 + 1
P-256 2256 – 2224 + 2192 + 296 – 1
P-384 2384 – 2128 – 296 + 232 – 1
P-521 2521 – 1

>ey aZ^Zgby djb\uo gZ^ iheyfb oZjZdl_jbklbdb � \u[jZgu
ihjh`^Zxsb_ fgh]hqe_gu� mdZaZggu_ \ lZ[e� ���� Ijb wlhf
\hafh`gh bkihevah\Zlv ij_^klZ\e_gb_ ihe_c dZd \ ihebghfbZev-
ghf� lZd b \ ghjfZevghf [ZabkZo�

LZ[ebpZ ����

Djb\Zy Ihjh`^Zxsbc fgh]hqe_g
p(t)

Lbi ghjfZevgh]h
[ZabkZ

K-163, B-163 t163 + t7 + t6 + t3 + 1 4
K-233, B-233 t233 + t74 + 1 2
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K-283, B-283 t283 + t12 +t7 +t5 +1 6
K-409, B-409 t409 + t87 + 1 4
K-571, B-571 t571 + t10 + t5 + t2 + 1 10

Dhwnnbpb_glu b aZ^Zgu ^ey dZ`^h]h jZaf_jZ ihey� GZijbf_j�
djb\Zy P���� aZ^Z_lky dhwnnbpb_glhf b = 051 953eb961 8e1c9a1f
929a21a0 b68540ee a2da725b 99b315f3 b8b48991 8ef109e1
56193951 ec7e937b 1652c0bd 3bb1bf07 3573df88 3d2c34f1 ef451fd4
6b503f�� �\ r_klgZ^pZl_jbqghf \b^_� b bf__l ihjy^hd r =
68647976601306097149819007990813932172694353
00143305409394463459185543183397655394245057746333217197
53296399637136332111386476861244038034037280889270700544
� �\ ^_kylbqghc aZibkb�� Ihkdhevdm hij_^_e_ggu_ \ klZg^Zjl_

djb\u_ bf_xl ijhklhc ihjy^hd� ]jmiiu lhq_d gZ gbo y\eyxlky
pbdebq_kdbfb �dhnZdlhj wlbo djb\uo jZ\_g �� b ihjy^hd [Zah\hc
lhqdb n \ lhqghklb jZ\_g r.

>ey dZ`^h]h ba ihe_c GF(2m
� \ klZg^Zjl_ mdZaZgu ih � djb-

\uo� ik_\^hkemqZcgZy \b^Z y2 + xy = x3 + x2 + b� bf_xsZy dhnZd-
lhj �� b ki_pbZevgZy djb\Zy Dh[ebpZ� beb ZghfZevgZy ^\hbqgZy
djb\Zy \b^Z y2 + xy = x3 + ax2

� �� ]^_ a  � beb �� DhnZdlhj djb-
\hc Dh[ebpZ jZ\_g �� _keb a  � b �� _keb a  �� GZijbf_j� ^ey

ihey GF(2163
� ik_\^hkemqZcgZy djb\Zy aZ^Z_lky dhwnnbpb_glhf b

= 2 0a601907 b8c953ca 1481eb10 512f7874 4a3205fd� Z djb\Zy

Dh[ebpZ dhwnnbpb_glhf a = 1.
=_g_jZpby dexq_\hc iZju� Ihevah\Zl_ev \u[bjZ_l \ dZq_kl\_

k_dj_lgh]h dexqZ p_eh_ qbkeh d, 0 < d < n� ]^_ n ± ihjy^hd [Zah-
\hc lhqdb G gZ weebilbq_kdhc djb\hc� >Ze__ hg \uqbkey_l Q =
dGb im[ebdm_l Q \ dZq_kl\_ hldjulh]h dexqZ�

�� <ujZ[hldZ WPI�
>ey lh]h� qlh[u ih^ibkZlv khh[s_gb_m� ihevah\Zl_ev�

1. \u[bjZ_l kemqZcgh_ qbkeh k, 0 < k < n – 1;
2. \uqbkey_l kG = (x1, y1), r = x1 mod n� ?keb r  �� lh i_-

j_clb d rZ]m ��

3. \uqbkey_l k–1 mod n;
4. \uqbkey_l e = SHA(m�� <u[hj \ZjbZglZ nmgdpbb owrb�

jh\Zgby hkms_kl\ey_lky \ aZ\bkbfhklb hl bkihevam_fh-
]h ihey�

5. \uqbkey_l s = k–1 (e + dr) mod n� ?keb s �� lh i_j_clb d
rZ]m ��

6. Ih^ibkvx khh[s_gby my\ey_lky iZjZ �r, s).
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�� <_jbnbdZpby WPI�
>ey ijh\_jdb ih^ibkb ihemqZl_ev khh[s_gby \uihegy_l ke_-

^mxsb_ ^_ckl\by�
1. ijh\_jy_l� qlh r b se_`Zl gZ bgl_j\Ze_ ��� n).
2. \uqbkey_l e = SHA(m);
3. \uqbkey_l w = s–1 mod n;
4. \uqbkey_l u1 = ew mod n b u2 = rw mod n;
5. \uqbkey_l X = u1G + u2Q� ?keb X = ∞� lh ih^ibkv hl\_j-

]Z_lky� bgZq_� \uqbkeblv v = x1 mod n� ]^_ X = (x1, y1);
6. Ijbgylv ih^ibkv� _keb b lhevdh _keb v = r.

Dhjj_dlghklv ko_fu ^hdZau\Z_lky g_keh`gh� ?keb khh[s_gb_
m ^_ckl\bl_evgh ih^ibkZgh hlijZ\bl_e_f� lh s = k–1 (e + dr) mod
n� Hldm^Z

k ≡ s–1(e + dr) ≡ s–1e + s–1rd ≡ we + wrd ≡ u1 + u2d (mod n).

LZdbf h[jZahf� u1G + u2Q = (u1 + u2d)G = kG� b ihwlhfm v = r� dZd
b lj_[m_lky�

������ KlZg^Zjl pbnjh\hc ih^ibkb =HKL J ��������

Jhkkbckdbc klZg^Zjl WPI jZajZ[Zlu\Zeky iha`_ i_j\hgZ-
qZevgh]h \ZjbZglZ Zf_jbdZgkdh]h� ihwlhfm iZjZf_lju wlh]h

Ze]hjblfZ \u[jZgu k mq_lhf \hajhkrbo \hafh`ghkl_c ihl_gpb-
Zevgh]h ijhlb\gbdZ ih \kdjulbx djbilhkbkl_f� < qZklghklb�
m\_ebq_gZ ^ebgZ agZq_gby owr�nmgdpbb� qlh kgb`Z_l \_jhyl-
ghklv klhedgh\_gbc� b� khhl\_lkl\_ggh� ihjy^hd we_f_glZ�
]_g_jZlhjZ� qlh ^_eZ_l [he__ keh`guf j_r_gb_ aZ^Zqb ^bkdj_l-
gh]h eh]ZjbnfZ ^ey \hkklZgh\e_gby k_dj_lgh]h dexqZ� Ijb
hibkZgbb Ze]hjblfZ [m^ml bkihevah\Zlvky ke_^mxsb_ h[hagZq_-
gby�

B*
± fgh`_kl\h \k_o dhg_qguo keh\ \ ZenZ\bl_ B = {0,1}.

|A_ ± ^ebgZ keh\Z :
Vk��� ± fgh`_kl\h \k_o ^\hbqguo keh\ ^ebgu k.
A||B ± dhgdZl_gZpby keh\ : b B� lZd`_ h[hagZqZ_lky dZd :<�
:

k
± dhgdZl_gZpby k wda_fieyjh\ keh\Z :�

<N>k ± keh\h ^ebgu k� kh^_j`Zs__ aZibkv N(mod 2k
�� ]^_ N –

g_hljbpZl_evgh_ p_eh_�

⊕ ± ih[blh\h_ keh`_gb_ keh\ ih fh^mex ��
>�@ ± keh`_gb_ ih ijZ\bem A [+] B = <A+B>k (k = |A| = |B|).
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m± i_j_^Z\Z_fh_ khh[s_gb_�
m1 ± ihemq_ggh_ khh[s_gb_

h ± owr�nmgdpby� hlh[jZ`ZxsZy ihke_^h\Zl_evghklv m \ keh-
\h h(m) ∈ V256(2).

p ± ijhklh_ qbkeh� �509 < p < 2512
� eb[h �

1020 < p < 21024.
q ± ijhklh_ qbkeh� �

254 < q < 2256
b q y\ey_lky ^_ebl_e_f ^ey �p

– 1).
a ± p_eh_ qbkeh� � � a < p ± �� ijb wlhf aq(mod p) = 1.
k ± p_eh_ qbkeh� � � k < q.
x ± k_dj_lguc dexq ihevah\Zl_ey ^ey nhjfbjh\Zgby ih^ibkb�

0 < x < q.
y ± hldjuluc dexq ^ey ijh\_jdb ih^ibkb� y = ax(mod p).
Kbkl_fZ WPI \dexqZ_l \ k_[y ijhp_^mju \ujZ[hldb b ijh-

\_jdb ih^ibkb ih^ ^Zgguf khh[s_gb_f�

Pbnjh\Zy ih^ibkv� khklhysZy ba ^\mo p_euo qbk_e� \uqbkey-
_lky k ihfhsvx hij_^_e_ggh]h gZ[hjZ ijZ\be� baeh`_gguo \
klZg^Zjl_�

QbkeZ p, q b a� y\eyxsb_ky iZjZf_ljZfb kbkl_fu� g_ y\eyxlky
k_dj_lgufb� Dhgdj_lguc gZ[hj bo agZq_gbc fh`_l [ulv h[sbf

^ey ]jmiiu ihevah\Zl_e_c� P_eh_ qbkeh k� dhlhjh_ ]_g_jbjm_lky \
ijhp_^mj_ ih^ibkb khh[s_gby� ^he`gh [ulv k_dj_lguf b ^he`-
gh [ulv mgbqlh`_gh kjZam ihke_ \ujZ[hldb ih^ibkb� Qbkeh k
kgbfZ_lky k nbabq_kdh]h ^ZlqbdZ kemqZcguo qbk_e beb \ujZ[Z-
lu\Z_lky ik_\^hkemqZcguf f_lh^hf k bkihevah\Zgb_f k_dj_lguo

iZjZf_ljh\�
Ijhp_^mjZ \ujZ[hldb ih^ibkb \dexqZ_l \ k_[y ke_^mxsb_

rZ]b�

1. <uqbkeblv h(m� ± agZq_gb_ owr�nmgdpbb h hl khh[s_gby
m� ?keb h(m)(mod q�  �� lh ijbk\hblv h(m� agZq_gb_ �2551.

2. <ujZ[hlZlv p_eh_ qbkeh k, 0 < k < q.
3. <uqbkeblv ^\Z agZq_gby� r' = ak(mod p� b r = r' (mod q�� ?k-

eb r = �� lh i_j_clb d rZ]m � b \ujZ[hlZlv ^jm]h_ agZq_gb_
qbkeZ k.

4. K bkihevah\Zgb_f k_dj_lgh]h dexqZ x ihevah\Zl_ey \u-
qbkeblv agZq_gb_ s = (xr + kh(m))(mod q�� ?keb s �� lh i_-
j_clb d rZ]m �� \ ijhlb\ghf kemqZ_ aZdhgqblv jZ[hlm Ze-
]hjblfZ�

AZf_lbf� qlh khh[s_gb_� ^Zxs__ gme_\h_ agZq_gb_ owr�
nmgdpbb� g_ ih^ibku\Z_lky� < ijhlb\ghf kemqZ_ mjZ\g_gb_
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ih^ibkb mijhklbehkv [u ^h s = xr (mod q� b aehmfure_ggbd
e_]dh fh] [u \uqbkeblv k_dj_lguc dexq x.

Ijh\_jdZ pbnjh\hc ih^ibkb \hafh`gZ ijb gZebqbb m ihemqZ-
l_ey hldjulh]h dexqZ hlijZ\bl_ey� ihkeZ\r_]h khh[s_gb_�

MjZ\g_gb_ ijh\_jdb [m^_l ke_^mxsbf�

).))(mod(mod(
1

1
1

1 )()( qpyar mhrmhs −− ⋅−⋅ ⋅≡

< kZfhf ^_e_�

=⋅=⋅
−−−− ⋅⋅−⋅⋅−⋅ )))(mod(mod()))(mod(mod(
1111 )()()()( qpaaqpya mhxrmhsmhrmhs

.))(mod(mod))(mod(mod

))(mod(mod))(mod(mod

)()(

))(()()()(

1

11

rqpaqpa

qpaqpa

kmhmhk

rxmhkrxmhrxsmh

≡==

===
⋅⋅

⋅−⋅+⋅⋅−⋅

−

−−

<uqbke_gby ih mjZ\g_gbx ijh\_jdb j_Zebamxlky ke_^mxsbf

h[jZahf�
1. Ijh\_jblv mkeh\by� � � s < q b � � r < q� ?keb ohly [u h^gh

ba wlbo mkeh\bc g_ \uiheg_gh� lh ih^ibkv kqblZ_lky g_-
^_ckl\bl_evghc�

2. <uqbkeblv h(m1� ± agZq_gb_ owr�nmgdpbb h hl ihemq_ggh-
]h khh[s_gby m1.
?keb h(m1)(mod q�  �� ijbk\hblv h(m1� agZq_gb_ �

2551.
3. <uqbkeblv agZq_gb_ v = (h(m1))

q–2(mod q�� qlh y\ey_lky g_
q_f bguf� dZd fmevlbiebdZlb\guf h[jZlguf d h(m1) (mod
q�� <hh[s_ ]h\hjy� Ze]hjblf ijh\_jdb fh`gh g_kdhevdh
mkdhjblv� _keb \uqbkeylv h(m1)

-1(mod q� k ihfhsvx jZk-
rbj_ggh]h Ze]hjblfZ ?\deb^Z� Z g_ iml_f \ha\_^_gby \

kl_i_gv�
4. <uqbkeblv agZq_gby�

z1 = sv(mod q� b
z2 = (q – r)v(mod q)

5. <uqbkeblv agZq_gb_

u = )))(mod(mod( 21 qpya zz

6. Ijh\_jblv mkeh\b_
r = u

Ijb kh\iZ^_gbb agZq_gbc r b u ihemqZl_ev ijbgbfZ_l j_r_-
gb_ h lhf� qlh ihemq_ggh_ khh[s_gb_ ih^ibkZgh ^Zgguf hlijZ-
\bl_e_f b \ ijhp_kk_ i_j_^Zqb g_ gZjmr_gZ p_ehklghklv khh[s_-
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gby� l�_� m1 = m� < ijhlb\ghf kemqZ_ ih^ibkv kqblZ_lky g_^_ckl-
\bl_evghc�

������ :e]hjblf pbnjh\hc ih^ibkb� hkgh\Zgguc gZ weebilb-
q_kdbo djb\uo

;_j_lky weebilbq_kdZy djb\Zy E \ nhjf_ <_c_jrljZkkZ gZ^
ijhkluf ihe_f� AZ^Z_lky \_ebqbgZ J(E�� gZau\Z_fZy bg\ZjbZg-
lhf weebilbq_kdhc djb\hc�

)(mod
274

4
1728)(

23

3
p

ba

a
EJ

+
≡ .

Dhwnnbpb_glu a b b djb\hc E hij_^_eyxlky ih ba\_klghfm

bg\ZjbZglm ke_^mxsbf h[jZahf�







≠
−

≡≡

≡

1728,0)(),(mod
)(1728

)(
),(mod2

),(mod3

EJp
EJ

EJ
k]^_pkb

pka
.

Lhqdm Q [m^_f gZau\Zlv lhqdhc djZlghklb k, k ∈ Z, _keb ^ey
g_dhlhjhc lhqdb P \uiheg_gh jZ\_gkl\h Q = kP.

IZjZf_ljZfb ko_fu WPI y\eyxlky ke_^mxsb_ agZq_gby�
p ± fh^mev weebilbq_kdhc djb\hc� ijhklh_ qbkeh� p > 2255;
weebilbq_kdZy djb\Zy� aZ^Z\Z_fZy bg\ZjbZglhf J(E� beb dh-

wnnbpb_glZfb a b b;
p_eh_ qbkeh m � ihjy^hd ]jmiiu lhq_d weebilbq_kdhc djb\hc

E;
ijhklh_ qbkeh q � ihjy^hd pbdebq_kdhc ih^]jmiiu ]jmiiu lh-

q_d weebilbq_kdhc djb\hc E� ^ey dhlhjh]h \uiheg_gu ke_^mx-
sb_ mkeh\by�





<<
≥∈=

256255 22

1,,

q

nZnnqm
.

[Zah\Zy lhqdZ P ≠ ∞ gZ djb\hc� bf_xsZy ihjy^hd q� l� _� m^h\-
e_l\hjyxsZy jZ\_gkl\m qP = ∞� Dhhj^bgZlu wlhc lhqdb h[hagZ-
qbf q_j_a �xp, yp);

owr�nmgdpby� hlh[jZ`ZxsZy khh[s_gby ijhba\hevghc ^ebgu
\ fgh`_kl\h ^\hbqguo \_dlhjh\ ^ebgu ���� Owr�nmgdpby mklZ-
gZ\eb\Z_lky klZg^Zjlhf J ���������
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DZ`^uc ihevah\Zl_ev ko_fu WPI ^he`_g h[eZ^Zlv ebqghc
dexq_\hc iZjhc�

k_dj_lguc dexq ihevah\Zl_ey ± p_eh_ qbkeh d, 0 < d < q;
hldjuluc dexq ihevah\Zl_ey ± lhqdZ Q k dhhj^bgZlZfb �xq,

yq�� m^h\e_l\hjyxsZy jZ\_gkl\m dP = Q.
IZjZf_lju WPI ^he`gu m^h\e_l\hjylv ke_^mxsbf mkeh\b-

yf�

)(mod1 qpt ≠ � ^ey \k_o p_euo t=1,2, … B� ]^_ B m^h\e_l\hjy_l

g_jZ\_gkl\m B ≥ 11;
m ≠ p;
J(E) = 0, 1728.
WPI ih^ khh[s_gb_f M \ujZ[Zlu\Z_lky ih ke_^mxs_fm Ze-

]hjblfm�

1.<uqbkeblv owr�nmgdpbx khh[s_gby ( )MhhM =: .

2.<uqbkeblv p_eh_ qbkeh α� ^\hbqguf ij_^klZ\e_gb_f dhlh-
jh]h y\ey_lky \_dlhj h � b hij_^_eblv

)(modqe α≡ .

3.<uqbkeblv kemqZcgh_ p_eh_ qbkeh k� m^h\e_l\hjyxs__ g_-
jZ\_gkl\Zf

0 < k < q;

4.<uqbkeblv lhqdm weebilbq_kdhc djb\hcC=kP b iheh`blv

),(modqxr c≡

]^_ xc – x�dhhj^bgZlZ lhqdb K� ?keb r  �� lh \_jgmlvky gZ rZ] ��
5.<uqbkeblv agZq_gb_

).(mod)( qkerds +≡

?keb s �� lh \_jgmlvky gZ rZ] ��
6.<uqbkeblv ^\hbqgu_ \_dlhjZ� khhl\_lkl\mxsb_ qbkeZf r b

s� Hij_^_eblv pbnjh\mx ih^ibkv ( )sr ||=ζ dZd dhgdZl_gZpbx

^\mo ^\hbqguo \_dlhjh\�

>ey ijh\_jdb ih^ibkb ζ ih^ ihemq_gguf khh[s_gb_f F g_-
h[oh^bfh \uihegblv ke_^mxsb_ ^_ckl\by�
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1.Ih ihemq_gghc ih^ibkb ζ \uqbkeblv p_eu_ qbkeZ r b s� ?k-
eb \uiheg_gu g_jZ\_gkl\Z � � r < q, 0 < s < q� lh i_j_clb d ke_-
^mxs_fm rZ]m� < ijhlb\ghf kemqZ_ ih^ibkv g_ \_jgZ�

2.<uqbkeblv owr�nmgdpbx ihemq_ggh]h khh[s_gby

( )MhhM =: .

3.<uqbkeblv p_eh_ qbkeh α� ^\hbqguf ij_^klZ\e_gb_f dhlh-
jh]h y\ey_lky \_dlhj h b hij_^_eblv )(modqe α≡ .

4.<uqbkeblv agZq_gb_ )(mod1 qev −≡ .
5.<uqbkeblv agZq_gby

).(mod),(mod 21 qrvzqsvz −≡≡

6. <uqbkeblv lhqdm weebilbq_kdhc djb\hc QzPzC 21 += b hi-
j_^_eblv

)(modqxR c≡ ,

]^_ xc – o�dhhj^bgZlZ lhqdb K.
7. ?keb \uiheg_gh jZ\_gkl\h R = r� lh ih^ibkv ijbgbfZ_lky� \

ijhlb\ghf kemqZ_ ih^ibkv g_ \_jgZ�

������Pbnjh\u_ ih^ibkb� hkgh\Zggu_ gZ kbff_ljbqguo

djbilhkbkl_fZo

GZ i_j\uc \a]ey^� kZfZ wlZ b^_y fh`_l ihdZaZlvky Z[kmj^hf�

>_ckl\bl_evgh� h[s_ba\_klgh� qlh lZd gZau\Z_fZy ©kh\j_f_g-
gZyª� hgZ `_ ^\modexq_\Zy djbilh]jZnby \hagbdeZ b klZeZ [ukl-
jh jZa\b\Zlvky \ ihke_^gb_ ^_kylbe_lby bf_ggh ihlhfm� qlh jy^
gh\uo djbilh]jZnbq_kdbo ijhlhdheh\ lbiZ ijhlhdheZ pbnjh\hc

ih^ibkb g_ m^Zehkv wnn_dlb\gh j_Zebah\Zlv gZ [Za_ ljZ^bpbhg-
guo djbilh]jZnbq_kdbo Ze]hjblfh\� rbjhdh ba\_klguo b ohjh-
rh bamq_gguo d lhfm \j_f_gb� L_f g_ f_g__� wlh \hafh`gh� B

i_j\ufb� dlh h[jZlbe gZ wlh \gbfZgb_� [ueb jh^hgZqZevgbdb
djbilh]jZnbb k hldjuluf dexqhf M� >bnnb b F� O_eefZg�

him[ebdh\Z\rb_ hibkZgb_ ih^oh^Z� iha\heyxs_]h \uihegylv
ijhp_^mjm pbnjh\hc ih^ibkb h^gh]h [blZ k ihfhsvx [ehqgh]h
rbnjZ� Ij_`^_ q_f baeh`blv wlm b^_x� k^_eZ_f g_kdhevdh

aZf_qZgbc h kmlb b j_ZebaZpbyo pbnjh\hc ih^ibkb�
Klhcdhklv dZdhc�eb[h ko_fu ih^ibkb �l�_� \uiheg_gb_ lj_[h-

\Zgbc� hibkZgguo \ i� ����� ^hdZau\Z_lky h[uqgh mklZgh\e_gb_f
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jZ\ghkbevghklb khhl\_lkl\mxs_c aZ^Zqb \kdjulby ko_fu dZdhc�
eb[h ^jm]hc� h dhlhjhc ba\_klgh� qlh hgZ \uqbkebl_evgh g_jZa-
j_rbfZ� IjZdlbq_kdb \k_ kh\j_f_ggu_ Ze]hjblfu WPI hkgh\Z-
gu gZ lZd gZau\Z_fuo ©keh`guo fZl_fZlbq_kdbo aZ^ZqZoª lbiZ

nZdlhjbaZpbb [hevrbo qbk_e beb eh]Zjbnfbjh\Zgby \ ^bkdj_l-
guo iheyo� H^gZdh� ^hdZaZl_evkl\h g_\hafh`ghklb wnn_dlb\gh]h
\uqbkebl_evgh]h j_r_gby wlbo aZ^Zq hlkmlkl\m_l� b g_l gbdZdbo

]ZjZglbc� qlh hgb g_ [m^ml j_r_gu \ [eb`Zcr_f [m^ms_f� Z
khhl\_lkl\mxsb_ ko_fu \aehfZgu ± dZd wlh ijhbahreh k ©jZgp_-
\hcª ko_fhc pbnjh\hc ih^ibkb� ;he__ lh]h� k [mjguf ijh]j_k-
khf kj_^kl\ \uqbkebl_evguo l_ogbdb ©]jZgbpu gZ^_`ghklbª
f_lh^h\ hlh^\b]Zxlky \ h[eZklv \k_ [hevrbo jZaf_jh\ [ehdZ�

<k_]h iZjm ^_kylbe_lbc gZaZ^� gZ aZj_ djbilh]jZnbb k hldjuluf
dexqhf kqblZehkv� qlh ^ey j_ZebaZpbb ko_fu ih^ibkb RSA
^hklZlhqgh ^Z`_ ����[blh\uo qbk_e� K_cqZk wlZ ]jZgbpZ hlh^\b-
gmlZ ^h �����[blh\uo qbk_e ± ijZdlbq_kdb gZ ihjy^hd� ± b wlh

^Ze_dh _s_ g_ ij_^_e� Wlh ijb\h^bl d g_h[oh^bfhklb i_j_ibku-
\Zlv j_Zebamxsb_ ko_fm ijh]jZffu� b aZqZklmx i_j_ijh_dlbjh-
\Zlv ZiiZjZlmjm� Gbq_]h ih^h[gh]h g_ gZ[ex^Z_lky \ h[eZklb

deZkkbq_kdbo [ehqguo rbnjh\� _keb g_ kqblZlv bagZqZevgh
ms_j[gh]h b g_ihgylgh]h j_r_gby dhfbl_lZ ih klZg^ZjlZf KR:

h]jZgbqblv jZaf_j dexqZ Ze]hjblfZ DES���x [blZfb� lh]^Z dZd
_s_ \h \j_fy h[km`^_gby Ze]hjblfZ ij_^eZ]Zehkv bkihevah\Zlv
dexq [hevr_]h jZaf_jZ� Ko_fu ih^ibkb� hkgh\Zggu_ gZ deZkkb-
q_kdbo [ehqguo rbnjZo� k\h[h^gu hl mdZaZgguo g_^hklZldh\�

- \h�i_j\uo� bo klhcdhklv d ihiuldZf \aehfZ \ul_dZ_l ba

klhcdhklb bkihevah\Zggh]h [ehqgh]h rbnjZ� ihkdhevdm
deZkkbq_kdb_ f_lh^u rbnjh\Zgby bamq_gu ]hjZa^h [hev-
r_� Z bo gZ^_`ghklv h[hkgh\ZgZ gZfgh]h emqr_� q_f gZ-
^_`ghklv Zkbff_ljbqguo djbilh]jZnbq_kdbo kbkl_f�

- \h�\lhjuo� ^Z`_ _keb klhcdhklv bkihevah\Zggh]h \ ko_f_

ih^ibkb rbnjZ hdZ`_lky g_^hklZlhqghc \ k\_l_ ijh]j_kkZ
\uqbkebl_evghc l_ogbdb� _]h e_]dh fh`gh [m^_l aZf_gblv
gZ ^jm]hc� [he__ mklhcqb\uc� k l_f `_ jZaf_jhf [ehdZ

^Zgguo b dexqZ� [_a g_h[oh^bfhklb f_gylv hkgh\gu_ oZ-
jZdl_jbklbdb \k_c ko_fu ± wlh ihlj_[m_l lhevdh fbgb-
fZevghc fh^bnbdZpbb ijh]jZffgh]h h[_ki_q_gby�

BlZd� \_jg_fky d ko_f_ >bnnb b O_eefZgZ ih^ibkb h^gh]h
[blZ khh[s_gby k ihfhsvx Ze]hjblfZ� [Zabjmxs_]hky gZ ex[hf
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deZkkbq_kdhf [ehqghf rbnj_� Ij_^iheh`bf� \ gZr_f jZkihjy-
`_gbb _klv Ze]hjblf aZrbnjh\Zgby EK� hi_jbjmxsbc [ehdZfb

^Zgguo X jZaf_jZ n b bkihevamxsbc dexq jZaf_jhf nK: |X | = n,
|K | = nK� KljmdlmjZ dexq_\hc bgnhjfZpbb \ ko_f_ ke_^mxsZy�

k_dj_lguc dexq ih^ibkb kS \u[bjZ_lky dZd ijhba\hevgZy �kem-
qZcgZy� iZjZ dexq_c k0, k1 bkihevam_fh]h [ehqgh]h rbnjZ�

kS = (k0,k1);

LZdbf h[jZahf� jZaf_j dexqZ ih^ibkb jZ\_g m^\h_gghfm jZaf_jm
dexqZ bkihevah\Zggh]h [ehqgh]h rbnjZ�

|kS| = 2|K | = 2nK.

Dexq ijh\_jdb ij_^klZ\ey_l kh[hc j_amevlZl rbnjh\Zgby ^\mo
[ehdh\ l_dklZ X0 b X1 k dexqZfb k0 b k1 khhl\_lkl\_ggh�

kV = (C0, C1) = ))(),(( 10 10
XEXE kk

]^_ y\eyxsb_ky iZjZf_ljhf ko_fu [ehdb ^Zgguo g_k_dj_lgu b
ba\_klgu ijh\_jyxs_c ih^ibkv klhjhg_� LZdbf h[jZahf� jZaf_j

dexqZ ijh\_jdb ih^ibkb jZ\_g m^\h_gghfm jZaf_jm [ehdZ bk-
ihevah\Zggh]h [ehqgh]h rbnjZ�

|kV| = 2|X | = 2n.

:e]hjblf Sig \ujZ[hldb pbnjh\hc ih^ibkb ^ey [blZ t (t
∈ ^���`� aZdexqZ_lky ijhklh \ \u[hj_ khhl\_lkl\mxs_c iheh\b-
gu ba iZju� khklZ\eyxs_c k_dj_lguc dexq ih^ibkb�

s = S(t) = kt.
:e]hjblf Ver ijh\_jdb ih^ibkb khklhbl \ ijh\_jd_ mjZ\g_-

gby Ekt(Xt) = Ct� dhlhjh_� hq_\b^gh� ^he`gh \uihegylvky ^ey

gZr_]h t� IhemqZl_ex ba\_klgu \k_ bkihevam_fu_ ijb wlhf
\_ebqbgu�

LZdbf h[jZahf� nmgdpby ijh\_jdb ih^ibkb [m^_l ke_^mxs_c�
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IhdZ`_f� qlh ^ZggZy ko_fZ jZ[hlhkihkh[gZ� ^ey q_]h ijh\_-
jbf \uiheg_gb_ g_h[oh^bfuo k\hckl\ ko_fu pbnjh\hc ih^ibkb�
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1. G_\hafh`ghklv ih^ibkZlv [bl t� _keb g_ba\_kl_g dexq ih^ib-
kb� >_ckl\bl_evgh� ^ey \uiheg_gby wlh]h aehmfure_ggbdm

ihlj_[h\Zehkv [u j_rblv mjZ\g_gb_ Es(Xt) = Ct hlghkbl_evgh

s� qlh wd\b\Ze_glgh hij_^_e_gbx dexqZ ^ey ba\_klguo [ehdh\
rbnjh\Zggh]h b khhl\_lkl\mxs_]h _fm hldjulh]h l_dklZ� qlh

\uqbkebl_evgh g_\hafh`gh \ kbem bkihevah\Zgby klhcdh]h
rbnjZ�

2. G_\hafh`ghklv ih^h[jZlv ^jm]h_ agZq_gb_ [blZ t� dhlhjh_
ih^oh^beh [u ih^ aZ^Zggmx ih^ibkv� hq_\b^gZ� qbkeh \ha-
fh`guo agZq_gbc [blZ \k_]h ^\Z b \_jhylghklv \uiheg_gby

^\mo ke_^mxsbo mkeh\bc h^gh\j_f_ggh ij_g_[j_`bfh fZeZ \
ijhklh \ kbem bkihevah\Zgby djbilhklhcdh]h Ze]hjblfZ�

Es(X0) = C0,

Es(X1) = C1.

LZdbf h[jZahf� ij_^eh`_ggZy >bnnb b O_eefZghf ko_fZ
pbnjh\hc ih^ibkb gZ hkgh\_ deZkkbq_kdh]h [ehqgh]h rbnjZ

h[eZ^Z_l lZdhc `_ klhcdhklvx� qlh b e_`Zsbc \ __ hkgh\_ [ehq-
guc rbnj� b ijb wlhf \_kvfZ ijhklZ� H^gZdh� m g__ _klv ^\Z

kms_kl\_gguo g_^hklZldZ�
I_j\uc g_^hklZlhd aZdexqZ_lky \ lhf� qlh ^ZggZy ko_fZ ih-

a\hey_l ih^ibkZlv ebrv h^bg [bl bgnhjfZpbb� < [ehd_ [hevr_]h

jZaf_jZ ijb^_lky hl^_evgh ih^ibku\Zlv dZ`^uc [bl� ihwlhfm
^Z`_ k mq_lhf owrbjh\Zgby khh[s_gby \k_ dhfihg_glu ih^ibkb

± k_dj_lguc dexq� ijh\_jhqgZy dhf[bgZpby b kh[kl\_ggh ih^-
ibkv ihemqZxlky ^h\hevgh [hevrbfb ih jZaf_jm b [he__ q_f gZ
^\Z ihjy^dZ ij_\hkoh^yl jZaf_j ih^ibku\Z_fh]h [ehdZ� Ij_^ih-
eh`bf� qlh \ ko_f_ bkihevam_lky djbilh]jZnbq_kdbc Ze]hjblf
EK k jZaf_jhf [ehdZ b dexqZ� khhl\_lkl\_ggh n b nK� Ij_^iheh-
`bf lZd`_� qlh bkihevam_lky nmgdpby owrbjh\Zgby k jZaf_jhf
\uoh^gh]h [ehdZ nH� Lh]^Z jZaf_ju hkgh\guo jZ[hqbo [ehdh\
[m^ml ke_^mxsbfb�

jZaf_j dexqZ ih^ibkb� nkS = 2nH⋅nK.
jZaf_j dexqZ ijh\_jdb ih^ibkb� nK = 2nHn.
jZaf_j ih^ibkb� nS = nH ⋅ nK.
?keb� gZijbf_j� \ dZq_kl\_ hkgh\u \ ^Zgghc ko_f_ [m^_l bk-

ihevah\Zg rbnj =HKL �����±�� k jZaf_jhf [ehdZ n = �� [blZ b

jZaf_jhf dexqZ nK = ��� [bl� b ^ey \ujZ[hldb owr±[ehdh\ [m^_l
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bkihevah\Zg lhl `_ kZfuc rbnj \ j_`bf_ \ujZ[hldb bfblh\-
klZ\db� qlh ^Zkl jZaf_j owr±[ehdZ nH = �� lh jZaf_ju jZ[hqbo

[ehdh\ [m^ml ke_^mxsbfb�

jZaf_j dexqZ ih^ibkb� nkS = 2nH⋅nK = 2⋅ 64⋅ 256[bl= 4096
[Zcl�

jZaf_j dexqZ ijh\_jdb ih^ibkb� nK = 2nHn = 2⋅ 64⋅ 64 [bl  
���� [ZclZ�

jZaf_j ih^ibkb� nS = nH ⋅ nK = 64⋅ 256 [bl  ���� [Zcl�
<lhjhc g_^hklZlhd ^Zgghc ko_fu� [ulv fh`_l� f_g__ aZf_l_g�

gh klhev `_ k_jv_a_g� >_eh \ lhf� qlh iZjZ dexq_c \ujZ[hldb

ih^ibkb b ijh\_jdb ih^ibkb fh]ml [ulv bkihevah\Zgu lhevdh
h^bg jZa� >_ckl\bl_evgh� \uiheg_gb_ ijhp_^mju ih^ibkb [blZ

khh[s_gby ijb\h^bl d jZkdjulbx iheh\bgu k_dj_lgh]h dexqZ�
ihke_ q_]h hg m`_ g_ y\ey_lky iheghklvx k_dj_lguf b g_ fh`_l
[ulv bkihevah\Zg ih\lhjgh� Ihwlhfm ^ey dZ`^h]h ih^ibku\Z_-
fh]h khh[s_gby g_h[oh^bf k\hc dhfie_dl dexq_c ih^ibkb b
ijh\_jdb� Wlh ijZdlbq_kdb bkdexqZ_l \hafh`ghklv bkihevah\Z-
gby jZkkfhlj_gghc ko_fu >bnnb±O_eefZgZ \ i_j\hgZqZevgh
ij_^eh`_gghf \ZjbZgl_ \ j_Zevguo kbkl_fZo WPI�

H^gZdh� g_kdhevdh e_l gZaZ^ ;_j_abg b >hjhrd_\bq ij_^eh-
`beb fh^bnbdZpbx ko_fu >bnnb±O_eefZgZ� nZdlbq_kdb mkljZ-
gyxsmx __ g_^hklZldb�

P_gljZevguf \ wlhf ih^oh^_ y\ey_lky Ze]hjblf ©h^ghklhjhg-
g_c djbilh]jZnbq_kdhc ijhdjmldbª� dhlhjuc \ g_dhlhjhf jh^_
fh`_l kem`blv ZgZeh]hf hi_jZpbb \ha\_^_gby \ kl_i_gv� DZd

h[uqgh� ij_^iheh`bf� qlh \ gZr_f jZkihjy`_gbb bf__lky djbi-
lh]jZnbq_kdbc Ze]hjblf EK k jZaf_jhf [ehdZ ^Zgguo b dexqZ

khhl\_lkl\_ggh n b nK [bl� ijbq_f n≤ nK� Imklv \ gZr_f jZkih-
jy`_gbb lZd`_ bf__lky g_dhlhjZy nmgdpby hlh[jZ`_gby n–
[blh\uo [ehdh\ ^Zgguo \ nK±[blh\u_ Y = Pn→nK(X ),  |X | = n,
|Y | = nK� Hij_^_ebf j_dmjkb\gmx nmgdpbx Rk ©h^ghklhjhgg_c

ijhdjmldbª [ehdZ ^Zgguo T jZaf_jhf n [bl k jZa �k  ≥  �� ijb
ihfhsb ke_^mxs_c nhjfmeu�
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nmgdpby h^ghklhjhgg_c ijhdjmldb qj_a\uqZcgh ijhklZ� gZ^h
\k_]h ebrv gm`gh_ dhebq_kl\h jZa �k� \uihegblv ke_^mxsb_

^_ckl\by� jZkrbjblv n�[blh\uc [ehd ^Zgguo T ^h jZaf_jZ dexqZ
bkihevah\Zggh]h Ze]hjblfZ rbnjh\Zgby �nK�� gZ ihemq_gghf

jZkrbj_gghf [ehd_ dZd gZ dexq_ aZrbnjh\Zlv [ehd ^Zgguo X,
j_amevlZl aZrbnjh\Zgby aZg_klb gZ f_klh bkoh^gh]h [ehdZ ^Zg-
guo �T�� Ih hij_^_e_gbx hi_jZpby Rk(T� h[eZ^Z_l ^\mfy \Z`-
gufb ^ey gZk k\hckl\Zfb�
1. :^^blb\ghklv b dhffmlZlb\ghklv ih qbkem ijhdjmqb\Zgbc�

Rk+k'(T) = Rk'(Rk(T)) = Rk(Rk'(T)).

2. H^ghklhjhgghklv beb g_h[jZlbfhklv ijhdjmldb� _keb ba\_kl-
gh lhevdh g_dhlhjh_ agZq_gb_ nmgdpbb Rk(T�� lh \uqbkebl_ev-
gh g_\hafh`gh gZclb agZq_gb_ Rk'(T� ^ey ex[h]h k' < k ± _k-
eb [u wlh [ueh \hafh`gh� \ gZr_f jZkihjy`_gbb [ue [u kih-
kh[ hij_^_eblv dexq rbnjh\Zgby ih ba\_klghfm \oh^ghfm b
\uoh^ghfm [ehdm Ze]hjblfZ EK� qlh ijhlb\hj_qbl ij_^iheh-
`_gbx h klhcdhklb rbnjZ�
L_i_jv ihdZ`_f� dZd mdZaZggmx hi_jZpbx fh`gh bkihevah-

\Zlv ^ey ih^ibkb [ehdZ T� khklhys_]h ba nT [blh\�

K_dj_lguc dexq ih^ibkb kS \u[bjZ_lky dZd ijhba\hevgZy iZ-
jZ [ehdh\ k0, k1� bf_xsbo jZaf_j [ehdZ ^Zgguo bkihevam_fh]h

[ehqgh]h rbnjZ� l�_� jZaf_j dexqZ \ujZ[hldb ih^ibkb jZ\_g
m^\h_gghfm jZaf_jm [ehdZ ^Zgguo bkihevah\Zggh]h [ehqgh]h
rbnjZ� |kS| = 2n;

Dexq ijh\_jdb ih^ibkb \uqbkey_lky dZd iZjZ [ehdh\� bf_x-
sbo jZaf_j [ehdh\ ^Zgguo bkihevah\Zggh]h Ze]hjblfZ ih ke_-
^mxsbf nhjfmeZf�

kC = (C0,C1) = (R2nT–1(K0), R2nT–1(K1)).

< wlbo \uqbke_gbyo lZd`_ bkihevamxlky g_k_dj_lgu_ [ehdb
^Zgguo X0 b X1� y\eyxsb_ky iZjZf_ljZfb nmgdpbb ©h^ghklhjhg-
g_c ijhdjmldbª� hgb h[yaZl_evgh ^he`gu [ulv jZaebqgufb�
LZdbf h[jZahf� jZaf_j dexqZ ijh\_jdb ih^ibkb lZd`_ jZ\_g

m^\h_gghfm jZaf_jm [ehdZ ^Zgguo bkihevah\Zggh]h [ehqgh]h
rbnjZ� |kC| = 2n.

<uqbke_gb_ b ijh\_jdZ WPI [m^ml \u]ey^_lv ke_^mxsbf h[-
jZahf�
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:e]hjblf SignT
\ujZ[hldb pbnjh\hc ih^ibkb ^ey nT�[blh\h]h

[ehdZ T aZdexqZ_lky \ \uiheg_gbb ©h^ghklhjhgg_c ijhdjmldbª

h[_bo iheh\bg dexqZ ih^ibkb T b �
n

T–1–T jZa khhl\_lkl\_ggh�

s = SignT
(T) = (s0,s1) = ))(),( 1120 kRkR

TT Tn −− .

:e]hjblf VernT
ijh\_jdb ih^ibkb khklhbl \ ijh\_jd_ bklbg-

ghklb khhlghr_gbc 110012
)(,)( CsRCsR TTTn ==−− � dhlhju_� hq_-

\b^gh� ^he`gu \uihegylvky ^ey ih^ebggh]h [ehdZ ^Zgguo T:

R2nT–1–T(s0) = R2nT–1–T(RT(k0)) = R2nT–1–T+T(k0) = R2nT–1(k0) = C0,

RT(s1) = RT(R2nT–1–T(k1)) = RT+ 2nT–1–T(k1) = R2nT–1(k1) = C1.

 LZdbf h[jZahf� nmgdpby ijh\_jdb ih^ibkb [m^_l ke_^mxs_c�
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IhdZ`_f� qlh ^ey ^Zgghc ko_fu \uihegyxlky g_h[oh^bfu_
mkeh\by jZ[hlhkihkh[ghklb ko_fu ih^ibkb�

Ij_^iheh`bf� qlh \ jZkihjy`_gbb aehmfure_ggbdZ _klv nT-
[blh\uc [ehd T� _]h ih^ibkv s = (s0,s1�� b dexq ijh\_jdb

kC = (C0,C1�� Ihevamykv wlhc bgnhjfZpb_c� aehmfure_ggbd
iulZ_lky gZclb ijZ\bevgmx ih^ibkv s' = (s'0,s'1� ^ey ^jm]h]h nT-
[blh\h]h [ehdZ T'� >ey wlh]h _fm gZ^h j_rblv ke_^mxsb_ mjZ\-
g_gby hlghkbl_evgh s'0 b s'1:

R2nT–1–T'(s'0) = C0,
RT'(s'1) = C1.

< jZkihjy`_gbb aehmfure_ggbdZ _klv [ehd ^Zgguo T k ih^-
ibkvx s = (s0,s1�� qlh iha\hey_l _fm \uqbkeblv h^gh ba agZq_gbc

s'0,s'1� ^Z`_ g_ \eZ^_y dexqhf ih^ibkb�
(a) _keb T < T', lh s'0 = RT'(k0) = RT' –T(RT(k0)) = RT' –T(s0),

(b) _keb T > T', lh s'1 = R2nT–1–T '(k1) = RT–T '(R2nT–1–T(k1)) = RT–

T '(s1).
H^gZdh ^ey gZoh`^_gby \lhjhc iheh\bgu ih^ibkb �s'1 b s'0 \

kemqZyo �a� b �b� khhl\_lkl\_ggh� _fm g_h[oh^bfh \uihegblv

ijhdjmldm \ h[jZlgmx klhjhgm� l�_� gZclb Rk(X�� jZkiheZ]Zy
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lhevdh agZq_gb_f ^ey [hevr_]h k� qlh y\ey_lky \uqbkebl_evgh
g_\hafh`guf� LZdbf h[jZahf� aehmfure_ggbd g_ fh`_l ih^^_-
eZlv ih^ibkv ih^ khh[s_gb_f� _keb g_ jZkiheZ]Z_l k_dj_lguf
dexqhf ih^ibkb�

<lhjh_ lj_[h\Zgb_ lZd`_ \uihegy_lky� \_jhylghklv ih^h[jZlv
[ehd ^Zgguo T'� hlebqguc hl [ehdZ T� gh h[eZ^Zxsbc lZdhc `_
pbnjh\hc ih^ibkvx� qj_a\uqZcgh fZeZ b fh`_l g_ ijbgbfZlvky

\h \gbfZgb_� >_ckl\bl_evgh� imklv pbnjh\Zy ih^ibkv [ehdh\ T b
T' kh\iZ^Z_l� Lh]^Z ih^ibkb h[hbo [ehdh\ [m^ml jZ\gu khhl\_l-
kl\_ggh�

s = SnT
(T) = (s0,s1) = (RT(k0),  R2nT–1–T(k1)),

s' = SnT
(T') = (s'0,s'1) = (RT'(k0),  R2nT–1–T'(k1)),

gh s=s'� ke_^h\Zl_evgh�

RT(k0) = RT'(k0) b R2nT–1–T(k1) = R2nT–1–T'(k1).

Iheh`bf ^ey hij_^_e_gghklb T≤ T'� lh]^Z kijZ\_^eb\h ke_-
^mxs__�

RT'–T(k0
*) = k0

*, RT'–T(k1
*) = k1

*, ]^_ k0
* = RT(k0), k1

* = R2nT–1–T'(k1)

Ihke_^g__ mkeh\b_ hagZqZ_l� qlh ijhdjmqb\Zgb_ ^\mo jZaebq-
guo [ehdh\ ^Zgguo h^gh b lh `_ qbkeh jZa hklZ\ey_l bo agZq_gby
g_baf_ggufb� <_jhylghklv lZdh]h kh[ulby qj_a\uqZcgh fZeZ b

fh`_l g_ ijbgbfZlvky \h \gbfZgb_�
LZdbf h[jZahf jZkkfhlj_ggZy fh^bnbdZpby ko_fu >bnnb±

O_eefZgZ ^_eZ_l \hafh`guf ih^ibkv g_ h^gh]h [blZ� Z p_ehc

[blh\hc ]jmiiu� Wlh iha\hey_l \ g_kdhevdh jZa mf_gvrblv
jZaf_j ih^ibkb b dexq_c ih^ibkb�ijh\_jdb ^Zgghc ko_fu�

H^gZdh gZ^h ihgbfZlv� qlh m\_ebq_gb_ jZaf_jZ ih^ibku\Z_fuo
[blh\uo ]jmii ijb\h^bl d wdkihg_gpbZevghfm jhklm h[t_fZ
g_h[oh^bfuo \uqbke_gbc b gZqbgZy k g_dhlhjh]h agZq_gby

^_eZ_l jZ[hlm ko_fu lZd`_ g_wnn_dlb\ghc� =jZgbpZ ©jZamfgh]h
jZaf_jZª ih^ibku\Z_fhc ]jmiiu gZoh^blky ]^_�lh hdheh ^_kylb

[bl� b [ehdb [hevr_]h jZaf_jZ \k_ jZ\gh g_h[oh^bfh
ih^ibku\Zlv ©ih qZklyfª�

L_i_jv gZc^_f jZaf_ju dexq_c b ih^ibkb� Z lZd`_ h[t_f g_-
h[oh^bfuo ^ey j_ZebaZpbb ko_fu \uqbke_gbc� Imklv jZaf_j
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owr±[ehdZ b [ehdZ bkihevam_fh]h rbnjZ h^bgZdh\u b jZ\gu n� Z
jZaf_j ih^ibku\Z_fuo [blh\uo ]jmii jZ\_g nT� Ij_^iheh`bf

lZd`_� qlh _keb ihke_^gyy ]jmiiZ kh^_j`bl f_gvr__ qbkeh [b-
lh\� h[jZ[Zlu\Z_lky hgZ \k_ jZ\gh dZd ihegZy nT�[blh\Zy ]jmiiZ�

Lh]^Z jZaf_ju dexq_c ih^ibkb�ijh\_jdb b kZfhc ih^ibkb kh\-
iZ^Zxl b jZ\gu ke_^mxs_c \_ebqbg_�

TT
CS n

n

n

n
nsKK

2
22|||||| ≈=== [bl�

]^_ x h[hagZqZ_l hdjm]e_gb_ qbkeZ x ^h [eb`Zcr_]h p_eh]h \
klhjhgm \hajZklZgby� Qbkeh hi_jZpbc rbnjh\Zgby EK(X�� lj_-
[m_fh_ ^ey j_ZebaZpbb ijhp_^mj ko_fu� hij_^_eyxlky gb`_ke_-
^mxsbfb khhlghr_gbyfb�

ijb \ujZ[hld_ dexq_\hc bgnhjfZpbb hgh jZ\gh�

T

n

T

n
K n

n

n

n
W

T
T

12
)12(2

+
≈−⋅= ,

ijb \ujZ[hld_ b ijh\_jd_ ih^ibkb hgh \^\h_ f_gvr_�

T

n

T

n
CS n

n

n

n
WW

T
T

2
)12( ≈−== .

JZaf_j dexqZ ih^ibkb b ijh\_jdb ih^ibkb fh`gh ^hihegb-
l_evgh mf_gvrblv ke_^mxsbfb ijb_fZfb�

1. G_l g_h[oh^bfhklb ojZgblv dexqb ih^ibkb hl^_evguo [blh-
\uo ]jmii� bo fh`gh ^bgZfbq_kdb \ujZ[Zlu\Zlv \ gm`guc

fhf_gl \j_f_gb k ihfhsvx ]_g_jZlhjZ djbilhklhcdhc ]Zffu�
Dexqhf ih^ibkb \ wlhf kemqZ_ [m^_l y\eylvky h[uqguc dexq
bkihevah\Zggh]h \ ko_f_ ih^ibkb [ehqgh]h rbnjZ� GZijbf_j�

_keb ko_fZ ih^ibkb [m^_l ihkljh_gZ gZ Ze]hjblf_ =HKL
��������� lh jZaf_j dexqZ ih^ibkb [m^_l jZ\_g ��� [blZf�

2. :gZeh]bqgh� g_l g_h[oh^bfhklb ojZgblv fZkkb\ dexq_c
ijh\_jdb ih^ibkb hl^_evguo [blh\uo ]jmii [ehdZ� ^hklZlhq-
gh ojZgblv _]h agZq_gb_ owr�nmgdpbb wlh]h fZkkb\Z� Ijb
wlhf Ze]hjblf \ujZ[hldb dexqZ ih^ibkb b Ze]hjblf ijh\_jdb
ih^ibkb [m^ml ^hiheg_gu _s_ h^gbf rZ]hf ± \uqbke_gb_f

owr�nmgdpbb fZkkb\Z ijh\_jhqguo dhf[bgZpbc hl^_evguo
[blh\uo ]jmii�



104

LZdbf h[jZahf� ijh[e_fZ jZaf_jZ dexq_c b ih^ibkb j_r_gZ�
h^gZdh� \lhjhc g_^hklZlhd ko_fu ± h^ghjZah\hklv dexq_c ± g_

ij_h^he_g� ihkdhevdm wlh g_\hafh`gh \ jZfdZo ih^oh^Z >bnnb±
O_eefZgZ� >ey ijZdlbq_kdh]h bkihevah\Zgby lZdhc ko_fu� jZk-
kqblZgghc gZ ih^ibkv N khh[s_gbc� hlijZ\bl_ex g_h[oh^bfh
ojZgblv N dexq_c ih^ibkb� Z ihemqZl_ex ± N dexq_c ijh\_jdb�
qlh ^hklZlhqgh g_m^h[gh� WlZ ijh[e_fZ fh`_l [ulv j_r_gZ \

lhqghklb lZd `_� dZd [ueZ j_r_gZ ijh[e_fZ dexq_c ^ey fgh`_-
kl\_gguo [blh\uo ]jmii ± ]_g_jZpb_c dexq_c ih^ibkb ^ey \k_o

N khh[s_gbc ba h^gh]h fZkl_j�dexqZ b k\_jlu\Zgb_ \k_o ijh\_-
jhqguo dhf[bgZpbc \ h^gm dhgljhevgmx dhf[bgZpbx k ihfh-
svx Ze]hjblfZ \uqbke_gby owr�nmgdpbb� LZdhc ih^oh^ j_rbe

[u ijh[e_fm jZaf_jZ ojZgbfuo dexq_c� gh ijb\_e [u d g_h[oh-
^bfhklb \f_kl_ ih^ibkvx dZ`^h]h khh[s_gby \ukueZlv g_^hk-
lZxsb_ N±� ijh\_jhqguo dhf[bgZpbc� g_h[oh^bfuo ^ey \uqbk-
e_gby owr�nmgdpbb fZkkb\Z \k_o dhgljhevguo dhf[bgZpbc

hl^_evguo khh[s_gbc� Ykgh� qlh lZdhc \ZjbZgl g_ h[eZ^Z_l
ij_bfms_kl\Zfb ih kjZ\g_gbx k bkoh^guf� Mihfygmlufb \ur_
Z\lhjZfb [ue ij_^eh`_g f_oZgbaf� iha\heyxsbc agZqbl_evgh

kgbablv hkljhlm ijh[e_fu� ?]h hkgh\gZy b^_y ± \uqbkeylv dhg-
ljhevgmx dhf[bgZpbx �dexq ijh\_jdb ih^ibkb� g_ dZd owr�

nmgdpbx hl ebg_cgh]h fZkkb\Z ijh\_jhqguo dhf[bgZpbc \k_o
khh[s_gbc� Z ihiZjgh ± k ihfhsvx [bgZjgh]h ^_j_\Z� GZ dZ`^hf
mjh\g_ ijh\_jhqgZy dhf[bgZpby \uqbkey_lky dZd owr�nmgdpby

hl dhgdZl_gZpbb ^\mo ijh\_jhqguo dhf[bgZpbc feZ^r_]h mjh\-
gy� Q_f \ur_ mjh\_gv dhf[bgZpbb� l_f [hevr_ hl^_evguo dex-
q_c ijh\_jdb �mqblu\Z_lky� \ g_c� Ij_^iheh`bf� qlh gZrZ ko_fZ

jZkkqblZgZ gZ �L khh[s_gbc� H[hagZqbf q_j_a )(l
iC  i�lmx dhf[b-

gZpbx l�lh]h mjh\gy� ?keb gmf_jZpbx dhf[bgZpbc b mjh\g_c

gZqbgZlv k gmey� lh kijZ\_^eb\h ke_^mxs__ mkeh\b_� � ≤ i < 2L–l
� Z

i-Zy ijh\_jhqgZy dhf[bgZpby l�lh]h mjh\gy jZkkqblZgZ gZ �
l

khh[s_gbc k ghf_jZfb hl i⋅⋅2l ^h �i +1)⋅⋅2l
±� \dexqbl_evgh� Qbkeh

dhf[bgZpbc gb`g_]h� gme_\h]h mjh\gy jZ\gh �L
� Z kZfh]h \_jog_-

]h� L�lh]h mjh\gy ± h^gZ� hgZ b y\ey_lky dhgljhevghc dhf[bgZpb-
_c \k_o �L khh[s_gbc� gZ dhlhju_ jZkkqblZgZ ko_fZ� GZ dZ`^hf
mjh\g_� gZqbgZy k i_j\h]h� ijh\_jhqgu_ dhf[bgZpbb jZkkqblu-
\Zxlky ih ke_^mxs_c nhjfme_�
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)||( )(
12

)(
2

)1( l
i

l
i

l
i CCHC +

+ = ,

]^_ q_j_a A ||B h[hagZq_g j_amevlZl dhgdZl_gZpbb ^\mo [ehdh\
^Zgguo A b B� Z q_j_a H(X� ± ijhp_^mjZ \uqbke_gby owr�
nmgdpbb [ehdZ ^Zgguo X.
Mjh\_gv 
 
      3: C0

(3 )
 

 
      2:  C1

(2 )
 

 
      1: C0

(1 )
 C1

(1 )
 C2

(1 )
  

 
      0: C0

(0 )
 C1

(0 )
 C2

(0 )
 C3

(0 )
  C5

(0 )
 C6

(0 )
 C7

(0 )
 

 
Jbk� ���� >\hbqgh_ ^_j_\h ^ey ko_fu WPI gZ � khh[s_gbc 

C3

(1 )
 

C4

(0 )
 

C0

(2 )

Ijb bkihevah\Zgbb mdZaZggh]h ih^oh^Z \f_kl_ k ih^ibkvx
khh[s_gby g_h[oh^bfh i_j_^Zlv g_ N±�� dZd \ bkoh^ghf \ZjbZg-
l_� Z lhevdh log2N dhgljhevguo dhf[bgZpbc� I_j_^Z\Zlvky ^he`-
gu dhf[bgZpbb� khhl\_lkl\mxsb_ kf_`guf \_l\yf ^_j_\Z gZ
imlb hl dhg_qghc \_jrbgu� khhl\_lkl\mxs_c ghf_jm bkihevah-
\Zgghc ih^ibkb� d dhjgx�

Ijbf_j hj]ZgbaZpbb ijh\_jhqguo dhf[bgZpbc \ \b^_ ^\hbq-
gh]h ^_j_\Z \ ko_f_ gZ \hk_fv khh[s_gbc ijb\_^_gZ gZ jbkmgd_
���� LZd� ijb i_j_^Zq_ khh[s_gby � � �dhgljhevgZy dhf[bgZpby
\u^_e_gZ jZfdhc� \f_kl_ k _]h ih^ibkvx ^he`gu [ulv i_j_^Zgu

dhgljhevgZy dhf[bgZpby khh[s_gby � � �C4

(0)
�� h[sZy ^ey khh[-

s_gbc �� �±� �C3

(1)
� b h[sZy ^ey khh[s_gbc �� �±� �C0

(2)
�� \k_

hgb \u^_e_gu gZ jbkmgd_ ^jm]bf nhghf�

Ijb ijh\_jd_ ih^ibkb agZq_gb_ C5

(0)
[m^_l \uqbke_gh ba kh-

h[s_gby b _]h ih^ibkb� Z blh]h\Zy dhgljhevgZy dhf[bgZpby�
ih^e_`ZsZy kjZ\g_gbx k wlZehgghc� ih ke_^mxs_c nhjfme_�

C = C0

(3)
= H(C0

(2)
||H(H(C4

(0)
||C5

(0)
) ||C3

(1)
)).

G_h[oh^bfhklv hlijZ\eylv \f_kl_ k ih^ibkvx khh[s_gby ^h-
ihegbl_evgmx bgnhjfZpbx� gm`gmx ^ey ijh\_jdb ih^ibkb� gZ

kZfhf ^_e_ g_ hq_gv h[j_f_gbl_evgZ� >_ckl\bl_evgh� \ kbkl_f_
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gZ ���� �10 ih^ibk_c \f_kl_ k khh[s_gb_f b _]h ih^ibkvx
g_h[oh^bfh ^hihegbl_evgh i_j_^Z\Zlv �� dhgljhevguo dhf[b-
gZpbc� Z \ kbkl_f_ gZ ������6 = 220

ih^ibk_c ± \k_]h �� dhf[b-
gZpbc� H^gZdh� ijb [hevrhf qbke_ ih^ibk_c� gZ dhlhju_ jZkkqb-
lZgZ kbkl_fZ� \hagbdZ_l ^jm]Zy ijh[e_fZ ± ojZg_gb_ ^hihegb-
l_evguo dhf[bgZpbc� _keb hgb jZkkqblZgu ij_^\Zjbl_evgh� beb
bo \ujZ[hldZ \ fhf_gl nhjfbjh\Zgby ih^ibkb�

>hihegbl_evgu_ dhgljhevgu_ dhf[bgZpbb� dhlhju_ i_j_^Z-
xlky \f_kl_ k ih^ibkvx b bkihevamxlky ijb __ ijh\_jd_� \ujZ-
[Zlu\Zxlky ijb nhjfbjh\Zgbb dexqZ ijh\_jdb ih dexqm ih^ib-
kb b fh]ml ojZgblvky \ kbkl_f_ b bkihevah\Zlvky \ fhf_gl nhj-
fbjh\Zgby ih^ibkb� eb[h \uqbkeylvky aZgh\h \ wlhl fhf_gl�

I_j\uc ih^oh^ ij_^iheZ]Z_l aZljZlu ^bkdh\hc iZfylb� lZd dZd
g_h[oh^bfh ojZgblv �L+1

±� agZq_gbc owr�nmgdpbb \k_o mjh\g_c�

Z \lhjhc lj_[m_l [hevrh]h h[t_fZ \uqbke_gbc \ fhf_gl nhjfb-
jh\Zgby ih^ibkb� Fh`gh bkihevah\Zlv b dhfijhfbkkguc ih^oh^

± ojZgblv \k_ owr�dhf[bgZpbb gZqbgZy k g_dhlhjh]h mjh\gy l*� Z
dhf[bgZpbb f_gvr_]h mjh\gy \uqbkeylv ijb nhjfbjh\Zgbb
ih^ibkb� < jZkkfhlj_gghc \ur_ ko_f_ ih^ibkb gZ � khh[s_gbc

fh`gh ojZgblv \k_ �� dhgljhevguo dhf[bgZpbc� bkihevam_fuo
ijb ijh\_jdb �\k_]h bo ��� gh kZfZy \_jogyy g_ bkihevam_lky��

lh]^Z ijb ijh\_jd_ ih^ibkb bo g_ gZ^h [m^_l \uqbkeylv aZgh\h�

Fh`gh ojZgblv � dhf[bgZpbc gZqbgZy k mjh\gy � �C0

(1)
, C1

(1)
, C2

(1)
,

C3

(1)
, C0

(2)
, C1

(2)
�� lh]^Z ijb ijh\_jd_ ih^ibkb khh[s_gby � � g_h[-

oh^bfh [m^_l aZgh\h \uqbkeblv dhf[bgZpbx C4

(0)
� Z hklZevgu_

(C0

(2)
,C3

(1)
� \aylv ba lZ[ebpu� b l�^�� MdZaZgguc ih^oh^ iha\hey_l

^hklbqv dhfijhfbkkZ f_`^m [ukljh^_ckl\b_f b lj_[h\Zgbyf d
aZgbfZ_fhfm dhebq_kl\m ^bkdh\h]h ijhkljZgkl\Z� Hlf_lbf� qlh

hldZa hl ojZg_gby dhf[bgZpbc h^gh]h mjh\gy ijb\h^bl d wdhgh-
fbb iZfylb b jhklm \uqbkebl_evguo aZljZl ijbf_jgh \^\h_� lh

_klv aZ\bkbfhklv ghkbl wdkihg_gpbZevguc oZjZdl_j�

����Nmgdpbb owrbjh\Zgby

Nmgdpby owrbjh\Zgby H ij_^klZ\ey_l kh[hc hlh[jZ`_gb_� gZ

\oh^ dhlhjh]h ih^Z_lky khh[s_gb_ i_j_f_gghc ^ebgu M� Z
\uoh^hf y\ey_lky kljhdZ nbdkbjh\Zgghc ^ebgu +�0�� < h[s_f

kemqZ_ H(M� [m^_l ]hjZa^h f_gvrbf� q_f M� gZijbf_j� H(M)
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fh`_l [ulv ��� beb ��� [bl� lh]^Z dZd M fh`_l [ulv jZaf_jhf \
f_]Z[Zcl beb [he__�

Nmgdpby owrbjh\Zgby fh`_l kem`blv ^ey h[gZjm`_gby fh-
^bnbdZpbb khh[s_gby� Lh _klv� hgZ fh`_l kem`blv \ dZq_kl\_

djbilh]jZnbq_kdhc dhgljhevghc kmffu �lZd`_ gZau\Z_fhc
dh^hf h[gZjm`_gby baf_g_gbc �MDC – Manipulation Detection
Code� beb ijh\_jdhc p_ehklghklb khh[s_gby �MIC – Message
Integrity Check)).

L_hj_lbq_kdb \hafh`gh� qlh ^\Z jZaebqguo khh[s_gby fh]ml

[ulv k`Zlu \ h^gm b lm `_ k\_jldm �lZd gZau\Z_fZy kblmZpby
�klhedgh\_gby��� Ihwlhfm ^ey h[_ki_q_gby klhcdhklb nmgdpbb
owrbjh\Zgby g_h[oh^bfh ij_^mkfhlj_lv kihkh[ ba[_]Zlv klhed-
gh\_gbc� Iheghklvx klhedgh\_gbc ba[_`Zlv g_evay� ihkdhevdm \
h[s_f kemqZ_ dhebq_kl\h \hafh`guo khh[s_gbc ij_\urZ_l

dhebq_kl\h \hafh`guo \uoh^guo agZq_gbc nmgdpbb owrbjh\Z-
gby� H^gZdh \_jhylghklv klhedgh\_gby ^he`gZ [ulv gbadhc�

>ey lh]h� qlh[u nmgdpby owrbjh\Zgby fh]eZ ^he`guf h[jZ-
ahf [ulv bkihevah\ZgZ \ ijhp_kk_ Zml_glbnbdZpbb� nmgdpby
owrbjh\Zgby H ^he`gZ h[eZ^Zlv ke_^mxsbfb k\hckl\Zfb�

1. H fh`_l [ulv ijbf_g_gZ d Zj]mf_glm ex[h]h jZaf_jZ�
2. <uoh^gh_ agZq_gb_ H bf__l nbdkbjh\Zgguc jZaf_j�

3. H(x� ^hklZlhqgh ijhklh \uqbkeblv ^ey ex[h]h x� Kdh-
jhklv \uqbke_gby owr�nmgdpbb ^he`gZ [ulv lZdhc� qlh-
[u kdhjhklv \ujZ[hldb b ijh\_jdb WPI ijb bkihevah\Z-
gbb owr�nmgdpbb [ueZ agZqbl_evgh [hevr_� q_f ijb bk-
ihevah\Zgbb kZfh]h khh[s_gby�

4. >ey ex[h]h y k \uqbkebl_evghc lhqdb aj_gby g_\hafh`-
gh gZclb x, lZdh_ qlh H(x)=y.

5. >ey ex[h]h nbdkbjh\Zggh]h x k \uqbkebl_evghc lhqdb

aj_gby g_\hafh`gh gZclb x' ≠ x� lZdh_ qlh H(x')=H(x).
K\hckl\h � ]ZjZglbjm_l� qlh g_ fh`_l [ulv gZc^_gh ^jm]h_

khh[s_gb_� ^Zxs__ lm `_ k\_jldm� Wlh ij_^hl\jZsZ_l ih^^_edm
b lZd`_ iha\hey_l bkihevah\Zlv H \ dZq_kl\_ djbilh]jZnbq_kdhc
dhgljhevghc kmffu ^ey ijh\_jdb p_ehklghklb�

K\hckl\h � wd\b\Ze_glgh lhfm� qlh H y\ey_lky h^ghklhjhgg_c
nmgdpb_c� Klhcdhklv kbkl_f k hldjulufb dexqZfb aZ\bkbl hl

lh]h� qlh hldjulh_ djbilhij_h[jZah\Zgb_ y\ey_lky h^ghklhjhg-
g_c nmgdpb_c�eh\mrdhc� GZijhlb\� nmgdpbb owrbjh\Zgby y\ey-
xlky h^ghklhjhggbfb nmgdpbyfb� g_ bf_xsbfb eh\mr_d�
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DeZkkbq_kdZy owr�nmgdpby y\ey_lky hldjuluf ij_h[jZah\Z-
gb_f� < ki_pbZevghf kemqZ_� dh]^Z hgZ aZ\bkbl hl dexqZ� j_amev-
lZl __ \uqbke_gby ghkbl gZa\Zgb_ dh^Z Zml_glbnbdZpbb khh[-
s_gby (MAC – Message Authentication Code).

������Nmgdpby owrbjh\Zgby SHA
:e]hjblf [_ahiZkgh]h owrbjh\Zgby SHA (Secure Hash Algo-

rithm� ijbgyl \ dZq_kl\_ klZg^ZjlZ KR: \ ���� ]� b ij_^gZagZq_g

^ey bkihevah\Zgby kh\f_klgh k Ze]hjblfhf pbnjh\hc ih^ibkb�
hij_^_e_gguf \ klZg^Zjl_ DSS� Ijb \\h^_ khh[s_gby M Ze]h-
jblf \ujZ[Zlu\Z_l ����[blh\h_ \uoh^gh_ khh[s_gb_� gZau\Z_-
fh_ k\_jldhc �Message Digest�� dhlhjZy b bkihevam_lky ijb \ujZ-
[hld_ WPI�

JZkkfhljbf jZ[hlm Ze]hjblfZ ih^jh[g__�
Ij_`^_ \k_]h bkoh^gh_ khh[s_gb_ ^hihegy_lky lZd� qlh[u _]h

^ebgZ klZeZ djZlghc ��� [blZf� Ijb wlhf khh[s_gb_ ^hihegy_lky
^Z`_ lh]^Z� dh]^Z _]h ^ebgZ m`_ djZlgZ mdZaZgghc� Ijhp_kk

ijhbkoh^bl ke_^mxsbf h[jZahf� ^h[Z\ey_lky _^bgbpZ� aZl_f
klhevdh gme_c� kdhevdh g_h[oh^bfh ^ey ihemq_gby khh[s_gby�
^ebgZ dhlhjh]h gZ �� [blZ f_gvr_� q_f djZlgZy ���� b aZl_f

^h[Z\ey_lky ���[blh\h_ ij_^klZ\e_gb_ ^ebgu bkoh^gh]h khh[s_-
gby�

>Ze__ bgbpbZebabjmxlky iylv ���[blh\uo i_j_f_gguo ke_-
^mxsbfb r_klgZ^pZl_jbqgufb dhgklZglZfb�

A = 67452301
B = EFCDAB89
C = 98BADCFE
D = 10325476
E = C3D2E1F0,

>Ze__ wlb iylv i_j_f_gguo dhibjmxlky \ gh\u_ i_j_f_ggu_ a, b,
c, d b e khhl\_lkl\_ggh�

=eZ\guc pbde fh`_l [ulv ^h\hevgh ijhklh hibkZg gZ ik_\^h-
dh^_ ke_^mxsbf h[jZahf�

for (t = 0; t < 80; t++){
temp = (a <<< 5)+ft(b, c, d) + e + Wt + Kt;
e = d; d = c; c = b <<< 30; b = a; a = temp;

},
]^_

��� � hi_jZpby pbdebq_kdh]h k^\b]Z \e_\h�
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K t ± r_klgZ^pZl_jbqgu_ dhgklZglu� hij_^_ey_fu_ ih ke_-
^mxsbf nhjfmeZf�
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CA62C1D6

8F1BBCDC

6ED9EBA1

5A827999

K ,

nmgdpbb ft(x, y, z� aZ^Zxlky ke_^mxsbfb \ujZ`_gbyfb�
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59..40,

79..60,39..20,

19..0,

tZYZXYX

tZYX

tZXYX

z)y,f(x, t ,

agZq_gby Wt ihemqZxlky ba ���[blh\uo ih^[ehdh\ ����
[blh\h]h [ehdZ jZkrbj_ggh]h khh[s_gby ih ke_^mxs_fm ijZ\b-
em�





=<<<⊕⊕⊕
=

=
−−−− 79..16t,1)WWWW(

19..0t,M
W

16t14t8t3t

t
t .

Ihke_ hdhgqZgby ]eZ\gh]h pbdeZ agZq_gby a, b, c, d b e kdeZ-
^u\Zxlky k kh^_j`bfuf A, B, C, Db E khhl\_lkl\_ggh b hkms_-
kl\ey_lky i_j_oh^ d h[jZ[hld_ ke_^mxs_]h ����[blh\h]h [ehdZ
jZkrbj_ggh]h khh[s_gby� <uoh^gh_ agZq_gb_ owr�nmgdpbb

y\ey_lky dhgdZl_gZpb_c agZq_gbc A, B, C, Db E.

������Nmgdpbb owrbjh\Zgby SHA-256, SHA���� b SHA-384
Klhcdhklv nmgdpbb owrbjh\Zgby d ihbkdm klhedgh\_gbc ijb-

f_jgh jZ\gZ �n/2
� ]^_ n ± ^ebgZ \uoh^gh]h agZq_gby nmgdpbb� <

k\yab k jZajZ[hldhc \ KR: gh\h]h klZg^ZjlZ rbnjh\Zgby k

^ebghc dexqZ ���� ��� b ��� [bl� ihlj_[h\Zehkv kha^Zlv �khijh-
\h`^Zxsb_� Ze]hjblfu� h[_ki_qb\Zxsb_ lZdhc `_ mjh\_gv

klhcdhklb� < wlhf imgdl_ hibkZgu Ze]hjblfu \uqbke_gby nmgd-
pbc owrbjh\Zgby k ^ebghc \uoh^gh]h agZq_gby ���� ��� b ���
[blZ� dhlhju_ ij_^iheZ]Z_lky ijbgylv \ dZq_kl\_ gh\h]h klZg^Zj-
lZ KR:�

JZkkfhljbf \gZqZe_ Ze]hjblf SHA����� ?]h hibkZgb_ fh`gh
jZa[blv gZ ^\_ qZklb ± hibkZgb_ nmgdpbb k`Zlby b Ze]hjblfZ
h[jZ[hldb khh[s_gby� Nmgdpby k`Zlby ij_^klZ\ey_l kh[hc ih
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kmlb Ze]hjblf [ehqgh]h rbnjh\Zgby k jZaf_jhf [ehdZ ��� [bl
ijhf_`mlhqgh]h agZq_gby nmgdpbb owrbjh\Zgby k bkihevah\Z-
gb_f hq_j_^gh]h l_dklh\h]h [ehdZ \ dZq_kl\_ dexqZ� Ihfbfh
h[uqguo h[hagZq_gbc� ijb hibkZgbb nmgdpbb fu [m^_f bkihev-
ah\Zlv ke_^mxsb_� Rn

± k^\b] keh\Z \ijZ\h gZ n ihabpbc b Sn –
pbdebq_kdbc k^\b] keh\Z \ijZ\h n ihabpbc� JZaf_j keh\Z jZ\_g
�� [blZf� Keh`_gb_ ijhba\h^blky ih fh^mex �

32
� KlZjlh\uc

\_dlhj owrbjh\Zgby H(0)
ij_^klZ\ey_l kh[hc gZ[hj ba � ���

jZajy^guo keh\� ihemqZ_fuo \aylb_f ^jh[ghc qZklb d\Z^jZlguo

dhjg_c i_j\uo � ijhkluo qbk_e�
H(0) = {6a09e667, bb67ae85, 3c6ef372, a54ff53a, 510e527f,

9b05688c, 1f83d9ab, 5be0cd19}.
>Ze__ \uqbke_gb_ ijhbkoh^bl ih ke_^mxs_c ko_f_�
�� Ij_^\Zjbl_evgZy h[jZ[hldZ� Owrbjm_fh_ khh[s_gb_ \gZqZ-

e_ ^hihegy_lky [blh\hc kljhdhc lZd� qlh _]h ^ebgZ klZgh\blky
djZlghc ��� [blZf� Kihkh[ ^hiheg_gby ZgZeh]bq_g bkihevah\Zg-
ghfm \ Ze]hjblf_ SHA��� ^h[Z\ey_lky �� aZl_f klhevdh gme_c�
qlh[u ^ebgZ klZeZ gZ �� f_gvr_ djZlghc ��� b aZl_f ^h[Z\ey_lky
���[blh\h_ ij_^klZ\e_gb_ ^ebgu bkoh^gh]h khh[s_gby�

�� Khh[s_gb_ jZa[b\Z_lky gZ [ehdb ih ��� [bl M(1), M(2), …,
M(N).

�� Hkgh\ghc pbde�
for i = 1 to N {   //N  dhebq_kl\h [ehdh\ \ ^hiheg_gghf khh[s_-
gbb

�� BgbpbZebabjh\Zlv j_]bklju a, b, c, d, e, f, g, h (i – ���f
�� ijhf_`mlhqguf agZq_gb_f owr�nmgdpbb

;;;;

;;;;

)1(
8

)1(
7

)1(
6

)1(
5

)1(
4

)1(
3

)1(
2

)1(
1

−−−−

−−−−

====

====
iiii

iiii

HhHgHfHe

HdHcHbHa

Ijbf_gblv nmgdpbx k`Zlby SHA���� d j_]bkljZf a, b; ...,
h.
for j = 0 to 63 {

<uqbkeblv Ch(e, f, g), Maj(a, b, c), Σ0(a), Σ1(e), and
Wj

�� Hij_^_e_gby kf� gb`_

T1 = h + Σ1(e) + Ch(e, f, g) + Kj + Wj

T2 = Σ0(a) + Maj(a, b, c)
h = g; g = f; f = e; e = d + T1
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d = c; c = b; b = a; a = T1 + T2

}
�� \uqbkeblv i-_ ijhf_`mlhqgh_ agZq_gb_ H(i).

)1(
8

)(
8

)1(
2

)(
2

)1(
1

)(
1 ;;; −−− +=+=+= iiiiii HhHHbHHaH .

}

),,,,,,,( )(
8

)(
7

)(
6

)(
5

)(
4

)(
3

)(
2

)(
1

)( NNNNNNNNN HHHHHHHHH = b [m^_l

bkdhfuf agZq_gb_f owr�nmgdpbb khh[s_gby M.
< SHA���� bkihevamxlky r_klv eh]bq_kdbo nmgdpbc� Zj]m-

f_glu b agZq_gby dhlhjuo ± ���[blh\u_ keh\Z�

Ch(x; y; z) = (x ∧ y) ⊕ (¬x ∧ z)
Maj(x, y, z) =(x ∧ y) ⊕ (x ∧ z) ⊕ (y ∧ z)
Σ0(x) =S2(x) ⊕ S13(x) ⊕ S22(x)
Σ1(x) =S6(x) ⊕ S11(x) ⊕ S25(x)
σ0(x) =S7(x) ⊕ S18(x) ⊕ R3(x)
σ1(x) =S17(x) ⊕ S19(x) ⊕ R10(x)

;ehdb jZkrbj_ggh]h khh[s_gby W0, …, W63 \uqbkeyxlky ke_-
^mxsbf h[jZahf�

15,...,0,)( == jMW i
jj ;

for j = 16 to 63 {
Wj = σ1(Wj – 2) +Wj – 7 + σ0(Wj – 15) + Wj – 16

}
Keh\Z�dhgklZglu K0, …, K63 [_jmlky dZd i_j\u_ �� [blZ ^jh[-

guo qZkl_c dm[bq_kdbo dhjg_c i_j\uo �� ijhkluo qbk_e� b \ ���

jbqghf \b^_ ij_^klZ\e_gu a^_kv�

428a2f98 71374491 b5c0fbcf e9b5dba5 3956c25b 59f111f1 923f82a4
ab1c5ed5 d807aa98 12835b01 243185be 550c7dc3 72be5d74
80deb1fe 9bdc06a7 c19bf174 e49b69c1 efbe4786 0fc19dc6 240ca1cc
2de92c6f 4a7484aa 5cb0a9dc 76f988da 983e5152 a831c66d
b00327c8 bf597fc7 c6e00bf3 d5a79147 06ca6351 14292967
27b70a85 2e1b2138 4d2c6dfc 53380d13 650a7354 766a0abb
81c2c92e 92722c85 a2bfe8a1 a81a664b c24b8b70 c76c51a3
d192e819 d6990624 f40e3585 106aa070 19a4c116 1e376c08
2748774c 34b0bcb5 391c0cb3 4ed8aa4a 5b9cca4f 682e6ff3 748f82ee
78a5636f 84c87814 8cc70208 90befffa a4506ceb bef9a3f7 c67178f2

Nmgdpby SHA���� ih^h[gZ ih k\h_c kljmdlmj_ SHA����� gh
jZ[hlZ_l k jZaf_jhf keh\Z �� [blZ� <gZqZe_ l_dkl ^hihegy_lky
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lZd� qlh[u _]h ^ebgZ [ueZ djZlgZ ����� Ijhp_^mjZ ^hiheg_gby
ZgZeh]bqgZ� ^h[Z\ey_lky �� aZl_f klhevdh gme_c� qlh ^ebgZ l_dklZ

klZg_l gZ ��� f_gvr_� g_`_eb djZlgZy ����� Z aZl_f ����[blh\h_
ij_^klZ\e_gb_ ^ebgu bkoh^gh]h l_dklZ�

KlZjlh\uc \_dlhj owrbjh\Zgby lZd`_ aZ^Z_lky ZgZeh]bqgh�
[_jmlky i_j\u_ �� [blZ ^jh[guo qZkl_c d\Z^jZlguo dhjg_c
i_j\uo � ijhkluo qbk_e�

H(0) = {6a09e667f3bcc908, bb67ae8584caa73b, 3c6ef372fe94f82b,
a54ff53a5f1d36f1, 510e527fade682d1, 9b05688c2b3e6c1f,
1f83d9abfb41bd6b, 5be0cd19137e2179}.

>Ze__ bkoh^guc l_dkl jZa[b\Z_lky gZ [ehdb ih ���� [blZ M(1),
M(2), …, M(N)

� Ihke_ q_]h [ehdb h[jZ[Zlu\Zxlky ihke_^h\Zl_evgh�

Hkgh\ghc pbde \uqbke_gbc \u]ey^bl lhqgh lZd `_� dZd b \
kemqZ_ SHA����� lhevdh \uqbkey_fu_ nmgdpbb b ijhba\h^bfu_

hi_jZpbb hij_^_e_gu gZ ���[blh\uo keh\Zo� Z g_ gZ ���[blh\uo
�\ qZklghklb� keh`_gb_ \uihegylky ih fh^mex �

64
�� Nmgdpby

k`Zlby hlebqZ_lky lhevdh dhebq_kl\hf bl_jZpbc \ pbde_�
for j = 0 to 79 {

<uqbkeblv Ch(e, f, g), Maj(a, b, c), Σ0(a), Σ1(e), and Wj

T1 = h + Σ1(e) + Ch(e, f, g) + Kj + Wj

T2 = Σ0(a) + Maj(a, b, c)
h = g; g = f; f = e; e = d + T1

d = c; c = b; b = a; a = T1 + T2

}
Bkdhfuf agZq_gb_f owr�nmgdpbb bkoh^gh]h khh[s_gby M

[m^_l ),,,,,,,( )(
8

)(
7

)(
6

)(
5

)(
4

)(
3

)(
2

)(
1

)( NNNNNNNNN HHHHHHHHH = .

Hlebqby _klv lhevdh \ hij_^_e_gbb g_dhlhjuo bkihevam_fuo
eh]bq_kdbo nmgdpbc� Z bf_ggh�

Σ0(x) =S28(x) ⊕ S34(x) ⊕ S39(x)
Σ1(x) =S14(x) ⊕ S18(x) ⊕ S41(x)
σ0(x) =S1(x) ⊕ S8(x) ⊕ R7(x)
σ1(x) =S19(x) ⊕ S61(x) ⊕ R6(x)

;ehdb jZkrbj_ggh]h khh[s_gby W0, …, W79 \uqbkeyxlky ZgZ-
eh]bqgh SHA-256:

15,...,0,)( == jMW i
jj ;

for j = 16 to 79 {
Wj = σ1(Wj – 2) +Wj – 7 + σ0(Wj – 15) + Wj – 16
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}
Keh\Z�dhgklZglu K0, …, K79 [_jmlky dZd i_j\u_ �� [blZ ^jh[-

guo qZkl_c dm[bq_kdbo dhjg_c i_j\uo �� ijhkluo qbk_e� b \ ���
jbqghf \b^_ ij_^klZ\e_gu a^_kv�
428a2f98d728ae22 7137449123ef65cd b5c0fbcfec4d3b2f e9b5dba58189dbbc
3956c25bf348b538 59f111f1b605d019 923f82a4af194f9b ab1c5ed5da6d8118
d807aa98a3030242 12835b0145706fbe 243185be4ee4b28c 550c7dc3d5ffb4e2
72be5d74f27b896f 80deb1fe3b1696b1 9bdc06a725c71235 c19bf174cf692694
e49b69c19ef14ad2 efbe4786384f25e3 0fc19dc68b8cd5b5 240ca1cc77ac9c65
2de92c6f592b0275 4a7484aa6ea6e483 5cb0a9dcbd41fbd4 76f988da831153b5
983e5152ee66dfab a831c66d2db43210 b00327c898fb213f bf597fc7beef0ee4
c6e00bf33da88fc2 d5a79147930aa725 06ca6351e003826f 142929670a0e6e70
27b70a8546d22ffc 2e1b21385c26c926 4d2c6dfc5ac42aed 53380d139d95b3df
650a73548baf63de 766a0abb3c77b2a8 81c2c92e47edaee6 92722c851482353b
a2bfe8a14cf10364 a81a664bbc423001 c24b8b70d0f89791 c76c51a30654be30
d192e819d6ef5218 d69906245565a910 f40e35855771202a 106aa07032bbd1b8
19a4c116b8d2d0c8 1e376c085141ab53 2748774cdf8eeb99 34b0bcb5e19b48a8
391c0cb3c5c95a63 4ed8aa4ae3418acb 5b9cca4f7763e373 682e6ff3d6b2b8a3
748f82ee5defb2fc 78a5636f43172f60 84c87814a1f0ab72 8cc702081a6439ec
90befffa23631e28 a4506cebde82bde9 bef9a3f7b2c67915 c67178f2e372532b
ca273eceea26619c d186b8c721c0c207 eada7dd6cde0eb1e f57d4f7fee6ed178
06f067aa72176fba 0a637dc5a2c898a6 113f9804bef90dae 1b710b35131c471b
28db77f523047d84 32caab7b40c72493 3c9ebe0a15c9bebc 431d67c49c100d4c
4cc5d4becb3e42b6     597f299cfc657e2a      5fcb6fab3ad6faec     6c44198c4a475817.

Nmgdpby SHA���� hij_^_ey_lky lhqgh lZd `_� dZd b nmgdpby
SHA���� k l_f bkdexq_gb_f� qlh \ dZq_kl\_ klZjlh\h]h \_dlhjZ
owrbjh\Zgby [_jmlky i_j\u_ �� [blZ d\Z^jZlguo dhjg_c ijhkluo

qbk_e k ^_\ylh]h ih r_klgZ^pZlh_�
H(0) = {cbbb9d5dc1059ed8, 629a292a367cd507, 9159015a3070dd17,
152fecd8f70e5939, 67332667ffc00b31, 8eb44a8768581511,
db0c2e0d64f98fa7, 47b5481dbefa4fa4}.

>Ze__ \uoh^ nmgdpbb h[j_aZ_lky ^h ��� e_\uo [bl b wlb [blu

[_jmlky \ dZq_kl\_ agZq_gby nmgdpbb owrbjh\ZgbySHA-384.

������Nmgdpby owrbjh\Zgby =HKL J ��������

Ijb hibkZgbb nmgdpbb owrbjh\Zgby [m^ml bkihevah\Zlvky l_
`_ h[hagZq_gby� qlh bkihevah\Zebkv ijb hibkZgbb Ze]hjblfZ
\ujZ[hldb pbnjh\hc ih^ibkb kh]eZkgh =HKL J ������ b� djhf_

lh]h� imklv
M – ihke_^h\Zl_evghklv ^\hbqguo kbf\heh\� ih^e_`Zsbo

owrbjh\Zgbx�
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h –owr�nmgdpby� hlh[jZ`ZxsZy ihke_^h\Zl_evghklv M \ keh-
\h h(M) ∈ V256(2).

EK(A) – j_amevlZl rbnjh\Zgby keh\Z : gZ dexq_ K k bkihev-
ah\Zgb_f Ze]hjblfZ rbnjh\Zgby ih =HKL ����� \ j_`bf_ ijh-
klhc aZf_gu�

H ± klZjlh\uc \_dlhj owrbjh\Zgby�

H[sb_ iheh`_gby
Ih^ owr�nmgdpb_c h ihgbfZ_lky hlh[jZ`_gb_

h: B* → V256(2).

>ey hij_^_e_gby owr�nmgdpbb g_h[oh^bfu�

- Ze]hjblf \uqbke_gby rZ]h\hc nmgdpbb owrbjh\Zgby κ,
]^_

κ: V256(2)×V256(2) → V256(2);

- hibkZgb_ bl_jZlb\ghc ijhp_^mju \uqbke_gby agZq_gby
owr�nmgdpbb h.

:e]hjblf \uqbke_gby rZ]h\hc nmgdpbb owrbjh\Zgby khklhbl
ba lj_o qZkl_c�

- ]_g_jZpbb q_luj_o ����[blguo dexq_c�

- rbnjmxs_]h ij_h[jZah\Zgby ± rbnjh\Zgby ���[blguo
ih^keh\ keh\Z H gZ dexqZo K i (i  �� �� �� �� k bkihevah-
\Zgb_f Ze]hjblfZ =HKL ����� \ j_`bf_ ijhklhc aZf_-
gu�

- i_j_f_rb\Zxs_]h ij_h[jZah\Zgby j_amevlZlZ rbnjh\Z-
gby�

=_g_jZpby dexq_c�

JZkkfhljbf X = (b256, b255, …, b1) ∈ V256(2).
Imklv X = x4||x3||x2||x1 = η16||η15||…||η1 = ξ32||ξ31||…||ξ1,

]^_ xi∈V64(2), i = 1..4; ηj∈V16(2), j = 1..16; ξk∈V8(2), k = 1..32.
H[hagZqbf A(X) = (x1 ⊕ x2)||x4||x3||x2.
AZ^Z_lky ij_h[jZah\Zgb_ P: V256(2)→V256��� keh\Z ξ32||…||ξ1 \

keh\h ξϕ(32)||ξ(ϕ)31||…||ξϕ(1), ]^_ ϕ(i+1+4(k-1)) = 8i + k, i = 0..3, k =
1..8.

>ey ]_g_jZpbb dexq_c g_h[oh^bfh bkihevah\Zlv ke_^mxsb_
bkoh^gu_ ^Zggu_�

- keh\Z H, M ∈ V256(2);
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- dhgklZglu� keh\Z Ki (i  ������� bf_xsb_ agZq_gby
K2 K4=0256

b C3= 180811602411608(0818)21808(0818)4(1808)4.
Ijb \uqbke_gbb dexq_c j_Zebam_lky ke_^mxsbc Ze]hjblf�
1. Ijbk\hblv agZq_gby

i = 1, U = H, V = M.
2. <uihegblv \uqbke_gb_

W = U ⊕ V, K1 = P(W).
3. Ijbk\hblv i = i + 1.
4. Ijh\_jblv mkeh\b_ i  �� Ijb iheh`bl_evghf bkoh^_ i_-

j_clb d rZ]m �� Ijb hljbpZl_evghf ± i_j_clb d rZ]m ��
5. <uihegblv \uqbke_gb_

U = A(U) ⊕ Ci, V = A(A(V)), W = U ⊕ V, Ki = P(W);
6. I_j_clb d rZ]m �
7. Dhg_p jZ[hlu Ze]hjblfZ�

Rbnjmxs__ ij_h[jZah\Zgb_
GZ ^Zgghf wlZi_ hkms_kl\ey_lky rbnjh\Zgb_ ���[blguo ih^-

keh\ keh\Z H gZ dexqZo K i (i = 1, 2, 3, 4).
>ey rbnjmxs_]h ij_h[jZah\Zgby g_h[oh^bfh bkihevah\Zlv

ke_^mxsb_ bkoh^gu_ ^Zggu_�

H=h4||h3||h2||h1, hi∈V64(2), i  ���� b gZ[hj dexq_c K1, K2, K3, K4.
Ihke_ \uiheg_gby rbnjh\Zgby ihemqZxl keh\Z

si = EKi
(hi), ]^_ i = 1, 2, 3, 4,

l�_� \ j_amevlZl_ ihemqZ_lky \_dlhj

S = s4||s3||s2||s1.

I_j_f_rb\Zxs__ ij_h[jZah\Zgb_
GZ ^Zgghf wlZi_ hkms_kl\ey_lky i_j_f_rb\Zgb_ ihemq_gghc

ihke_^h\Zl_evghklb k ijbf_g_gb_f j_]bkljZ k^\b]Z�

Bkoh^gufb ^Zggufb y\eyxlky keh\Z H, M ∈ V256��� b keh\h

S ∈ V256(2).
Imklv hlh[jZ`_gb_

ψ: V256(2) → V256(2)

ij_h[jZam_l keh\h

η16||…||η1, ηi∈V16(2), i = 1..16

\ keh\h
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η1⊕η2⊕η3⊕η4⊕η13⊕η16||η16||…||η2.

Lh]^Z \ dZq_kl\_ agZq_gby rZ]h\hc nmgdpbb owrbjh\Zgby ijb-
gbfZ_lky keh\h

κ(M,H) = ψ61(H ⊕ ψ(M ⊕ ψ12(S))),

]^_ ψi – i�y kl_i_gv ij_h[jZah\Zgby ψ.
Ijhp_^mjZ \uqbke_gby owr�nmgdpbb
Bkoh^gufb ^Zggufb ^ey ijhp_^mju \uqbke_gby agZq_gby

nmgdpbb h y\ey_lky ih^e_`ZsZy owrbjh\Zgbx ihke_^h\Zl_ev-
ghklv M ∈ B*

� IZjZf_ljhf y\ey_lky klZjlh\uc \_dlhj owrbjh\Z-
gby H ± ijhba\hevgh_ nbdkbjh\Zggh_ keh\h ba V256(2).

Ijhp_^mjZ \uqbke_gby nmgdpbb h gZ dZ`^hc bl_jZpbb bk-
ihevam_l ke_^mxsb_ \_ebqbgu�

M ∈ B*
± qZklv ihke_^h\Zl_evghklb M� g_ ijhr_^rZy ijhp_-

^mju owrbjh\Zgby gZ ij_^u^msbo bl_jZpbyo�

H ∈ V256��� ± l_dms__ agZq_gb_ owr�nmgdpbb�

Σ ∈ V256��� ± l_dms__ agZq_gb_ dhgljhevghc kmffu�

L ∈ V256��� ± l_dms__ agZq_gb_ ^ebgu h[jZ[hlZgghc gZ ij_-
^u^msbo bl_jZpbyo qZklb ihke_^h\Zl_evghklbM.

:e]hjblf \uqbke_gby nmgdpbb h \dexqZ_l \ k_[y ke_^mxsb_
ljb wlZiZ�

WlZi �

Ijbk\hblv gZqZevgu_ agZq_gby l_dmsbo \_ebqbg

M := M; H := H; Σ := 0256; L := 0256

WlZi �

Ijh\_jblv mkeh\b_ _M _!���� ?keb ^Z� lh i_j_clb d wlZim �� <
ijhlb\ghf kemqZ_ \uihegblv ihke_^h\Zl_evghklv \uqbke_gbc�

L := <L+|M|>256; M' := 0256–|M| ||M; Σ := Σ [+] M'
H := κ(M',H); H := κ(L,H); H := κ(Σ,H);
Dhg_p jZ[hlu Ze]hjblfZ� H kh^_j`bl agZq_gb_ owr�nmgdpbb�

WlZi �

<uqbkeblv ih^keh\h MS ∈ V256��� keh\Z M (M=M P||MS�� >Ze__
\uihegblv ihke_^h\Zl_evghklv \uqbke_gbc�

H := κ(MS,H); L := <L+256>256;  Σ := Σ [+] MS; M := MP

I_j_clb d wlZim ��
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������Nmgdpby owrbjh\ZgbyMD5
Ij_^iheh`bf� qlh gZf ^Zgh khh[s_gb_ ^ebghc b [bl� ]^_ b –

ijhba\hevgh_ g_hljbpZl_evgh_ p_eh_ qbkeh� b imklv [blu khh[-
s_gby aZibkZgu \ ke_^mxs_f ihjy^d_�

m0 m1 ... m(b–1).

>ey \uqbke_gby k\_jldb khh[s_gby \uihegyxlky ke_^mxsb_
iylv rZ]h\�

RZ] �� >h[Z\e_gb_ [blh\ aZiheg_gby�
Khh[s_gb_ ^hihegy_lky �jZkrbjy_lky� lZd� qlh _]h ^ebgZ �\

[blZo� klZgh\blky kjZ\gbfhc k ��� ih fh^mex ���� JZkrbj_gb_
\uihegy_lky \k_]^Z� ^Z`_ _keb ^ebgZ khh[s_gby m`_ kjZ\gbfZ k
��� ih fh^mex ���

JZkrbj_gb_ \uihegy_lky ke_^mxsbf h[jZahf� d khh[s_gbx
^h[Z\ey_lky h^bg [bl� jZ\guc �� Z hklZ\rb_ky [blu aZihegyxlky

gme_\ufb agZq_gbyfb� LZdbf h[jZahf� dhebq_kl\h ^h[Z\e_gguo
[blh\ fh`_l e_`Zlv \ ^bZiZahg_ hl � ^h ��� \dexqbl_evgh�

RZ] �� >h[Z\e_gb_ ^ebgu�

���[blgh_ ij_^klZ\e_gb_ ^ebgu khh[s_gby b �^h ^h[Z\e_gby
[blh\ jZkrbj_gby� ^hibku\Z_lky d j_amevlZlm ij_^u^ms_]h

rZ]Z� < lhf fZeh\_jhylghf kemqZ_� dh]^Z ^ebgZ khh[s_gby
ij_\ukbl �64� bkihevamxlky lhevdh feZ^rb_ �� [blZ ij_^klZ\e_-
gby� Wlb [blu ^h[Z\eyxlky \ \b^_ ^\mo ���jZajy^guo keh\� ijb
wlhf feZ^r__ keh\h ^hibku\Z_lky i_j\uf� Ihke_ wlhc hi_jZpbb
^ebgZ khh[s_gby \ lhqghklb djZlgZ ��� [blZf b� ZgZeh]bqgh�

djZlgZ �� ����jZajy^guf� keh\Zf� H[hagZqbf M[0..N��@ keh\Z
ihemq_ggh]h khh[s_gby�

RZ] �� BgbpbZebaZpby [mn_jZ k\_jldb�
;mn_j ba q_luj_o keh\ �A, B, C, D� bkihevam_lky ^ey \uqbke_-

gby k\_jldb khh[s_gby� Wlb j_]bklju bgbpbZebabjmxlky ke_-
^mxsbfb r_klgZ^pZl_jbqgufb agZq_gbyfb�

A = 01234567,
B = 89abcdef,
C = fedcba98,
D = 76543210.
RZ] �� H[jZ[hldZ khh[s_gby [ehdZfb ih �� keh\�
Hij_^_ebf kgZqZeZ � \kihfh]Zl_evgu_ nmgdpbb� Zj]mf_glhf

b j_amevlZlhf dZ`^hc ba dhlhjuo y\eyxlky ���[blh\u_ keh\Z�
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F(X,Y,Z) = XY ∨ ¬(X) Z
G(X,Y,Z) = XZ ∨ Y ¬(Z)
H(X,Y,Z) = X ⊕ Y ⊕ Z
I(X,Y,Z) = Y ⊕ (X ∨ ¬(Z)).
GZ wlhf rZ]_ bkihevam_lky lZ[ebpZ ba �� keh\ T>�«��@� ih-

kljh_ggZy gZ hkgh\_ nmgdpbb kbgmkZ� Imklv T[i@ h[hagZqZ_l i–c
we_f_gl lZ[ebpu� dhlhjuc jZ\_g p_ehc qZklb hl ����������

×abs(sin(i��� ]^_ i \ujZ`_gh \ jZ^bZgZo�
<uihegyxlky ke_^mxsb_ rZ]b�

� H[jZ[hlZlv dZ`^uc ���keh\guc [ehd� */
for i = 0 to N/16 – 1 do
� Dhibjh\Zgb_ i-]h [ehdZ \ X. */

For j = 0 to 15 do
X[ j] = M[ i*16 + j].

� KhojZg_gb_ A \ AA, B \ BB, C\ CC� b D \ DD. */
AA = A
BB = B
CC = C
DD = D

� WlZi �� �

� Imklv >abcd k s i@ h[hagZqZ_l hi_jZpbx
          a = b + ((a + F(b,c,d) + X[k] + T[i]) << s). */
� <uihegbl_ ke_^mxsb_ �� hi_jZpbc �

    [ABCD  0  7  1]  [DABC  1 12  2]  [CDAB  2 17  3]  [BCDA  3 22
4]
    [ABCD  4  7  5]  [DABC  5 12  6]  [CDAB  6 17  7]  [BCDA  7 22
8]
    [ABCD  8  7  9]  [DABC  9 12 10]  [CDAB 10 17 11]  [BCDA 11
22 12]
    [ABCD 12  7 13]  [DABC 13 12 14]  [CDAB 14 17 15]  [BCDA 15
22 16]
�RZ] �� �

� Imklv >abcd k s i@ h[hagZqZ_l hi_jZpbx
          a = b + ((a + G(b,c,d) + X[k] + T[i]) << s). */
� <uihegbl_ ke_^mxsb_ �� hi_jZpbc �

    [ABCD  1  5 17]  [DABC  6  9 18]  [CDAB 11 14 19]  [BCDA  0
20 20]
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    [ABCD  5  5 21]  [DABC 10  9 22]  [CDAB 15 14 23]  [BCDA  4
20 24]
    [ABCD  9  5 25]  [DABC 14  9 26]  [CDAB  3 14 27]  [BCDA  8
20 28]
    [ABCD 13  5 29]  [DABC  2  9 30]  [CDAB  7 14 31]  [BCDA 12
20 32]
a = b + ((a + H(b,c,d) + X[k] + T[i]) <<< s). */
�RZ] �� �
� Imklv >abcd k s i@ h[hagZqZ_l hi_jZpbx
          a = b + ((a + H(b,c,d) + X[k] + T[i]) << s). */
� <uihegbl_ ke_^mxsb_ �� hi_jZpbc �
    [ABCD  5  4 33]  [DABC  8 11 34]  [CDAB 11 16 35]  [BCDA 14
23 36]
    [ABCD  1  4 37]  [DABC  4 11 38]  [CDAB  7 16 39]  [BCDA 10
23 40]
    [ABCD 13  4 41]  [DABC  0 11 42]  [CDAB  3 16 43]  [BCDA  6
23 44]
    [ABCD  9  4 45]  [DABC 12 11 46]  [CDAB 15 16 47]  [BCDA  2
23 48]
�RZ] �� �
� Imklv >abcd k s i@ h[hagZqZ_l hi_jZpbx
          a = b + ((a + I(b,c,d) + X[k] + T[i]) << s). */
� <uihegbl_ ke_^mxsb_ �� hi_jZpbc �
    [ABCD  0  6 49]  [DABC  7 10 50]  [CDAB 14 15 51]  [BCDA  5
21 52]
    [ABCD 12  6 53]  [DABC  3 10 54]  [CDAB 10 15 55]  [BCDA  1
21 56]
    [ABCD  8  6 57]  [DABC 15 10 58]  [CDAB  6 15 59]  [BCDA 13
21 60]
    [ABCD  4  6 61]  [DABC 11 10 62]  [CDAB  2 15 63]  [BCDA  9
21 64]
� AZl_f \uihegbl_ ke_^mxsb_ hi_jZpbb keh`_gby �

A = A + AA
B = B + BB
C = C + CC
D = D + DD

end� pbdeZ ih i */
RZ] �� <uoh^�
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K\_jldZ khh[s_gby kh^_j`blky \ j_]bkljZo A, B, C, D� L�_��
fu gZqbgZ_f k feZ^r_]h [ZclZ A b aZdZgqb\Z_f klZjrbf [Zclhf

D.
Wlbf aZ\_jrZ_lky hibkZgb_ Ze]hjblfZMD5.
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�� MIJ:<E?GB? DJBILH=J:NBQ?KDBFBDEXQ:FB

hlkmlkl\m_l \ we_dljhgghc \_jkbb

6. BFBLHA:SBL: BGNHJF:PBB < :KM
hlkmlkl\m_l \ we_dljhgghc \_jkbb

�� <HIJHKU J?:EBA:PBBDJBILH=J:NBQ?KDBO

KBKL?F

hlkmlkl\m_l \ we_dljhgghc \_jkbb
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EBL?J:LMJ:

1. ;Zjbq_\ K�=�� =hgqZjh\ <�<�� K_jh\ J�?� Hkgh\u kh\j_f_g-
ghc djbilh]jZnbb�F�� �=hjyqZy ebgby ± L_e_dhf�� �����

2. <Zjnhehf__\ :�:�� @mdh\ :�?�� Im^h\dbgZ F�:� Ihlhqgu_

djbilhkbkl_fu� Hkgh\gu_ k\hckl\Z b f_lh^u ZgZebaZ klhcdhklb�
F�� I:BFK� �����

3. <\_^_gb_ \ djbilh]jZnbx� Ih^ h[s� j_^� Ys_gdh <�<� F��

FPGFH�Q_Jh� �����
4. =_jZkbf_gdh <�:� AZsblZ bgnhjfZpbb \ Z\lhfZlbabjh\Zg-

guo kbkl_fZo h[jZ[hldb ^Zgguo�� dg� �� �� F�� Wg_j]hZlhfba^Zl�
1994.

5. =HKL ���������

6. =HKL J ���������

7. =HKL J ���������

8. Dhgo_cf :� =� Hkgh\u djbilh]jZnbb� F�� JZ^bh b k\yav�
1987.

9. FZnlbd K� F_oZgbafu aZsblu \ k_lyo W<F� F�� Fbj�
1993.

10. F_evgbdh\ <�<� AZsblZ bgnhjfZpbb \ dhfivxl_jguo kbk-
l_fZo�F�� NbgZgku b klZlbklbdZ� �����

11. Fhe^h\yg :�:�� Fhe^h\yg G�:�� Kh\_lh\ ;�Y� Djbilh]jZ-
nby� KI[�� �EZgv�� �����

12. Fhe^h\yg G�:� Kdhjhklgu_ [ehqgu_ rbnju� KI[� Ba^Z-
l_evkl\h KI[=M� �����

13. G_qZ_\ <�B� We_f_glu djbilh]jZnbb �Hkgh\u l_hjbb aZ-
sblu bgnhjfZpbb��F�� <ukrZy rdheZ� �����

14. Hkgh\u djbilhaZsblu :KM� Ih^ j_^� ;�I� Dhaeh\Z� F��

FH� �����

15. JhfZg_p X�<�� Lbfhn__\ I�:�� RZgv]bg <�N� AZsblZ bg-
nhjfZpbb \ dhfivxl_jguo kbkl_fZo b k_lyo� F�� JZ^bh b k\yav�
1999.

16. Moebgh\ :�F� MijZ\e_gb_ [_ahiZkghklvx bgnhjfZpbb \
Z\lhfZlbabjh\Zgguo kbkl_fZo�F�FBNB� �����
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